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ABSTRACT

Wireless Body Area Network (WBAN) consists of resource constraints sensors and hence security methods with
less computation are chosen. To make the resource consumption less, available information in the WBAN that is common
to all the sensors is utilized. The proposed biometric security scheme is based on the distinctiveness and non-stationary
behaviours of the ECG signal. This behaviour guarantees that the key generated for each individual is different. ECG also
possesses the added advantage of generating keys with low latency that is a short duration of measured signal is enough.
The above scheme reduces the need for the distribution of security key. The number of keys required by each node for
secure communication is also reduced. The design constraints such as energy and randomness are considered in this work.
In this research, the dynamic feature (i.e. ECG) is utilized to generate the key. The 128 bit key is generated from the R-R
interval of the ECG signal. The generated 128 bit can be used as encryption keys in WBAN. The generated key shows

randomness and distinctiveness.
Keywords: ECG, WBAN, cryptography.

INTRODUCTION

Rapid growth in Wireless Sensor Technology has
increased the ability of easy and fast computing. The
wireless sensors are connected to form Wireless Sensor
Network (WSN). The most important application of
Wireless Sensor Networks (WSN) is for healthcare
application which includes the telemedicine. WSN that is
used for healthcare application is called as Wireless
Biomedical Area Network (WBAN). WBAN consists of
sensors which are recognized as Biomedical Sensors.
Improvements in sensors encompass the construction of
small and lightweight biomedical sensors. Sensors such as
electrocardiogram (ECG] sensors, pH value sensors pulse
oximeters are worn on the individuals and the
physiological data is measured. The measured value is
communicated wirelessly to the base station from the
human body. This has removed the usual way of wired
communication between the biomedical sensors on the
individual’s body to a nearby monitoring system. The
advantages of wireless communication are comfortability,
flexibility and portability. The recent technique to enable
secure communication in WBAN is Biometrics, where the
physiological characteristics or behavioural qualities are
used to provide authentication between the communicating
entities. The body itself is used for managing cryptography
keys between the nodes and the base station. The sensed
value is used to generate a pseudo- random number which
is same on both the sides. Next it is applied to encrypt and
decrypt the data to be communicated. The physiological
value for key generation should be chosen such that it
exhibit time variance and randomness. ECG
(electrocardiogram) proves to be appropriate for the above
cause. The work reported in this paper bases its work on
the idea of uniqueness and quasi-stationary characteristics

of ECG signals. The rest of the paper is organized as
follows. The related work is given in Section 2. In Section
3, the proposed algorithm for the 128-bit key generation is
presented. In Section 4, the performance analysis of the
proposed algorithm is described. Finally, conclusions are
reported in Section 5.

RELATED WORK

Keys for symmetric crypto-systems are generated
using standard key generating functions Cryptographic
Random Numbers Standard (1995). These functions use
pseudo random numbers as input parameters to generate
unique keys. These functions are commonly known and
hence the strength of the key generated depends upon the
pseudo-random number. Any pseudo-random number
irrespective of the source from which it is generated, it
should satisfy certain conditions for them to be used for
security purposes. This characteristic is known as
cryptographic randomness. A random number generated
from a particular source is said the cryptographically
random, if it is not possible for an adversary with full
knowledge of the working of the system to determine the
number generated from the knowledge of previous
numbers generated from the same source with a
probability greater than half. This property ensures that the
random number and hence the keys generated from it
cannot be guessed by an adversary. In case of ordinary
devices the pseudo-random number is generated from the
hardware level and the key is generated at one node and is
distributed to all the other nodes. This method is adopted
because it is not possible to generate the same pseudo-
random number at different nodes due to the differences in
the hardware of the node. The conventional and generic
sensor networks do not take into consideration the
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environment in which they operate. Hence they do not
attempt to make use of any resources which it may offer. If
we could design architectures such that the sensors can
make use of the surroundings in their computing tasks,
then it would lead to significant advantages. Cherukuri et
al. (2003) proposed using a group of similar random
numbers generated from properties obtained from different
human body parts to protect the transmission of symmetric
keys between communicating parties. The transmitting
node binds a cryptographic key with a locally captured
biometric trait. At the receiving node, a binding-off
process is preceded using the biometric trait captured by
its own to recovery the cryptographic key. It was discussed
in Poon et al. (2006) that biometric traits used in such a
security model must be: 1) distinctive, i.e., the trait should
be sufficiently different on any two individuals when
copies of it are captured simultaneously, even if the copies
are captured by different types of sensors and at different
locations of the body and 2) time-variant but invulnerable,
i.e., the trait should change with time and have a high
degree of randomness so that copies of it captured at
different times would not match even if they are obtained
from the same individual. More importantly, from a
cryptographic perspective, devices outside of a particular
BSN have neither access to, nor can they reliably predict a
particular period record of such a biometric trait. In Shu-Di
Bao et al. (2008) based on the characteristics of IPls, a
lightweight generation scheme of Els is proposed.
Individual randomness and group similarity of the
generated Els are then evaluated. Motivated by this
research, the dynamic feature (i.e. ECG) is utilized to
generate the key. The interval between R-to-R (R-R) is
utilized to generate the key based on dynamic biometric
features (i.e. ECG). The performance of the key generated
by the proposed algorithm is analysed in terms of design
goals of randomness and distinctiveness.

PROPOSED METHODOLOGY

In this research, the dynamic feature (i.e. ECG) is
utilized to generate the key. The interval between R-to-R
(R-R) is utilized to generate the key based on dynamic
biometric features (i.e. ECG). The secure communication
of data is made so, as there is a possibility of modification
and injection of these perceptive data. The security in
Body Area Network (BAN) is classified into two
categories, namely, authentication and data encryption.
The network authentication is performed between various
biosensor and Control Units (CU). Since there is a
possibility of false authentication (i.e. attacker act as a true
or original node) the second level of security (i.e. data
encryption) is initiated. The encryption of the patient data
is also an important process in securing the data on Body
Area Network (BAN).The long-established cryptosystem
usually follows two approaches, namely, the Token based
approach and the Knowledge based approach. These
approaches are limited as they can be stolen, duplicated or
lost. Also the critical problem with these approaches is that
uniqueness (i.e. unique user) cannot represent these

approaches. In contrast to this, the approach based on
biometric characteristics can support the uniqueness of the
user. In tradition, the biometric features used in
cryptography are face, iris and fingerprint. These
characteristic are static in nature and even have the
possibilities of getting tracked. To overcome the limitation
of static biometric, biometric features such as an
Electrocardiogram (ECG), Photo plethysmogram (PPG)
are introduced for non-static (i.e. dynamic) biometric
characteristics [1].
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Figure-1. Key generation.

The algorithm used is as follows. Two different
samples are taken. One sample ranges from 1 to 9 and it is
converted from integer to string. Second sample from 1 to
6 with 64 bit key is stored in another variable. Both
converted values are stored in Key matrix. The distance
between the minimum and maximum value with 128 bit
value is calculated. The XOR Value for the distance found
in the previous step using ran dint function is calculated.
From the above step (Random value) the 128 bit key is
generated with 32 bit value. The generated key is
converted into the matrix format. The resulted key is tested
for randomness and distinctiveness which are the
performance metrics of a cryptography key.

PERFORMANCE ANALYSIS

In this research the performance of the key
generated by the proposed algorithm is analysed in terms
of design goals of randomness and distinctiveness. The
ECG data is obtained from 31 subjects obtained from the
MIT Physio Bank database
(http://ww.physionet.org/physiobank/). The algorithm
implementation and analysis was done using MATLAB.
The Key A and Key B denote the keys generated by
sensors s1 and s2 (located in the same BSN).

RANDOMNESS

It is also necessary to ensure that the keys
generated are random enough to ensure that they are
unpredictable. To validate this entropy of the keys
generated for each individual is computed. It is found in
the Figure-2 that in all cases the entropy values were close
to 1, which shows that the distribution of 1s and Os in the
key is uniform. This result guarantees the randomness.
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Figure-2. Entropy for different keys generated for
different individuals.

DISTINCTIVENESS

The aim was to determine if the keys generated
by the proposed algorithm are same for the same
individuals and different for two different individuals. The
average hamming distance between keys was calculated.
Figure-3 shows the result at a random start time. The x-
axis represents Key A of all individuals and y-axis
represents Key B for all individuals. The colors symbolize
the range within which the actual hamming distance
between the two keys falls. In the figure all the diagonal
values are zero. This proves that the keys generated from
the ECG signals of the same individual are identical, while
keys from two different individuals are different. This

satisfies the design goal of distinctive.

Figure-3. Hamming distance between keys generated for
different individuals.

CONCLUSIONS

The chapter explores the randomness and
distinctiveness of the generated 128 bit cryptography key
from the R-R interval of ECG for securing the inter sensor
communication in WBAN. The generated key can be used
for any encryption algorithm.
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