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ABSTRACT

This study explored and identified success social-technical factors related to the information security effectiveness
in organizations. It explored these factors based on literature view, and documents, the study based on the Socio-Technical
approach (STA) and the Security by Consensus (SBC) model. Quantitative analysis of the organizations’ employees’
experiences were analyzed and discussed to validate the questionnaire. The aim of this paper is to propose conceptual
framework for understanding, clarification and investigation of the socio-technical factors involved in improving e-

government security effectiveness in developing countries.
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INTRODUCTION

Electronic Government is at the forefront of
current public sector reform policies across the rest of the
world, where the use of computer-based information and
communication technologies to deliver public services in
the public sector is seen as a major leverage of public
sector innovation. E-government is usually presented as
using Information and Communication Technologies
(ICTs) to provide easy access to government information,
increase the quality of services, and reduce the cost of
services.

Nowadays, organizations need to work with their
business partners or clients through communication
networks. Where there is data exchange en route, there
will be security problems. The security is considered one
of the most important factors for achieving an advanced
stage of e-government. As the number of e-government
services increases, a higher level of e-government security
is required [1, 2].

LITERATURE REVIEW

Information security management

Information  Security  (IS) is  effective
implementation of policies to ensure the confidentiality,
availability and integrity of information and assets is
protected from theft, tampering, manipulation or
corruption [3]. The three aspects of data security are [4]:

= Confidentiality: refers to protection of information
from unauthorized disclosure e.g. to the press or to
release through improper disposal techniques, or to
those who are not entitled to have the same.

= Integrity: is about protecting information from
unauthorized modification, and ensuring that

information, such as a beneficiary list, can be relied
upon and is accurate and complete.

= Availability: is to ensure that the information is
available when it is required.

Information security management (ISM) is the
means by which we ensure that we are taking account of
these three factors. The purpose of ISM is to promote the
confidence and the effectiveness of information services
within an organization, or between an organization and its
business partners [5].

Information Security Magazine (2002) conducted
survey showed that the most information security
problems were caused by the negligence of people, rather
by attack events. Therefore, it is important to train and
manage the problem-prone people [6]. The information
security is not primarily a technical problem but a
management or business issue [7-9].

However, a security system can be effective by
the attitudes and behaviors of the people that interact with
the system. This makes people an important part of the
security system.

Socio-technical approach

The study was based on the Socio-Technical
approach (STA) and the Security By Consensus (SBC)
model [10]. Socio-technical systems theory has been used
for decades as a framework to design and understand
organizations.

= Socio-Technical model (STM)

Kowalski [10] developed Socio-technical security
system for protecting information. The model is depicted
in Figure-1. This has two sub-systems include Social
(culture and structures) and Technical (methods and
machines).
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Figure-1. Socio-Technical model [10].

=  SBC model

The Security by Consensus (SBC) model was applied to define the detailed parts of Socio-technical model (STM)
subsystem controls, detailed in Figure-2.
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Figure-2. The basic SBC model [10].

A better model of security is the SBC model
proposed by Kowalski [10] which gives a more useful
description of security [11]. The model divides with two
basic components of a social subsystem and a technical
subsystem, which are further divided into subclasses social
(Ethical-cultural,  Legal-contractual,  Administrative-
managerial-Policy, and Operational-procedural) and
Technical (Mechanical-electronic and Information-Data).

Information system security effectiveness

Measuring the effectiveness of security in
information systems (IS) is an issue that has seriously been
guestioned among academics and practitioners. According
to Straub [12] IS security effectiveness is the ability of IS
security measure to protect against unauthorized or
deliberate misuse of IS assets of people.

Although, the literature focusing on information
security effectiveness in organization is sparse, Tablel
provides some of the literature on information security
effectiveness models and frameworks.
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Table-1. Summary of current information security effectiveness models and frameworks.

Authors Model Finding
Provided one of the first models on He mvestlg_ated whet_her a management decision
Straub Jr [12] . . in IS security result is more effective control of
IS security effectiveness.
computer abuse.
The model includes organizational factors such
Kankanhalli, as Organizational size, Top management
Proposed a conceptual model of IS
Teo, Tan, and security effectiveness support, and Industry type. They found that
Wei [13] y ' greater deterrent efforts and preventive
measures can increase 1S security effectiveness.
, The result showed that the security awareness is
D’Arcy and They extended deterrence theory the most countermeasures against human factor
Hovav [14] model. - . 7 .
in threats to information security.
. They present a framework to The framework focused on employee behavior
Da Veiga and : ; : - . . . .
develop an information security and has investigated security effectiveness in
Eloff, [15] - A X
culture in an organization. terms of security culture.
They assessed the effectiveness of
the s_ecu.rlty model consist of various The study mentioned that creating a general
Herath and motivating factors such as penalties, culture that fosters security is a better strategy in
Rao [16] pressures and perceived contribution . ity . 9y
. X . information security
that encourages information security
behaviors in organizations.
Suggested a theoretical model for The model showed that the management
Brady [17] HIPAA security compliance in support, security awareness and security culture
U.S.A academic medical centers. were important for security effectiveness.
Shahri, Proposed security effectiveness The results of this study showed the importance
Ismail, and framework for health information of security culture and security awareness in
Rahim [18] systems. establishing the security effectiveness for HIS
Literature review of different models and Library, IGI Global, Springer Link, and Taylor and

frameworks on IS security-related works have emphasize
that through implementing all the required information
security components, organizations must govern
information security effectively [15-17, 19, 20]. Different
information security components such as human factors,
organizational factors, and technical factors can be used to
compile a new comprehensive information security
effectiveness framework.

RESEARCH METHODOLOGY

This study adopted mixed method to achieve the
research aim; it was conducted in two stages:

The first stage: A systematic approach and
extensive search on secondary data resources was
executed in delimitating construct related to e-government
security effectiveness and to develop survey questions. An
exploration through on-line search was carried out among
the various search engines.

The online databases that were given particular
attention include: ACM digital library, EBSCO host,
Elsevier Science Direct, Emerald Library, IEEE Electronic

Francis Group. The first findings of this study are
identifying  socio-technical factors that influence
information security effectiveness in e-government
context. Then, analysis and revision of literature show a
clear need for socio-technical factors to be address for
develop a security effectiveness framework. Therefore, the
study proposes a framework based on mentioned factors to
implement the security effectiveness in e-government.

The second stage is to validate the questionnaire,
a survey distributed to twenty IT staffs practitioners from
computer center of Universiti Sains Islam Malaysia
(USIM).

SOCIO-TECHNICAL FACTORS

The objective of this study is to identify security
socio-technical ~ factors  for information  security
effectiveness framework in the e-government domain.
According to previous sections, by a review of current
approaches towards e- government security and by putting
together the literature on security effectiveness, socio-
technical factors have identified in Table-2.
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Table-2. Summary of Socio-technical factors influencing information security.

Constructs Factors Reference
Legal and law [15], [21, 22],[23], [24], [25]
Legal/Contractual -
Compliance [26], [27], [28], [29], [30]

Ethical Conduct

[15], [31], [29], [32]

Ethical/Cultural

Organizational culture

[33], [34], [30]

Information Security Policy

[15], [30], [26], [31], [29], [35]

Security Awareness,

[28], [36], [35], [371, [38], [23]

Operational/Procedural

Information Security Training,

[26, 38], [31], [39], [29], [36]

Incident management

[40], [30], [15], [19]

Information Security Risk assessment,

[40], [15], [30], [15]

Administrative/Manageri

Top Management Support

[41], [36], [35], [13]

al

Change Management

[40], [15], [30], [37], [19]

Assist management

[40], [30], [15], [19]

Security culture

[31], [30, 38], [371, [17], [42],
[43], [24]

IS structure

[33], [21], [23]

Security Effectiveness

[38], [44], [13], [44], [32], [17],
[38]

INSTRUMENT VALIDATION

The questionnaire was developed based upon
research literature, and distributed personally. IT is
contained detailed brief and clear instructions [45].
Respondents were assured of privacy and confidentiality
and they informed that from 20 to 25 minutes was the
maximum time that needs to complete it.

Five-point Likert scales were applied to measure
the perception of socio-technical factors influencing e-
government security. In this study the numbers 1 to 5 were
assigned to the categories of concepts (strongly disagree =
1, disagree = 2, undecided = 3, agree = 4 and strongly
agree = 5), knowing that this surely does not represent the
true distances between them but believing that it is close
enough to derive meaningful results [45, 46]. The
questionnaire was arranged as follows:

First Part - Background information. This is
demographic questions in tick-list or short answer format.
Second Part- E-government related to critical security
factors. Five-point Likert scales (1-5) to offer an
agreement/disagreement level. This part was divided into
five sections as follows:

= Ethical/Cultural Factors.
= Legal/Contractual Factors.

= Administrative/Managerial Factors.

= Operational/Procedural Factors.
=  Mechanical/Electrical Factors.

The questionnaire was tested for content validity,
construct validity, and reliability to ensure the questions
were understood by the respondents and there were no
problems with the wording of the instrument [45].

Content validity

The panel judgment method used for testing the
draft questionnaire, through an ‘expert-review’ technique.
This involved sending the draft questionnaire to a group of
experts to judge whether each item measured the
theoretical construct nominated. Four experts participated
(academic staffs) in the review process. The experts were
provided with a briefing sheet explaining the background
and purpose of the study. The draft questionnaire was
revised as per the experts’ comments, resulting in the final
survey questionnaire.

After revising the questionnaires, twenty
participants conducted to evaluate the questionnaire for
clarity, bias, ambiguous questions and relevance to the
Malaysian environment, the tested sample size is small,
varying from 15 to 30 responders for the initial test [47-
49]. Twenty IT staff practitioners from computer center of
Universiti Sains Islam Malaysia (USIM).
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DATA ANALYSIS

Quantitative data were analyzed by first
determining the number of valid and invalid responses,
and then by developing a descriptive analysis of the data
obtained revealing demographics of respondents, and other
descriptive data about the research variables such as,
means, standard deviations, etc. [50]. The researcher
selected SPSS 20 program for serving this purpose.

Reliability

The reliability analysis was conducted to ensure
the internal validity and consistency of the items used for
each variables. Hair et al. (1998) [51] recommended that
Cronbach alpha values greater than 0.6 were acceptable.
Table-3 shows the Cronbach’s alpha values greater than
0.7, which is considered very good [52], that mean the
questionnaire is a reliable measurement instrument.

Table-3. Cronbach's Alpha for each field of the instrument.

No. Paragraph Number of Items Cronbach's Alpha
1 Ethical Conduct (EC) 6 0.803
2 Organizational Culture (OC) 6 0.864
3 Legal and law (L) 8 0.860
4 Compliance (IC) 5 0.834
5 Top Management Support (TM) 8 0.920
6 Change Management (CM) 7 0.919
7 Incident management (IC) 7 0.883
8 Assist management (AM) 6 0.891
9 Information Security Policy (IP) 5 0.815
10 Information Security Training (T) 7 0.780
11 Security Awareness (AW) 7 0.848
12 Information Security Risk Assessment (RA) 5 0.934
13 IS Structure (1S) 5 0.894
14 Security Culture (SC) 5 0.776
15 Security Effectiveness (EF) 6 0.863
16 All paragraphs of the questionnaire 93

Construct validity

Construct validity is established by determining
whether the scores from an instrument are significant and
can be used to understand a sample from a population
[50]. Construct validity must meet the two following
conditions: convergent and discriminant validity [53].

= convergent validity was assessed by factor loading,
[54] and Average Variance Extracted (AVE) [55]. All
factors loading should be significant and higher than
.5 to showing good convergent validity [56]. In
addition, if AVE more than 0.5 is acceptable [54].
(AVE) was calculated based on formula given by [55] .

AVE =Average variance extract

n = the number of items

A= the standardized factor loading

Table-4. Factor loading for each for each Item of the

instrument.
Construct Item Fact_or AVE
loading
EC1 0.725
EC2 0.782
. EC3 0.627
Ethical Conduct EC4 0.800 0.554
EC5 0.884
EC6 0.611
0C1 0.807
0ocC2 0.854
Organizational 0OC3 0.934 0.747
culture OC4 0.855
0OC5 0.901
0OC6 0.831
L1 0.850
Legal and law T 0.887 0.694
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L3 0.860 T5 0.835
L4 0.658 T6 0.894
L5 0.768 T7 0.892
L6 0.859 AW1 0.627
L7 0.894 AW?2 0.866
L8 0.866 Securit AW3 0.682
IC1 0.791 Awarenegs, AW4 | 0.758 0.589
IC2 0.945 AWS5 0.781
Compliance IC3 0.878 0.816 AW6 0.873
IC4 0.986 AW7 0.757
IC5 0.907 RA1 0.741
TM1 0.878 Information RA2 0.789
TM2 0.796 Security Risk RA3 0.904 0.632
TM3 0.877 assessment, RA4 0.728
Top Management T™M4 0.916 0.699 RA5 0.801
Support TM5 0.842 ' IS1 0.629
TM6 0.566 IS2 0.780
TM7 0.882 IS structure 1S3 0.936 0.534
TM8 0.883 1S4 0.642
CM1 0.940 IS5 0.617
CM2 0.897 SC1 0.876
CM3 0.899 SC2 0.666
Change CM4 0.978 0.857 Security Culture | SC3 0.833 0.659
Management
CM5 0.955 SC4 0.908
CM6 0.895 SC5 0.753
CM7 0.916 EF1 0.909
IM1 0.886 EF2 0.912
IM2 0.972 Sec_urity EF3 0.755 0.681
Incident IM3 0.708 Effectiveness EF4 0.895
management IM4 0.924 0.679 EF5 0.705
IM5 0.894 EF6 0.749
IM6 0.538
IM7 0.762 As showing in Table-4 the factor loading of all
AM1 0.833 items are greater than 0.5 which consider as acceptable
AM?2 0.893 level, and the AVE for all factor are in the acceptable
) level, the AVE ranges were between of 0.738 to 0.985.
Assist AM3 0.967 0.825
management AM4 0.833 = Discriminant validity refers to the extent to which a
AMS 0.960 construct is truly distinct from other constructs [57].
AM6 0.953 L -
P1 0.807 Therefore, dlscrlmlnant validity measurement should
be uncorrelated with measures of unrelated constructs
. IP2 0.823 . - .
Information [58]. Discriminant validity can be measured using
Security Policy IP3 0.681 0.679 Fornell and Larcker criteria [55], where the level of
P4 0.929 square root of AVE should be greater than the
IPS 0.562 correlations involving the constructs.
Information L o
Segurity Ig 8;21 0.652
Training, -
T4 0.603
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Table-5. Discriminant validity.

EC | OC | L IC |TM |CM | IM | AM | IP T |[AW | RA | IS | SC | EF
EC [0.744%
OC |0.6260.864*
L |0751|0.653(0.833%*
IC |0.744.0.747|.0.827]0.903*
TM | 0586 |.0.675|.0.613|0.680 [0.836™
CM |0.828|0.804|0.818|.0.716|0.705|0.926™
IM |.0.534/0.782|0.496 |0.715|0.814 | 0.624 |0.824*
AM |0.637{0.814|0.483|0.624 |0.561 (0.574|0.727 [0.908%
IP [0.600|0.757{0.414|0.618|0.793|0.653 | 0.809|0.745 |0.824*
T | .089 |0.436|0.456|0.379|0.398|0.395|0.545|0.311|0.328|0.807*
AW [0.359|0.687|0.566 |0.638|0.737|0.532 |0.694 | 0.557|0.599 | 0.403 |0.767*
RA |0.703|0.585|0.529|0.587|0.688|0.684|0.806 |0.610|0.802 | 0.468 | 0.377 |0.825*
IS [0.409(0.647|0.396|0.488|0.535|0.531|0.814|0.716|0.724 | 0.684 | 0.566 | 0.767 [0.831*
SC [0.726/0.702|0.611|0. 623|0.844|0.771|0.788|0.707|0.888|0.304 | 0.591 | .843 | 0.666 |0.891*
EF |0.478|0.477]0.430|0.506|0.495|0.405[0.674|0.598 0.638 |0.516 |0.385|0.791|0.678 | 0.571 |0.825%

As showing in Table-5 the results of testing
convergent validity revealed good construct validity.

CONCEPTUAL FRAMEWORK DEVELOPMENT
A conceptual security effectiveness framework
for e-government information systems was constructed

Ethical/Cultural
ECOC

¥

from the Socio-Technical approach (STA), the Security
By Consensus (SBC) model, and adapting earlier work
[12, 13] to address concerns about security effectiveness.
Figure-3 describes that a relationship may be between
socio-technical factors with security effectiveness in e-
government.

Lagal'Contractusl
L.IC

¥

Administrative/lanagerial -
TAL O AM

Y

Oparational Procedural
IF, AW, T, IM .. RA,

¥

Machanical ‘Elsctrical

I3

Effectivae a-govemment
security

Figure-3. The conceptual framework of socio-technical factors influence the information security effectiveness.

CONCLUSIONS

This study had succeeded in identifying the
socio-technical factors that influence information security.
Based on secondary data, Legal/ Contractual,
Ethical/Cultural, Operational/Procedural, Administrative/

Managerial, Mechanical/ Electrical, play a role in
influencing information security effectiveness. The
questionnaire was validated. The future work will be to
test this conceptual framework to determine its influencing
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relationship with largest sample of selected respondents
from e-government environment in Malaysia.
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