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ABSTRACT 

Cloud computing is used broadly in various services which maintain Personal Health Record (PHR). It is an 
emerging Health-centric model of patient health information interchange. Personal Health Record (PHR) information can 
be stored in a third party server i.e.Cloud server. The most important issues are fine–grained access, cryptographically 
enforced data access control, scalability in key management and efficient on-demand user revocation. We need to provide 
the security for the cloud based PHR information. This paper mainly concentrates on the multiple data owner scenario and 
divides the user into multiple security domains that significantly reduces the key management problems. A high level 
security of patient privacy is improved simultaneously by developing Multi-Authority Attribute Based Encryption (MA-
ABE). We have a tendency to enhance the already existing format of PHR knowledge (template) into a secure format 
(PDF), GIF, DOC and set access privileges. Before taking a key to decrypt the PHR record in multiple owner scenarios it 
should raise some security questions on PHR owner. 
 
Keywords: cloud computing,fine-grained access control, public health record system, attribute based encryption, multi-authority 
attribute based encryption. 

 
1. INTRODUCTION 

Personal health record (PHR) is a cloud based 
Health-centric model of health information exchange. A 
PHR service allows each patient uniquely to create, 
edit/update, and set access privileges on our Personal 
Health Data in cloud, which has made the storage, 
retrieval, and sharing of PHR information is more secured. 
Each patient is having the full access privileges of our 
Personal Health Data and can share our health information 
with a wide range of users in public and personal domains. 
A feasible and hopeful approach would be encrypting the 
PHR file before sharing in cloud. Using ABE, access 
policies are stated based on the attributes of users or data, 
which permits a patient to share our own PHR among a set 
of users by encrypting the file by using AES file 
encryption under a set of attributes. The complexities per 
encryption, key generation and decryption are linear with 
the number of attributes involved. We proposed a new 
techniques MA ABE-based framework for Patient Health-
centric model of secure sharing of PHR information in 
cloud computing environments, under the multiple-owner 
scenario. Furthermore, we enhance the already existing 
format of PHR data (template) into a secure format (PDF), 
GIF, DOC and set access privileges. Before fetching a key 
to encrypt the PHR record in multiple owner scenarios it 
may ask some security questions about PHR owner. We 
also improve our scheme to several issues in previous ones 
on demand user revocation, scalability and security. 
 
 
 
 

2. FRAMEWORK FOR SECURE SHARING OF 
PERSONAL HEALTH RECORD IN CLOUD 
COMPUTING 

In this section, we describe existing approach 
issues and the novel patient centric model for secure 
sharing of personal health records in cloud computing we 
summarized below. 
 
2.1 Issues in existing approach  

Due to the high cost of developing and 
maintaining the data centers in cloud, Many PHR services 
are outdated to or provided by third-party service 
providers. There are some privacy risks which are 
slowing down in cloud system. The main aim is about the 
patients could not have full control over her sensitive 
personal health information (PHI), especially when they 
are stored on a third-party server. The personal health 
information has been already stored in a template format. 
These format creates security issues (i.e) the unauthorized 
users can easily modified the PHR information in cloud. 
To overcome these issues to enhance the already existing 
format of PHR data (template) into a secure format (PDF), 
GIF, DOC and set access privileges. To encrypt the PHR 
record in multiple owner scenarios it may ask some 
security questions. If the security questions matched then 
only get the PHR information in cloud server. 
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2.2 Overview of framework 

 
 

Figure-1.The framework for client machine and 
cloud server. 

 
3. RELATED WORK 

This paper is mostly related to works in analysis 
of fine-grained access, cryptographically enforced data 
access control, scalability in key management and efficient 
user revocation for outsourced data by using the 
Encryption techniques Attribute Based Encryption(ABE) 
and Multi Authority-ABE.To improve the scalability of 
PHR system, ABE encryption techniques can be used. 
This paper mainly focused on multiple data owner 
scenario, and divides the user’s data in the PHR system 
into multiple security domains that prominently reduces 
the key management complexity for owners and users. In 
Goyalet al.’s seminal paper on ABE [11], data are 
encrypted under a set of attributes so that multiple users 
who possess proper public keys can decrypt the PHR data. 
This file encryption scheme and key management more 
efficient [12]. 
 
3.1 Attribute based encryption 

Attribute based encryption algorithm equally 
challenging and also many researches involve to achieving 
security problems in cloud data. Following Analysis are 
based work evolved under attribute based encryption 
(ABE) algorithm. 

Attribute Based Encryption is the technique 
which is used to resolve the security issues. The initial 
concept of the Attribute Based Encryption is keys of users 
and the cipher text are combined with the groups of 
attributes and using particular exact key only to decrypt 
the uploaded data. So there is the match between the 
cipher text and private key as well as attributes. In later 

years the Attribute Based Encryption is based on multiple 
data approaches, i.e. for specific information for large 
numbers of users, the encryption schemes are developed. 
 
4. PROPOSED SYSTEM 

In this paper, we propose a unique authentication 
on PHR data and File encryption technique using AES 
Public key algorithm. The PHR owner should decide how 
to encrypt the file and to allow which set of users to obtain 
access to each file. 
 
4.1 Multi-Authority Attribute Based Encryption 
(MA-ABE) 

The multi-authority attribute based encryption 
scheme is an novel attribute based encryption in which it 
will have many attribute authority for handling the 
different set of users from various domains [6]. In the PHR 
system the users will be from different domain like public 
and personal domains. So each user will be having 
different access privileges based on the relation with the 
PHR owner. Thus the MA-ABE scheme will significantly 
reduce the key-management issues and overhead and thus 
it will provide fine-grained access control to the system. 
The MA-ABE scheme will run the attribute key generation 
algorithm, and return the public key and private key to the 
user. In order to decrypt PHR information encrypted with 
a set of attributes for each attribute authority, a user must 
have received from each attribute authority policy which 
allows decryption for that set of encrypted data (attributes) 
[15]. The main challenge in MA-ABE is to guarantee that 
two colluding users cannot each obtain keys from a 
different authority, and then pool their keys to decrypt a 
message that they are not entitled to. 
 
4.2 The attribute hierarchy 

We are using Multi- attribute based encryption 
for providing security. 
 

 
 

Figure-2. Architecture diagram for encrypting data in 
cloud server. 
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4.3 System architecture 
 

 
 

Figure-3. System flow diagram. 
 
5. METHODOLOGIES 
 
5.1 Profile development 

The Core Development is responsible for 
Register PHR owners and PHR users and theirs Login 
processes. It is also responsible for Profile maintenance of 
PHR owners and PHR users. 
 

 
 

Figure-4. PHRProfile creation. 

5.2 PHR Manipulation 
In this module the PHR owner should decide how 

to encrypt her files and to allow which set of users to 
obtain access to each file. 
 

 
 

Figure-5. Creating and encrypting PHR data. 
 
5.3 MA Implementation 

In the public domain, we use multi-authority 
ABE (MA-ABE) to improve the security and avoid key 
problem.  

 

 
 

Figure-6. Request keys and get PHR information. 
 
5.4 ED Implementation 

The Emergency Department(ED) responsible for 
provide break-glass key, for access PHER file due to the 
emergency. The emergency key set by the PHR owner 
while encrypting the PHR file. 
 



                               VOL. 10, NO 22, DECEMBER, 2015                                                                                                          ISSN 1819-6608 

ARPN Journal of Engineering and Applied Sciences 
©2006-2015 Asian Research Publishing Network (ARPN). All rights reserved. 

 
www.arpnjournals.com 

 

 
                                                                                                                                                    10370 

 
 

Figure-7. Creating emergency record. 
 

 
 

Figure-8. On-Demand user revocation. 
 
6. CONCLUSIONS 

The Personal Health Record system needs high 
level security against unauthorized users. This paper 
proposed the PHR data with more security function using 
Multi Authority Attribute Based Encryption which plays 
an important role because these are unique and not easily 
hackable. To overcome the issues like key management, 
on Demand user Revocation problem by using Multi 
Authority Attribute Based Encryption and also enhance 
privacy guarantee. A future plan is to design a security 
model using the ABBE encryption scheme for secure 
sharing of PHR data in Cloud Computing. 
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