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ABSTRACT 

During the last few decades, there is the continuous development of networking across the globe which simplified 
their path in data communication, multimedia signal processing and so on. It also ensures there is an effective need of 
copyright protection in multimedia processing. These data are actually very easy to hack: information becomes vulnerable 
to interception, copying, tampering or corruption. Many literatures have reported about Discrete Wavelet Transform 
watermarking techniques for data security. However, DWT based watermarking schemes are found to be less robust 
against image processing attacks and the shift variance of Wavelet Packet Transform causes inaccurate extraction. In this 
paper copyright protection for fingerprint image using contourlet transform and extraction using Independent component 
analysis was proposed. The performance measures like PSNR and Similarity measure are evaluated and compared with 
Discrete Wavelet Transform (DWT) to prove the robustness of the scheme. Simulations are carried out using MATLAB 
Software.  
 
Keywords: watermarking, DWT, contourlet, ICA. 
 
INTRODUCTION  

The recent growth of networked multimedia 
systems has caused problems relative to the protection of 
intellectual property rights. This is particularly true for 
image and video data. The types of protection systems 
involve the use of both encryption and authentication 
techniques. In this paper we describe a form of 
authentication known as a watermark. These digital 
watermarks also offer forgery detection. Several 
watermarking techniques have been proposed. Digital 
media like audio, video, images and other multimedia 
documents can be protected against copyright 
infringements with invisible, integrated patterns based on 
steganography and digital watermarking techniques. 
Digital watermarking is described as a possibility to 
interface and close the gap between copyright and digital 
distribution. It is based on steganographic techniques and 
enables useful rights protection mechanisms. Digital 
watermarks are mostly inserted as a plain bit sample or a 
transformed digital signal into the source data using a key 
based embedding algorithm and a pseudo noise patterns. 
The embedded information is hidden in low value bits or 
least significant bits of picture pixels, frequency or other 
value domains and linked inseparably with the source of 
the data structure. For the optimal application of 
watermarking technology, a tradeoff has to be made 
between competing criteria such as robustness, non 
perceptibility, non- detect-ability and security. 

In other words “Digital watermarking” means 
embedding information into digital material in such a way 
that it is imperceptible to a human observer but easily 
detected by computer algorithm. A digital watermark is a 
transparent, invisible information pattern that it is inserted 
into a suitable component of the data source by using a 
specific computer algorithm. Digital watermarks can be 
classified and measure on the basis of certain 
characteristics and properties that depend on the type of 

applications. These characteristics and properties include 
the difficulties of notice, the survival of common 
distortions and resistance to malicious attacks, the capacity 
of bits information, the co-existence with other 
watermarks, and the complexity of the watermarking 
method. In general they are described as fidelity, 
robustness, fragility, tamper resistance, data payload, 
complexity and other restrictions. 

Digital watermarking emerged as a tool for 
protecting the multimedia data from copyright 
infringement. In digital watermarking an imperceptible 
signal ‘‘mark’’ is embedded into the host image, which 
uniquely identifies the ownership. After embedding the 
watermark, there should be no perceptual degradation. 
These watermarks should not be removable by 
unauthorized person and should be robust against 
intentional and unintentional attacks. Different 
watermarking techniques have already been published in 
the literature. As described previously, Watermarking 
techniques can be broadly classified into two categories: 
such as spatial domain methods and transform domain 
methods. Spatial domain methods are less complex as no 
transform is used, but are not robust against attacks. 
Transform domain watermarking techniques are more 
robust in comparison to spatial domain methods. This is 
due to the fact that when image is inverse wavelet 
transformed watermark is distributed irregularly over the 
image, making the attacker difficult to read or modify. 

Digital watermarks must fulfill the following, 
often contradictory requirements 

(i)Robustness: It may not be possible without 
knowledge of the procedure and the secret key to remove 
the watermark or to make it illegible. It also means the 
resistance ability of the watermark information changes 
and modifications made to the original file. 

(ii)Non perceptible: It is important to recognize 
whether the brought bit sample of the watermark 
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procedures perceptible changes acoustically or optically. A 
perfect non perceptible bit sample is present if data 
material marked with watermark and the original cannot 
be distinguished from each other. This classifier is based 
on the idea and properties of the Human Visual System 
(HVS) and Human Audio System (HAS). 

(iii)Non detectable: The data material with the 
brought watermark information is not detectable, if it is 
consistent with the original data. In this case, an 
embedding algorithm could use for example 
steganographically the noise components of the data 
source of a picture to hide the watermark information. It 
cannot be directly linked to non-perceptions, it describes 
the consistency with the original data. 

(iv) Security: It is assumed that the attackers have 
full knowledge about the applied watermark procedure, 
however no secret key would be known. Therefore, an 
attacker will try to manipulate the data to destroy the 
watermark or again print and scan to win the original 
material without a copyright protection note. The 
complexity is also connected with the security i.e., the 
algorithm for bringing in and reading watermark 
information should work with enough long keys to 
discourage the search for the appropriate secret key. 
(v)Complexity: Complexity describes the expenditure to 
detect and decode the watermark information. It is 
recommended to design the watermarking procedure and 
algorithm as complex as possible so that different 
watermarks can be integrated. Thus “trial and error” 
attacks can be avoided. 

(vi)Capacity: It refers to the amount of 
information that can be stored in a data source. In using 
digital watermarking for simple copy control applications, 
a capacity of one bit seems to be sufficient. On the other 
hand, intellectual property applications require about 60 to 
70 bit information capacity to store data about copyright, 
author, limitations or International Standard Book Number 
(ISBN), International Standard Recording Code (ISRC) or 
OEM numbers. 

Curvelet transform was defined to represent two 
dimensional discontinuities more efficiently, with least 
square error in a fixed term approximation. Curvelet 
transform was proposed in continuous domain and its 
discretisation was a challenge when critical sampling is 
desired. Contourlet transform was then proposed as an 
improvement of curvelet transform. The contourlet is a 
directional multi resolution expansion, which can 
represent images containing contours efficiently. 
Contourlet transform possess all features of wavelets and 
also shows a high degree of directionality and anisotropy. 
One of the unique properties of contourlet transform is that 
we could have any number of directional decomposition’s 
at every level of resolutions. 
     Moreover, the conventional watermark detection 
uses transform techniques to decompose the corrupted 
image, of which the ownership is determined, and from 
which the watermark is recovered. In general, toward the 
aim of watermark recovery, some detection systems 
require previous knowledge of the watermark such as its 

location, the strength, the threshold or the original image. 
Also in some cases, the watermarking system requires 
embedding multi- information such as sources, authors, 
creators, owners, distributors or authorized consumers of a 
document. Therefore, a watermarking algorithm must be 
able to embed watermarks to satisfy those requirements. 
Besides the intelligent detection technique, Fast ICA is 
implemented for extraction without the use of previous 
knowledge of the watermark and even the transformation 
process. Robustness and transparencies of the above 
scheme is demonstrated with simulation results.  
This paper is organized as follows: Section II reviews the 
DWT.  Section III discuss contourlet transform, Section 
IV discusses the watermark embedding algorithm. In 
section V, watermark extraction technique ICA is 
explained. Simulation results are presented in section VI 
and conclusions are drawn in section VII. 
 
DISCRETE WAVELET TRANSFORM 

Although the discretized continuous wavelet 
transform enables the computation of the continuous 
wavelet transform by computers, it is not a true discrete 
transform. As a matter of fact, the wavelet series is simply 
a sampled version of the CWT, and the information it 
provides is highly redundant as far as the reconstruction of 
the signal is concerned. This redundancy, on the other 
hand, requires a significant amount of computation time 
and resources. The discrete wavelet transform (DWT), on 
the other hand, provides sufficient information both for 
analysis and synthesis of the original signal, with a 
significant reduction in the computation time. The main 
idea is the same as it is in the CWT. A time-scale 
representation of a digital signal is obtained using digital 
filtering techniques. The continuous wavelet transform 
was computed by changing the scale of the analysis 
window, shifting the window in time, multiplying by the 
signal, and integrating over all times. In the discrete case, 
filters of different cutoff frequencies are used to analyze 
the signal at different scales. The signal is passed through 
a series of high pass filters to analyze the high frequencies, 
and it is passed through a series of low pass filters to 
analyze the low frequencies. The resolution of the signal, 
which is a measure of the amount of detail information in 
the signal, is changed by the filtering operations and the 
scale is changed by up sampling and down sampling (sub 
sampling) operations. Sub sampling a signal corresponds 
to reducing the sampling rate, or removing some of the 
samples of the signal. Sub sampling by a factor n reduces 
the number of samples in the signal n times. Up sampling 
a signal corresponds to increasing the sampling rate of a 
signal by adding new samples to the signal. Up sampling a 
signal by a factor of n increases the number of samples in 
the signal by a factor of n. Although it is not only the 
possible choice, DWT coefficients are usually sampled 
from the CWT on a dyadic grid, i.e., s0 = 2 and t 0 = 1, 
yielding s=2j and t =k*2j.This sequence will be denoted 
by x[n], where n is an integer. The procedure starts with 
passing this signal (sequence) through a half band digital 
low pass filter with impulse response h[n]. Filtering a 
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signal corresponds to the mathematical operation of 
convolution of the signal with the impulse response of the 
filter. The convolution operation in discrete time is defined 
as follows: 
 







k

knhkxnhnx )(*)()(*)(      (1) 

 

A two dimensional DWT is shown in Figure-1, 
where  mh   and  mg  are the low pass and high pass 

analysis filters, while the corresponding low pass and high 

pass synthesis filters are  mh  and  mg ; jc  and jd are 

the low band and high band output coefficients at level j 
[3].  

DWT analysis is given by 
 
       2,1,  mhnmjcnmjc      (2) 

   

       2,1,  mgnmjcnmjd      (3) 

 
Similarly DWT synthesis is given by 
 

         



 





 





  mgnmjdmhnmjcnmjc 2,2,,1

     (4)                                                                                                 

 
  where denotes convolution,  2 and  2 
denotes down sampling and up sampling by a factor of 
two, jc  denotes approximation coefficient and jd  

denotes detail coefficients. 
 

 
 

Figure-1. A two dimensional decomposition using DWT 
for two levels. 

 
CONTOURLET TRANSFORM 

The contourlet transform offers a flexible multi 
resolution and directional decomposition for images, since 
it allows for a different number of directions at each scale. 
For the contourlet transform to satisfy the anisotropy 
scaling law, as in the curvelet transform, we simply need 
to impose that the number of directions is doubled at every 
other finer scale of the pyramid. An image can be 
effectively represented using the following features: 
1) Multi resolution: The representation should allow 
images to be successively approximated, from coarse to 
fine resolutions. 

2) Localization: The basis elements in the representation 
should be localized in both the spatial and the frequency 
domains. 
3) Critical sampling: For some applications (e.g., 
compression), the representation should form a basis, or a 
frame with small redundancy. 
4) Directionality: The representation should contain basis 
elements oriented at a variety of directions, much more 
than the few directions that are offered by separable 
wavelets. 
5) Anisotropy: To capture smooth contours in images, the 
representation should contain basis elements using a 
variety of elongated shapes with different aspect ratios.  

Among these requirements, the first three are 
successfully provided by separable wavelets, while the last 
two require new constructions. Moreover, a major 
challenge in capturing geometry and directionality in 
images comes from the discrete nature of the data. The 
input is typically sampled images defined on rectangular 
grids. For example, directions other than horizontal and 
vertical look very different on a rectangular grid. Because 
of pixelization, the notions of smooth contours on sampled 
images are not obvious. For these reasons, unlike other 
transforms that were initially developed in the continuous 
domain and then discretized for sampled data. Contourlet 
transform is a multi-resolution and multi directional 
transformation technique which is used in image analysis 
for capturing contours and fine details in images. The 
contourlet transform is composed of basis functions 
oriented at different directions in multiple scales with 
flexible aspect ratios. This frame work should form a basis 
with small redundancy unlike other transform techniques 
in image processing, Contourlet representation contains 
basis elements oriented at variety of directions much more 
than few directions that are offered by other separable 
transform technique. One way to obtain a sparse expansion 
for images with smooth contours is first apply a multistage 
wavelet like transform to capture the edge points, and then 
local directional transform to gather the nearby edge 
points into contour segments. With this insight, we can 
able to construct a double filter bank structure shown in 
Figure-2 where the Laplacian Pyramidal (LP) filter is used 
to capture the point discontinuities, followed by a 
Directional Filter Bank (DFB) to link point discontinuities 
into linear structures. The overall result is an image 
expansion using basic elements like contour segments, and 
thus it is named contourlet transform. The combination of 
this double filter bank is named pyramidal directional 
filter bank (PDFB). Band pass images from the LP are fed 
into a DFB so that directional information can be captured. 
The scheme can be iterated on the coarse image. The 
combined result is a double iterated filter bank structure, 
named contourlet filter bank, which decomposes images 
into directional subbands at multiple scales. 
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Pyramidal Directional Filter Bank 
One way of achieving a multi scale 

decomposition is to use a Laplacian Pyramid (LP), the LP 
decomposition at each step generates a sampled low pass 
version of the original and the difference between the 
original and the prediction, resulting in a bandpass image. 
The process can be iterated on the coarse version, the LP 
has the distinguishing feature that each pyramid level 
generates only one bandpass image (even for 
multidimensional cases) which does not have “scrambled" 
frequencies. This frequency scrambling happens in the 
wavelet filter bank when a high pass channel, after down 
sampling, is folded back into the low frequency band, and 
thus its spectrum is reflected. In the LP, this effect is 
avoided by down sampling the low pass channel only. In 
Contourlet transform image is decomposed by a double 
filter-bank structure, where the first one captures the edge 
points and the second one links these edge points into 
contour segments. The gray areas in the boxes represent 
the support sizes of the filters. 
 

 
 

Figure-2. Contourlet filter bank. 
 
WATERMARK EMBEDDING 

The original image is decomposed using low pass 
filter followed by Directional Filter Banks. The proposed 
watermark embedding scheme is shown in Figure-4. The 
original image is passed through a low pass and high pass 
filter where the low pass output is decomposed using 
DFB. The resultant sub-bands are ordered as per low to 
high frequency components. The watermark is embedded 
in each of these Contourlet sub-bands and corresponding 
PSNR values are calculated. The embedded Contourlet 
coefficients are combined together using Inverse DFB. 
Once again passed through inverse wavelet low pass and 
high pass filters to obtain watermarked image. 

  

jiCF WjiCFjiW ,.),(),(        (5)  

                           
where ),( jiW CF

 is the watermarked Contourlet 

coefficients (1 to 7), ),( jiCF is the Contourlet 

coefficient (1 to 7), jiW , is the watermark and  denote 

the embedding factor. 
 

 

 
 

Figure-3. Proposed watermark embedding scheme. 
 

INDEPENDENT COMPONENT ANALYSIS 
This section briefly reviews ICA algorithm and 

how ICA is applied to watermark extraction. ICA aims at 
extracting unknown hidden components from multivariate 
data using only the assumption that the unknown factors 
are mutually independent. 

Independent component analysis (ICA) is a 
technology separating independent source signals from the 
linearly mixing observed signals based on statistical 
independence. It can be applied in blind source separation, 
feature extraction, image denoising and digital 
watermarking and so on. The fundamental principle is here 
explained: the statistically independent source signals s, s 
= (s1; s2; :::; sn)T , are mixed through the linear system A. 
to get the observed signals x, x = (x1; x2; :::; xn)T. That is, 
x = As in which s and A are unknown. ICA aims to 
estimate the value of s and A by the observed signal x,that 
is,y = Bx, in which BBA-1,as shown in the figure. 
 

 
 

Figure-4. ICA model. 

 
ICA aims at finding a set of linear non-

orthogonal coordinate to obtain a set of statistically 
independent variables by operating the linear non-
orthogonal transformation over the multidimensional 
observed data. 

Basic assumptions are needed to get a defined 
solution for ICA. 

Mutually statistical independence between signal 
components, as the core assumption for ICA, mutually 
statistical independence between signal components is a 
must for the estimating algorithm. On the condition that 
the assumption is satisfied, the ICA model is able to be 
established.A set of random variable statistical 
independence is referred to the united probability density 
function(PDF) that can be decomposed into the 
multiplication of the marginal probability density function 
of each component. That is, 
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P(y1,y2......yn)=p1(y1)p2(y2).....pn(yn)      (6) 
 

Where, yi represents the random variable,p(y1; 
y2; :::yn) the joint probability density function (PDF), 
pi(yi) the marginal probability density function. 
Considering the unknown probability density function of 
random variables, it is difficult to measure the 
independence from the probability density. In this view, 
the random variable moment is adopted. Suppose random 
variable x and y satisfying the following formula when p 
and q are any integrate. 

 

E{xp yq}-E{xp}E{yq}=0       (7) 
 

Signal components are non-gaussian or at most 
one Gaussian component is allowed. In view that the 
linear mixture of random variables are of gaussian 
distribution with zero high-order statistical value, ICA 
fails to achieve the blind separation between multiple 
stable gaussian source signals if there is no prior 
knowledge. 

Mixing matrix as the full column rank invertible 
Matrix the dimensions of mixing data are required to be 
bigger than or equal the number of independent 
components so that all components can be extracted. 
 

 
 

Figure-5. Mixing and demixing model of ICA. 
 

Maximum Likelihood ICA (ICA ML) 
The Maximum Likelihood ICA (ICA ML) method for 

estimating the optimal unmixing matrix W. ICA ML 
estimation is a standard statistical tool for finding 
parameter values (e.g., the unmixing matrix W) that 

provide the best fit of some data (e.g., the signals Ŝ  
extracted by W) to a given a model. The objective of ICA 
ML is to find an unmixing matrix W that yields extracted 
signals are given by 

 

WXS ˆ ,        (8)  
 

where X is the mixing matrix.This model 
incorporates the assumptions that source  signals are non-
Gaussian and independent. ICA ML is outlined as follows: 
 
(i) Center the data to make its mean zero. 
(ii) Choose an initial separating matrix W, initial 

values 

nii ,...,1,   and learning rates 

 and randomly. 

(iii) Compute WXS ˆ  

(iv) If the non linearities are not fixed. Then  

Update  
 

}
2

)tanh(1()tanh({)1( iyiyiyEriri 


    (9) 

(a) If 


i > 0 define ig  as 

  )tanh(2)( yyg  , 
 

Otherwise, 
 

 yyyg  )tanh()(  
 

(v) Update the separating matrix is given by 
(vi)  

BTyygIWW ])([          (10) 

where  
 

T
nyngygyg ))(),...,1(1()(    

 
(vi) If  not converged, go back to step (iii) 
    To perform ICA ML, a linear mixture of image is 
generated to demix the watermark signal from the 
mixtures. The novelty of this ICA detector is that it does 
not require the transform process to separate the 
watermark and omits using original image.  
   In this paper, watermark is embedded in 
Contourlet transform sub-bands and the location of 
embedding is the same in spatial domain. Therefore ICA 
is applied directly on the watermarked image.  

The mixtures can be modeled as  
 

  WaCFaX 121111
  

WaCFaX 222212
  

 WaCFaX 323313
         (11)                     

   where 1X , 2X , 3X  are mixtures, CF  is 

the watermarked contourlet coefficients, a is a mixing 
matrix, W is the watermark matrix and  K is a random key 
in the embedding process. Applying the above mentioned 
ICA algorithms to those mixtures, matrix watermark W is 
extracted. Similarity measure between original and 
extracted watermark is calculated using the formula given 
below: 
 

 
XX

XX
XXSim






.

.
,                    (12) 

                                       
(vii) Where X  - Original watermark,  
 X   - Extracted watermark. 
 
SIMULATION RESULTS   

The proposed watermarking scheme is tested on 
biometric fingerprint image of size 256 x 256. Two level 
DWT is followed by DFB is performed on the original 
image. The frequency sub-bands are selected to embed 
watermark as explained in Section IV. A Hand image of 
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size 64 x 64 is used as watermark and α  is set to 0.3 by 
repeated simulation to ensure the invisibility of the 
watermark. Figure-6 shows the Original image, Figure-7 
and Figure-8 shows the one and two level decompositions.  

Figure-9 shows the Contourlet coefficients using 
DFB and Figure-10 shows the watermark and Figure-11 
shows the watermarked image from seventh subbands. 
Watermark is embedded in all sub-bands of Contourlet 
transform and their corresponding values are tabulated in 
Table-1.  

 The robustness of the above watermarking scheme 
is validated against various attacks like Salt & Pepper 
noise, Median Filtering and Rotation are shown in figures. 
12-14 respectively. Table-2 compares the values of PSNR 
and Similarity measure for wavelet and Contourlet.  

The watermarked image of Contourlet has a PSNR 
value of 48.9378 dB and DWT has a PSNR value of 
42.1786. After implementing various attacks, Contourlet 
possess a high PSNR value when compared to DWT. 
These values are tabulated in Table-2.  

 
Table-1.  PSNR values for various sub-bands. 

 

 
 

 
 

Figure-6.Original image. 
 

 
 

Figure-7. One level decomposition. 

 

 
 

Figure-8. Two level decomposition. 
 

 
 

Figure-9. Contourlet coefficients. 
 

 
 

Figure-10. Watermark. 
 

 
 

Figure-11. Watermarked image from seventh sub-band. 
 

 
 

Figure-12. Salt & pepper noise attack. 
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Figure-13. Rotation. 
 

 
 

Figure-14. Median filtered attack. 
 

 
 

Figure-15.  Extracted watermark. 
 

Table-2. Performance comparison of DWT and 
contourlet. 

 

    

 
CONCLUSIONS 

Contourlet based digital watermarking using ICA 
ML is attempted in this paper work. The above mentioned 
scheme is robust against attacks and also posses 
considerable PSNR and normalized cross correlation 
values. Hence Contourlet proves its imperceptibility and 
robustness and it performs better than wavelet transform. 
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