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ABSTRACT  

In this paper, a consolidated view of genetic algorithm approach from the perspective of steganalysis system on 
text based environment is presented. Thus, this paper is tries to measures the detection performance based on genetic 
algorithm method and statistical method in order to classify the analyzed text as stego text. Three aspects such as time 
taken, average of cost function and average of mean and standard deviation have been used to measure the performance 
methods between statistical and proposed GA based. Experiments have shown that proposed of genetic algorithm method 
gets better performance than statistical method, especially in detecting a short analyzed text. Thus, a finding shows that the 
proposed genetic algorithm method on analyzed text is promising. For further work, it is suggested that the accuracy rates 
of detection process on larger sizes of analyzed text through other intelligent methods should be investigated.  
 
Keywords: detection performance, steganalytic system, genetic-based method, text steganalysis. 
 
INTRODUCTION 
 With the rapid growth of Internet communication, 
information protection needs has become a main issue in 
order to keep information itself electronically secure [1]. 
One of the advance promising researches on information 
protections for the next generation through untrusted 
communication channels is a steganology field. Compared 
to cryptology field, which manipulates the scrambles 
message of secret writing in cover channel completely 
meaningless, steganology field try to keeps the cover 
channel perceptually unchanged after hiding the message 
of the covered writing. Actually, steganology field is a 
complementary area of cryptology through the last two 
decade and has played a role in national or government 
secret communication [2- 4]. In speaking of steganology, 
there are two main branches which are steganography and 
steganalysis. Specifically, steganalysis is concerned with 
discovering and rendering useless information such as 
covert messages in given message [5]. 
 In recent years, there has been an increasing 
interest on steganography and steganalysis environment in 
order to utilize the implementation of intelligent-based 
system. This is due to research potentials area particularly 
in measuring the undetectability of steganography system 
which is methods of message detection which are still 
under investigation, and the general detection of the 
steganalysis has not been devised [6]. Thus, at least three 
questions of steganalysis on steganography systems that 
have been found such as [7]:  
 How to identify the analyzed message having the 

hidden information? 

 How to find the embedded hidden information before 
being inserted into cover channels?  

 How to justify the analyzed message having 
information inside them? 

 In the latest cloud communication, steganalysis 
can be divided into two domain areas, known as digital 
media and natural language as presented in Figure-1. 
 

 
 

Figure-1. A modern classification of steganalysis areas. 
 
 Meanwhile, digital steganalysis are classified into 
three categories such as; 
 audio steganalysis - three types of method involved 

are statistical-based, record-based, phase and echo, 
and distortion-based. 

 video steganalysis - two kinds of method are 
identified as temporal correlation, and intelligent-
based. 
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 image steganalysis - two methods are established as 
generic pixel and least-bit significant pixel types (e.g. 
.BMP. JPEG, and .GIF). 

 On the other hand, methods in natural language 
steganalysis can be divided into five categories such as 
features-based attack [8 - 11], statistical-based attack [12- 
15], rhetorical attack [16-21], syntactical-based attack [22 
- 23], lexical attack [24], and semantic-based attack [25]. 
However, digital steganalysis are well established 
compared to natural language steganalysis which is still 
under exploration. This is because most of these natural 
language steganalysis methods are based on the text 
patterns analysis of natural language form. In addition, 
several steganalysis methods have been found utilized in 
natural language based environment [26 - 29]. Besides 
that, steganalysis methods on text based environment are 
still trying to find a good pattern combination of suspected 
hidden messages in the natural language text itself. 

In the time being, many studies have been proven 
the usage of intelligent-based system such as genetic 
algorithm method on digital steganalysis environment in 
order to find a hidden message. Despite the different GA 
based system on digital steganalysis environment that have 
been proposed, the possibilities of using the GA based 
system in steganalysis for text based environment are 
under potential for exploring-utilized. Thus, this study 
believes that the formalization of GA based model is a 
major challenge due to developing a strong steganalytic 
system that can be applied intelligently on text based 
environment. Hence, a motivation of this study is to utilize 
a GA based model in order to produce a good model on 
text based environment. The rest of the paper is organized 
as follows: Section 2 describes a primary view of text 
based steganalysis. In Section 3, a cost function 
formulation on text is described. Discussion results of 
experimental work are done in Section 4 and finalize the 
work in Section 5. 
 
A TEXT STEGANOGRAPHY SYSTEM 

The basic concept of text steganography system 
is based on the idea of Prisoner’s Problem [30]. It can be 
assumed that a text sender (known as Alice) and a text 
receiver (known as Bob) are imprisoned in different prison 
cell far separately from each other. Their communication 
is allowed through a gatekeeper [31] known as Wendy 
who plays the role of the adversary. If Wendy can identify 
any hidden information of their text communication, she 
will avoid or disturb all of the text communication. 
However, Alice and Bob are well alert of these 
circumstances. Therefore, Alice will try to send a hidden 
information or hidden message M, within a cover channel 
which is cover text C, which involves a key K through an 
embedding process and will produce a stego text S. Since 
S is a stego text, Wendy can’t identify the stego text S and, 
Bob will be able to reconstruct the hidden information M 
and cover text C with a stego key K is presented in Figure-
2.  
 

 
 

Figure-2. A communication process on steganography 
system between Alice and Bob. 

 
Thus, Wendy needs a good formulation model for 

steganalytic system in order to analyze the exchange text 
of the hidden communication. This is because of one of 
the possible models is to utilize an intelligent based system 
such as GA based model on text environment in order to 
detect a hidden information. 
 
A FORMULATION COST OF TEXT 
STEGANALYTIC GENETIC-BASED SYSTEM 

The first step of genetic-based model is to 
establish an input text structure based on a genetic-based 
structure. It can be achieved through the fitness function 
evaluation of each analyzed text. Thus, a design of the 
genotype structure for input text sentences is one of the 
most difficult task and highly dependent on the analyzed 
text. Assuming that, the text genome, Gi from the 
analyzed text T is formulated as; 
 
Gi = text genome = [T1,T2,T3,…, TNVar ]                          (1) 
 

Therefore, each chromosome has a cost value 
which can be found by evaluating the cost function f at 
analyzed text chromosomes (Ti) so that, 
 
cost =  f (analyzed Gi) = f (T1,T2,T3,…, TNVar) 
 
Thus, 
 

Ti = 


N

i 1

 Gn .                                            (2) 

 
Then, it can be described that the analyzed text 

for each criterion Ti = {ti, ti+1, ti+2,…, t+n}. Each input text 
structure known as chromosome has a cost value which 
can be found by evaluating the cost function ƒ at analyzed 
text chromosomes Ti so that,  
 
Cost function = ƒ(chromosome of analyzed text)   
=f(Ti)                                                                                (3) 
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In such situation, the cost function is the different 
values between the desired and occurrences of the 
analyzed text and also defined as an error of detected text. 
Consequently, based on equation (3), it can be claimed 
that: 
 

 f (Ti) = 


words

n

#

1

(desired_textn – occurred_textn). 

= 


words

n

#

1

(dtn – otn )                    (4) 

 
where 
 
#  words number of the words in the text 
dtn word n in the desired text chromosome 
otn word n in the analyzed text chromosome 
 

Hence, a system tries to get reach at the minimum 
error of the detected text in order to get the best fit 
detection result. This value of minimum error detection is 
known as cost function of detected text, costmin. Therefore, 
 

costmin ( f ) = 


words

n

#

1

 min (dtn – otn )                   (5) 

 
A calculation of cost function values [32] is 

depending on maximum allowed evolution time and the 
number of population size. The cost function values are 
responsible for this evaluation that represents the best 
solution being the lowest number, or the lower the number 
the better the solution is.  
 
EXPERIMENTAL RESULT 

A development system uses HiddenStegoText.txt 
[33] dataset as shown in Table-1. Besides, a detection 
process uses an established Oxford dictionary in order to 
verify the words or sentences on analyzed text. 
 

Table-1. HiddenStegoText.txt files obtained. 
 

 
 

 Actually, the system does not know what words 
or sentences included in each line of the sentences of an 
analyzed text before the detecting process is done. Once 
the system receives an analyzed text, it will pass on an 
analyzed text during detecting process. Three major 
aspects have been used during experiments study which 
are; 
 
 time taken - to justify words or sentences on an 

analyzed text, 

 average of costmin function - detected function values 
on analyzed text , 

 average of mean and standard deviation SD (σ) values 
of each analyzed text. 

 Thus, this study has done several experimental 
works on comparing the performance of fitness values 
between statistical method and GA based method. This 
comparison is based on the above aspects and indicates the 
result through Table-2 to Table-4 with Figure-3 to Figure-
6. 

The time taken of total detected words between 
statistical method and GA based method has shown in 
Table-2. It has been identified that 9 words to 11 words 
are found in the analyzed text. It is also detected that a 
statistical method is taking a longer time (6 seconds to 10 
seconds) than GA based method (4 seconds to 7 seconds) 
during the detecting process. Figure 3 shows the 
comparisons of time taken on detecting words count 
between current statistical method and proposed GA based 
method. 
 

Table-2. A time taken of word count and average of 
costmin function values on analyzed text. 
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Figure-3. A distribution of time taken on analyzed text. 
 

Table-2 has also shown the correct words or 
sentences with the average of costmin function levels after 
the detecting process of the hidden messages. From the 
results, both methods are predicting 100% of the hidden 
messages on analyzed text. However, it has been identified 
that a statistical method is taking more longer time 
(between 21 seconds to 32 seconds) compared to GA 
based method (between 16 seconds to 24 seconds) during 
finding the cost function average. Figure-4 shows a 
summary of time taken on finding the cost function 
average between current statistical method and proposed 
GA based method 
 

 
 

Figure-4. A cost function average between statistical and 
GA based methods on analyzed text. 

 
The average of mean and standard deviation of 

the analyzed text has shown in Table-3. From the results, 
both methods produce good values of mean average. 
However, a statistical method performed between 0.73 to 
0.76 is lower than GA based method compared to when it 
is performed between 0.99 to 0.999. It is also found that 
the average standard deviation values between statistical 
method and GA based method are having a wider range 
ratio. In comparison with the average of standard deviation 
of statistical method (between 0.1 to 0.2), a ratio of GA 
based method standard deviation is only between 0.0001 
to 0.002. It shows that the distribution of GA based 
method is more accurate than the statistical method. In 
addition, the mean and standard deviation distribution 
between statistical method and GA based method have 
shown in Figure-5 and Figure-6. 

Table-3. The average of mean and SD on analyzed text. 
 

 
 

 
 

Figure-5. Mean values of analyzed text. 
 

 
 

Figure-6. Standard deviation values of analyzed text. 
 
CONCLUSIONS 

The primary contribution of this paper is to 
present a proposed GA based model works which in return 
would contribute to text environment. The work presented 
is primarily working - to the best of the author’s 
knowledge; this is among the earlier GA based model of 
the text steganalysis domain. It makes use of GA based 
method to justify a better performance compared to 
statistical method based on cost function values in order to 
detect a hidden message on an analyzed text. However, it 
depends on any steganalyst to use and choose the suitable 
model based on their purposes and its environment. For 
further work, the use of other intelligent model such as 
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neural network, fuzzy set selection, ant colony 
optimization, bee colony etc. should explored and 
investigated more. 
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