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ABSTRACT  

Fault Detection and Identification (FDI) is a subfield of control engineering which concerns with self-monitoring 

system, identifying and pinpointing the type and location of failures. This study proposes the application of Kalman Filter 

for fault detection in quad rotor type MAV. It begins with the development of model of quad rotor, based on rigid body 

dynamic. The bank of Kalman filters consists of six filters that are associated with the total number of the degree of 

freedom of the quad rotor. The performance of the fault detection is conducted by simulation using Simulink, Matlab. The 

result shows that the developed bank of Kalman filters has good performance in detecting a sensor failure during a 

hovering condition. 
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1. INTRODUCTION  

Quad rotor Micro Aerial Vehicle (MAV) is one 

of examples of complex systems that are available in 

recent technology. MAV has broad application ranging 

from military and reconnaissance, terrain and utilities 

inspection, disaster monitoring, environmental 

surveillance, search and rescue, law enforcement and 

traffic surveillance, communication relay, media service 

and remote sensing, etc. [1]. 

There are a huge number of sensors and actuators 

inside the quad rotor MAV in order to ensure the given 

tasks done completely. The more complicated the system 

is, the maintenance and the control become sophisticated. 

Once a sensor or actuator prone to failure, it will give 

effect to the whole process of the system. There is a need 

that the system could do self-monitoring, identifying when 

a fault has occurred and pinpointing the type of fault and 

its location. This capability is usually called as a fault 

detection and isolation [2]. 

There are two tasks inside the Fault Detection and 

Identification (FDI) process which are residual generation 

and decision making. Residual generation is the process to 

generate the differences between the ideal model and the 

actual performance of the system. Once the residual is 

known, then another sub-system will decide whether the 

system happens to failures or not. The more advance FDI 

process will also generate the location of the failures.  

Frank et al. [3] and Hammouri et al. [4] use of 

nonlinear observers for fault detection and isolation. 

Hammouri et al. [5,6] discuss the use of high-gain 

observers for fault detection of control affine nonlinear 

systems.  

In a stochastic setting to observer-based fault 

detection, Alessandri et al. [7] used extended Kalman 

filter (EKF) for detection of actuator faults in unmanned 

underwater vehicles. Wei et al. developed a bank of 

Kalman filters to conduct fault diagnosis of aircraft engine 

sensor or actuator.  

From the works, it can be concluded that the 

accuracy of the model has direct impact on diagnostic 

system performance and reliability. In other words, the 

more accurate the model, the more reliable will be the 

model-based fault diagnosis scheme. However, for 

complex and uncertain systems, the derivation of high-

fidelity mathematical models from physical principles can 

become very complicated, time consuming, and even 

sometimes unfeasible. Moreover, even with the possibility 

of deriving a mathematical model using first principles, 

obtaining accurate model parameter values may become a 

very tedious job or even practically impossible due to 

proprietary issues regularly imposed by system integrators. 

Additionally, some systems exhibit uncertain behaviors 

such as higher order dynamics and high-frequency 

oscillations, collectively called unmodeled dynamics, 

which cannot be precisely modeled. 

The second approach is computational 

intelligence based FDI such as neural networks, fuzzy-

logic, neuro-fuzzy systems, and genetic algorithms. This 

technique represents a promising way of circumventing 

the above-mentioned modeling precision problems in 

model-based fault diagnosis. The works on computational 

intelligence based FDI can be found in references [8] – 

[12]. From the literatures, mostly they consider the plant 

as a linear system. Generally, a linearization method is 

applied when they deal with nonlinear system. This 

approach may lead to the unrobustness of the system.  

The Computer Intelligence (CI)-based diagnostic 

methods use either qualitative or quantitative information 

about a system in order to achieve fault diagnosis. Both 

methodologies have been successfully applied to fault 

diagnosis of various engineering systems; however, 

integrating both quantitative and qualitative information 

can greatly enhance the diagnostic system performance 

and robustness.  

In this paper, the diagnosis of sensor faults in a 

quad rotor MAV is investigated and the design of a fault 

detection system is considered, using a model-based 
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approach. The dynamic models developed for the quad 

rotor are illustrated in Section 2. In Section 3, a bank 

Kalman filter that will be used for the residual generation 

is considered, to describe the dynamics of the vehicle with 

the sensor faults. The fault-detection scheme, based on 

a bank of KFs will be also discussed. The results of the 

simulation on the proposed algorithm will be discussed in 

Sections 4. Section 5 will be the conclusion and future 

works.  

 

2. MATHEMATICAL MODEL OF QUAD ROTOR 

MAV  

 

a) Rigid body dynamics 

Modeling the rigid body dynamics aims at 

finding the differential equations that relate system outputs 

(position and orientation) to its inputs (force and torque 

vectors). The equations of motion for a rigid body subject 

to external force �௘�� ∈ ܴ3 and torque vector Г � ∈ ܴ3 is 

given by the following Newton – Euler equations, 

expressed in the body-fixed reference frame �. 
 

       (1) 
 

where � = ሺݑ, ,ݒ ߗ ሻ andݓ = ሺ݌, ,ݍ  ሻ areݎ

respectively, the linear and angular velocities in the body-

fixed reference frame. The translation force �combines 

gravity, main thrust and other body force components.  

 

 
 

Figure-1. Rigid body dynamics and associated frames [1]. 

 

Using Euler angles parameterization and "ZYX" 

convention, the airframe orientation in space is given by a 

rotation matrix ܴ from B to the inertial reference frame I, 

where ܴ ∈ ܵ�͵ is expressed as follows: 

 

    (2) 
 

where ߟ = ሺ�, ,ߠ ߰ሻ denotes the vector of three 

Euler angles and s., c. are abbreviation for sin(.) and 

cos(.). 

By considering this transformation between the 

body-fixed reference frame B and the inertia reference 

frame I as seen in Figure-1, it is possible to separate the 

gravitational force from other forces and write the 

translation dynamics in I as follows: 

 

       (3) 
 

where � = ሺݔ, ,ݕ ݒ ሻ andݖ = ሺ̇ݔ, ,ݕ̇  ሻ are theݖ̇

quad-rotor position and velocity in I. g is the gravitational 

acceleration and �� is the resulting force vector in B 

(excluding the gravity force) acting on the airframe. 

 In this research, we used Euler angle 

parameterization to express rotational dynamics in an 

appropriate form for control design. The kinematic 

relation between is expressed by using Equation.4 written 

below. 
 

        (4) 
 

where the Euler matrix �ሺߟሻ is given by 

 

    (5) 

 

It is important to note that the matrix Φ has a 

singularity at ߠ = ሻߟሺߖ and its inverse matrix ,ʹ/ߨ± =�−ଵሺߟሻ is given by 

 

    (6) 

By differentiating Equation.4 with respect to 

time, and recalling the second equation Equation.1, we 

write 
 

       (7) 
 

The sk operation is defined here from �3 to  �3×3 

such that ݇ݏሺݔሻ is a skew-symmetric matrix associated to 

the vector product ݇ݏሺݔሻݕ ≔ ݔ × ݕfor any vector ݕ ∈ �3. 

By multiplying both sides of the last equation by �ሺߟሻ =  ሻ, we obtainߟሺߖܬ�ሻߟሺߖ
 

      (8) 

with �ሺߟሻ is a well defined positive inertia 

matrix, provided that ߠ ≠ ,ߟሺܥ The Coriolis term .ʹ/ߨ݇  ሻߟ̇

is given by 
 

   (9) 
 

Thus, the quad-rotor nonlinear model, used for 

flight controller design, is 
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     (10) 

 

b) Aerodynamics forces and torques 

Quad-rotor MAV can be characterized by three 

main control torques � = ሺ��, �� , ��ሻ� and one main 

control force �� = ሺͲ,Ͳ, ,ݑሻ�. The four control inputs ሺݑ �� , �� , ��ሻ are obtained by independently controlling 

the rotation speed of each motor. The collective lift ݑ is 

the sum of the thrusts generated by the four propellers. 
 

      (11) 

 

The airframe torques generated by rotors are 

given by [13]. 
 

    (12) 
 ݈ represents the distance from the rotors to the 

center of mass of the helicopter and �ܳ  is the fan torque 

due to air drag. 

 Propellers thrust and torque are generally 

assumed to be proportional to the square of the rotor 

angular velocity ߱. In fact, the relations between the rotor 

speed ݓ�  and the generated lift �݂ and torque �ܳ  are very 

complex.[14] Therefore, the algebraic model for 

generating the force and control torques can be written in 

the following form:  

   (13) 
 

Where ሺߩ, ݇ሻ are positive constants characterizing 

the propellers aerodynamics. The expressions in 

Equation.13 are valid approximations that are used in 

cases of hovering and low-speed displacements. 

The dynamical model, considered for quad-rotor 

control design is given by the following Equation.14: 
 

   (14) 

 

3. SENSOR FAULT MODELLING  

This study is limited to actuator fault detection. In 

order to describe the fault model of the vehicle, a brief 

understanding regarding the controller designed is needed. 

In this case, the controller used is PID controller. As 

mentioned in Section 2, quad rotor system has four inputs 

and six outputs. It has inner loop for controlling the 

attitude and outer loop for controlling the position of the 

quad rotor. The desired attitude is ߟௗ = ሺ�ௗ, ௗߠ , ߰ௗሻ. The 

desired position is �ௗ = ሺݔௗ , ௗݕ ,  ௗሻ. The block diagram ofݖ

the system with the PID controller is shown in Figure-2. 

 

 

 
 

Figure-2. Block diagram of quad rotor with PID controller. [1]. 
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The values of PID gain for attitude and position 

controller are concluded in Table-1. More detail 

explanation regarding the controller design can be found 

in [1].  

 

Table-1. Controller gain. 
 

 
 

Since model used in this study is non-linear 

model, there is a need to do linearization in order to design 

the Kalman Filter (KF) for the sensor fault detection task. 

The linearization process was conducted for hovering 

state, where quad rotor is flying in a static condition. The 

vector of  � = ሺݔ, ,ݕ ሻݖ = ሺͲ,Ͳ,Ͳሻ, ݒ = ሺ̇ݔ, ,ݕ̇ ሻݖ̇ = ሺͲ,Ͳ,Ͳሻ   ߟ = ሺ�, ,ߠ ߰ሻ = ሺͲ,Ͳ,Ͳሻ and ̇ߟ = (�̇, ,ߠ̇ ߰̇) = ሺͲ,Ͳ,Ͳሻ.  

 Generally, a linear system can be represented 

with the matrix written below.  
 

     (15) 
 

To obtain linear state space representation, non-linear 

system in Equation.14 is derived as follows: 

 

   (16) 

 

  (17) 
 

Thus, linear system state space that can be 

applied to design the Kalman Filter is obtained as shown 

in Equation. 18 and Equation.19. 

 

  (18) 

 

    (19) 
 

The fault detection problem is formulated as a 

min-max problem by generalizing the least-square 

derivation of the Kalman filter. 

 

a) Fault detection using Kalman filter 

 The Kalman filter is designed for the normal 

fault-free operation. The model of the system for a fault-

free is the one after linearized as mention in previous 

section. The equation can be rewrite as follow.  
 

  (20) 
 

where y(k) is the output, in this case quad rotor 

position,  � = ሺݔ, ,ݕ ߟ ሻ and quad rotor attitudeݖ =ሺ�, ,ߠ ߰ሻ.ܣ଴ is the one in Equation. 18. ܤ଴ is the one in 

Eq.19. ܥ଴ is matrix that is correlated with the output of the 

system that can be measured by the sensor. In this case, we 

define that the output comes from the attitude sensor, roll 

(�ሻ, pitch (ߠሻ and yaw (߰ ). It can be written as 

Equation.21. 

 

w(k) and v(k) are zero mean white plant and measurement 

noise signals, respectively, with covariances: 
  

 (21) 
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w(k) and v(k) are zero mean white plant and measurement 

noise signals, respectively, with covariances: 

 

      (22) 

 

The plant noise, w(k), is a mathematical artifice 

introduced to account for the uncertainty in the a-priori 

knowledge of the plant model. The larger the covariance Q 

is, the less accurate the model ሺܣ଴, ଴ܤ ,  ଴ሻ is and viceܥ

versa. 

The Kalman filter is given by: 
 

  (23) 

 

where d is the delay and ݁� is the residual. 

 

The system model has a pure time delay which is 

incorporated in the Kalman filter formulation. The Kalman 

filter estimates the states by fusing the information 

provided by the measurement y(k) and the a-priori 

information contained in the model, ሺܣ଴, ,଴ܤ  ଴ሻ. Thisܥ

fusion is based on the a priori information of the plant and 

the measurement noise covariances, Q, and R, 

respectively. When Q is small, implying that the model is 

accurate, the state estimate is obtained by weighting the 

plant model more than the measurement one. The Kalman 

gain, ܭ଴, will then be small. On the other hand, when R is 

small implying that the measurement model is accurate, 

the state estimate is then obtained by weighting the  

measurement model more than the plant one. The Kalman 

gain, ܭ଴, will be large in this case. 

The larger K0 is, the faster the response of the 

filter will be and the larger the variance of the estimation 

error becomes. Thus, there is a trade-off between a fast 

filter response and a small covariance of the residual. The 

selection of Kalman filter gain ܭ଴ is conducted 

empirically.  

 The overall structure of the fault detection using a 

bank of Kalman filters is shown in Figure 3. The 

information regarding 1
st
 sensor until 6

th
 sensor are roll, 

pitch, yaw, x y and z position, respectively.   

 

 

 
 

Figure-3. Bank of Kalman filter for fault detection. 

 

4. RESULT AND DISCUSSION  

The simulation is conducted under the hovering 
condition. In hovering condition, the values of all rotor 
speeds are the same. The desired attitude is ߟௗ =ሺ�ௗ , ௗߠ , ߰ௗሻ = ሺͲ,Ͳ,Ͳሻ and the desired position is �ௗ = ሺݔௗ , ௗݕ , ௗሻݖ = ሺͲ,Ͳ,ͳሻ. This means that the quad 
rotor is hovering at 1 meter of altitude.  

 The performance of the bank of Kalman Filter is 

evaluated in the term of the residual generated. In case of 

healthy condition, the residual generated will be below of 

a certain threshold. Once, there is a problem on the sensor 

measurement, e.g. IMU has problem for detecting the roll, 

the value of Kalman filter for detecting roll sensor failure 

will be above the given threshold.  

http://www.arpnjournals.com/
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 Figure-4 shows the performance of the proposed 

method. The performance during the normal condition is 

shown with the solid line. The performance during the 

sensor failure is shown in dashed line. Here we can see 

that the proposed Kalman filter is able to detect the sensor 

failure. 

 

 
 

Figure-4. X position measurement. 

   

Figure-5 shows the residual generated. During the 

normal condition the residual is close to zero. However, 

when a failure happened, the residual value is suddenly 

increasing. This feature will be used for the fault 

identification task. 

 

 
 

Figure 5. Residual generated with failure on sensor X 

position. 

 

5. CONCLUSION AND FUTURE WORKS  

This study discusses about the application of 

bank of Kalman filter for the fault detection task in quad 

rotor MAV. The work is started with the design of 

mathematical model of the quad rotor based on rigid body 

dynamics. A linearization process is conducted on the 

hovering condition. Under the hovering condition, seven 

Kalman filters stored in bank of Kalman filters are 

derived. By using this bank of Kalman filters, a fault 

detection process is conducted. The result shows that the 

proposed method can detect a failure when IMU sensor 

failed to measure the roll value.  

As the future works, this system will be 

combined with a Neural Network, in order to build a 

complete fault detection and isolation system.  
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