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ABSTRACT 

There is a rapid increase in demand for applications that use wireless networks to generate packets with delay 
constraints. In addition, the node behavior monitoring mechanism needs to consider the reliable and unreliable nature of 
nodes, differing from one link to another. Furthermore, for increasing the security of transmission among the links we 
encrypt the packets before they are transmitted through the selected path. Based on this prototype the link quality of every 
node is analysed and identification of reliable and unreliable link nodes is done. 
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1.  INTRODUCTION 

One of the challenges while transmitting in 
wireless network is the unreliability of the wireless links 
as well as their link quality which differs from one node to 
another. The preferred solution to overcome the challenges 
of transmission in wireless networks is automatic repeat 
request in which the nodes give the feedback information 
to the source either by acknowledgement or negative 
acknowledgement after each packet is transmitted. As a 
result the overhead and the size of the network increases 
due to gathering of feedback information which causes 
delay and makes the network non-scalable.  

By employing network coding [1] the capacity of 
broadcasting can be increased over unreliable links in 
wireless networks. However, frequent feedback 
information [2] [3] received by source is practical only for 
small- sized network.  

Analysation of the link quality of node, and 
categories it into reliable link node and unreliable link 
node. The server will maintain all the information about 
the nodes in its database for effective data transfer. The 
destination will report the server about the data arrived. 
Server will mark a value for all the nodes based on its data 
transmission. If Packets are not transmitted to the 
destination, then the server will identify the node as faulty 
node. The server will verify the fault has happened 
because of its incapability or intentionally. It will verify 
the capacity of the faulty node. If the fault is due to the 
incapability, the server will ignore, if it is an intentional 
activity then server will remove the node from the 
network. 

Based on research, proposition of an improved 
algorithm which is path planning algorithm which selects 
the optimal path based on the hop count is done. It is also 
proved that the path planning algorithm provides an 
enhanced output. A path planning algorithm is an 
algorithm which finds a valid route between destination 
and the source node. Path planners are used for path 
discovery by considering the constraints of minimum hop 
count and transmission of packets only through reliable 
nodes in the wireless network. 

The path planners can be classified mainly into 
two types that are pre-generative and reactive. If the path 
is planned by the server before the source starts sending 
packets to the destination then the algorithm is pre-
generative path planning algorithm. On the other hand, if 
the path is planned according to the changing constraints 
like location and quality of nodes, hop counts then the 
algorithm is called reactive path planning algorithm. 

An AES is used for packet encryption. Source 
node encrypts the data packets based on destination node’s 
public key. Source node then sends data packets to the 
destination node after path selection is done. On accepting 
the data packets, the destination node decrypts encrypted 
data packets based on its private key.  

AODV protocol used for routing is used to avoid 
the drawbacks of DSDV routing. One of the major 
drawbacks of DSDV is that it broadcasts each and every 
change in the network to all the nodes participating in 
wireless network. Other drawbacks like local movement of 
nodes which results in link breakage or further linking has 
global effects on the whole network. 

AODV discovers routes as and when necessary. It 
does not upholds routes from each node to all other nodes. 
All nodes in the network preserves its rising sequence 
number which goes up every time whenever a deviation 
occurs in topology of the neighboring nodes in the 
wireless network. Routes are kept till there is a necessity. 

Wireless nodes may have two types of fault that 
leads to gradual decrease in performance. One type is 
incapability of nodes, which results in packet loss. The 
other type of fault is due to intentional activity of nodes in 
which the node does not transmit the packets further 
intentionally and not due to its incapacity. So, removal of 
such types of nodes from the network is necessary to avoid 
packet loss and maintain the reliability of the wireless 
network. 
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Figure-1.  Basic architecture diagram. 
 
2.  RELATED WORK 

A huge amount of work has been done in the 
field of finding the faulty nodes in wireless network. Shuo 
Guo [4] has studied the problem of detection of faulty 
nodes without any prior knowledge about the underlying 
wireless network.  

Raghunathan [5] has suggested a policy for 
scheduling multi-broadcasting data flows. But his work 
only minimizes the whole packet lost and has a drawback 
in taking care of various node requirements of varying 
throughput. From earlier studies it has shown that network 
reliability can be improved by encoding the network 
which diminishes the number of packets retransmitted in 
loosely connected system [6]. 

A packet delivery deadline is associated with 
each packet. The ability of the system to broadcast 
confines to deadline which is studied for un-coded and 
encoded wireless systems [7].  
 
3.  SYSTEM MODEL  

A system model in which N mobile nodes are 
deployed is constructed. Nodes are given an initial 
position with node id, label, public key and private key for 
each node. It is assumed that the server contains the 
capacity information and id of each and every node. 

The system model consists of following phases: 
 
1. Node construction 
2. Route request broadcasting 
3. Route response based on hop count 
4. Best route selection based of path planning algorithm 
5. Data transmission 
 

 
 

Figure-2.  Detailed architecture diagram. 
 
Phase 1: node construction 

Construction of a network which is composed of 
‘n’ nodes is done. Each node can demand data from 
different nodes present in the network. Since the nodes 
have the mobility property, the assume can be made that 
the nodes are moving across the network. Server is used to 
store all the information of nodes like Node Id, label, 
public key and other private key. While construction of 
nodes the initial position of the nodes and the size of each 
node is specified. Also the server will monitor all nodes 
behavior for security purpose. 
 
Phase 2: route request broadcasting 

Source node sends initial request to all 
intermediate nodes for identifying minimum hop count 
and capacity of intermediate nodes based on node 
connectivity. It can use the routing table in the RREQ 
packet to estimate how many of its neighbours have not 
been covered by the RREQ packet from previous 
intermediate node.  

AODV routing algorithm is used for multi 
broadcasting data packets to the destined node. It is a 
reactive routing protocol which is purely based on demand 
acquisition system. As the route is created when needed so 
the algorithm is called on demand algorithm. 

The broadcast route discovery mechanism used is 
RREQ which is used to find a route through broadcasting.  
RREQ data packets is sent to each node in the form of 
< source_addr, source_sequence #, broadcast_id, 
Destination_addr, destination_sequence#, hop_count > 
Sourceaddr is the location of the sender node from where 
the transmission is started. 
Sourcesequence# is the timestamp for source node. 

Broadcasted is the unique id for each node for 
each transmission which increments whenever the node 
issues a new RREQ. 
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Destination address is the location of the receiver node 
from where the reply packets will be send back to the 
source node. 
Destination sequence # is the timestamp for destination 
node. 
hop count is the number of jumps from the sender node to 
that particular intermediate node. 

Intermediate node discards the packets if the 
packet is the duplicate one. 
 

It decrypts the data based on its 
private key based on  A...

Route selection based on 
RREQ-RRES broadcasting

Each neighbor in selected route 
decrypt the data and forward ...

Encrypt the data using AES 
Encryption

Route selection based on 
RREQ-RRES broadcasing

Encrypted data forwarded to 
selected route

Destination Node
Neighbor Nodes

Source Node

server identify the fault node / link 
failue and best route selection

Server

 
 

Figure-3.  Use case diagram. 
 
Phase 3: route response based on hop count 

The destination node accepts the route request 
and verifies it. Based on the hop count, the receiver node 
selects two best paths. Then the receiver node puts 
together all the route reply packets and sends it back to the 
sender node.  All the nodes in between verifies the route 
reply packet and modifies the routing table. When the 
sender node gets the route reply packet, it validates the 
data packet, and modifies the routing tables based on 
AODV algorithm.  

The broadcast route discovery mechanism used is 
RREP (Route Reply Packet) which is used to set up 
forward path. 
Route Reply data packets is sent back to each node from 
the destination in the form of 
< source_addr, destination_addr, destination_sequence#, 
hop_count, lifetime> 
sourceaddr is the location of the sender node from where 
the transmission is started. 
Destination address is the location of the receiver node 
from where the reply packets will be send back to the 
sender node. 

Destination sequence # is the log for receiver node. It 
prevents the routing of the loop and avoids old and broken 
routes. 
Hop count is the number of jumps from the sender node to 
that particular intermediate node. 
lifetime refers to the time after which the packet gets 
expired. 

The routing table entry consists of five 
parameters namely Destination, Next hop, Sequence, Hop 
count, Lifetime. 
 
Phase 4: best route selection based on path planning 
algorithm 

The source node sends request to server for 
identifying the minimum hop count and the link capacity 
of intermediate nodes. It can use the forward candidate set 
in the RREQ packet to estimate how many of its 
neighbours have link capacity based on that it selects best 
one path for avoiding faulty node in network and responds 
it to the authorized source using the path planning 
algorithm. 
 
Phase 5: data transmission 

The source node encrypts the data based on 
destination node’s public key. Source node sends data to 
destination after path selection. After receiving the packet, 
the destination node decrypts the encrypted data based on 
its private key. Since the path’s capacity will vary 
dynamically, so that the routes will be changed 
dynamically as the data gets transferred through the 
network. So it increases the ratio of packet delivery and 
minimizes the average delay. 
 
4.  RESULT 

Performance of node behaviour monitoring based 
on path planning algorithm is analysed and the comparison 
is made between the existing system which used greedy 
algorithm and the proposed system which uses path 
planning algorithm. The comparison is made by plotting 
the graphs. 
 

 
 

Figure-4. Security vs Number of nodes. 
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Figure-5.  Throughput vs number of nodes. 
 

 
 

Figure-6. Network performance vs Number of nodes. 
 

 
 

Figure-7.  Packet delivery ration vs number of nodes. 
 

 
 

Figure-8.  Latency vs number of nodes. 
 
5.  CONCLUSIONS 

The performance analysis from the throughput 
and network performance vs number of nodes graph in the 
network shows that there is an increase in throughput and 
network performance of the system using path planning 
algorithm. The security of data transmission is increased 
as there is an increase in number of nodes. The packet 
delivery ratio is also increased. The latency of the system 
is reduced using path planning algorithm.   
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