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ABSTRACT 

In this paper, we address the problem of searching data in a group of encrypted data which is hosted by cloud. 
Cloud computing allows us to make data available online through the internet. Cloud computing is a concept where servers 
are connected to the internet and allowed for access to the public or private person using interconnected network. This, 
although a very good feature, does not provide privacy. There are risks of data being stolen or edited without the 
authorization of the owner. This in turn leads to security risks. If the data is encrypted using an encryption algorithm, it is 
hard to search the content for a specific data. The search capacity has to be compromised for the sake of security. This 
problem of searching encrypted data has been overcome by the usage of FMS. There are three references that we can take 
from already existing technological contributions. First, the usage of preference factor in cloud computing to give a neat UI 
experience for the customer or user who tries to search for a data in our search work. Second, the usage of logical 
operations inside the encrypted data in order improves speed and reduces size. Finally the concept of trapdoor has been 
taken from previous original contributions, which serves as the search methodology in a real-world dataset for ensuring 
privacy in search. This method is used to improve the overall accuracy and efficiency of the search and functional ability of 
the code. 
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INTRODUCTION 

Cloud computing is a scalable and highly 
functioning framework. This framework consists of 
servers and access to the internet. These servers are 
connected through the internet and allowed for public data 
access. This allows the public to store and retrieve data 
from another system that is connected to the internet. 
There are various constraints that help and allow the user 
to navigate between the various entities that align 
themselves with the encrypted data. The searched items 
are suggestive: which means that, they are predatory in 
nature, taking what’s needed and giving the desired 
output. If a user is to type out a particular search option - 
then it would be treated as only what is requested in the 
search would be represented on the screen, nothing more, 
and nothing less. This leads to a, To Whom It May 
Concern point of view, which enhances and provides 
added security. The pathways created have been 
considered from our original papers or contributions that 
have been taken. The most important factor of cloud 
computing is that it does not require any kind of 
permissions from a single user. 

Cloud computing is the future of computing. In 
the near future, every single process, platform and storage 
can be provided as a service. This brings cloud computing 
as the centre of the universe of computing. The servers 
become the backbone of computing and internet naturally 
becomes the blood of the body of computing. If cloud 
computing can bring all the services and platforms to the 
framework, then there will be no requirement for having 
local storage or local processing power. Cloud computing 
in importance of business, it enables the environment of 
network by giving shared resource.it involves service to 
network. Software as a service (SaaS) implies in providing 

application for a business. The other kind here called as 
platform as a service (PaaS) which obtain custom 
application which can create business on their individuals 
own kind 

The only drawback of cloud computing lies in the 
connectivity or the bandwidth speed of the internet. This 
limitation can bottleneck the power of cloud computing 
and its uses. For any simple storage or platform service the 
bandwidth requirement is very high, therefore, maybe in 
the near future there are possibilities that the bandwidth 
can match the requirements for cloud services. 
 

OWNER-Data upload: Anyone can upload data 
to the cloud and allow public access for the data he has 
uploaded. The public access refers to any user who 
requires data and searches using keyword. The data that is 
uploaded to the cloud requires privacy. This privacy can 
be achieved by encrypting the data using encryption 
methods. Keywords can be generated to improve the 
efficiency of search speed. The link between the keywords 
generated for the index and the corresponding encryption 
key for the data is created. Finally the search user can 
search using keywords. As a result the search user gets the 
decryption key for the data that he has requested. 
 

SERVER-Cloud: The cloud is any server or 
system containing data that is connected to the internet and 
available for user access through the web. The cloud 
computing not only allows for data access but also service 
access and platform access. The cloud server acts as a 
bridge between the data downloader and data uploader. 
The data and its corresponding index is always stored in 
cloud. When someone with authorization from the 
administrator searches the cloud using trapdoor. The cloud 
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in turn returns the result after apply a set of search 
operations. 

USER-Search: There are three steps involved 
when a user requests for a search.  
 The user gets two keys, data encryption key and data 

search key or the trapdoor key. 

 After getting the both keys, the user is allowed to 
generate the portal which can allow access to the data 

 The user can now get the documents and decrypt 
using the key provided. 

 
 
Privacy and security requirements 

The privacy model of this setup is said to be 
honest but curious, which means the privacy model always 
sticks to the protocol it is designated and the specification 
of the system is also checked every time it is implemented. 
Although the setup always follows the rules, it has a 
curiosity to change and analyze the data inside the index 
that is created to return keywords in order to learning new 
information. There are two methods which we are basing 
our privacy model on.  
 Existing encryption model: Analyzing is only done in 

encrypted document and encrypted index that is 
uploaded by the uploading user. 

 Existing Acknowledgement model: The cloud can 
have much higher power considering the encryption 
of the data, which uses an acknowledgement   
relationship of the dataset. 

The mutual understanding between the user and 
administrators is the key to working of the search 
encryption. The administrator can provide user access or 
remove them. The data owner’s trust of the administrator 
also matters in this case. The person who uploads must be 
in confidence with the administrator. The whole concept is 
based on the trust between the user, administrator and the 
data owner. 

The problem of the user needing to request 
permission every time from the administrator is a very 
frustrating process for continuous or simultaneous data 
users. This can be prevented by providing the user with 
central access using a login into the webpage. 

The Security requirements can be derived from 
our privacy model in terms as the following content. 
 The data that has been uploaded by the user has to be 

safely stored in the cloud using a highly secure 
encryption algorithm such as AES, DES etc. 

 Due to the encryption of data, the data might not be 
available for search. 

 The cloud not must be able to link any details that can 
be linked between the keyword index and the 
trapdoor. If the cloud is able to link these details then 
there might be security risks or privacy leaks. 

 The regression and classification of the keywords 
allows for separating the gap between the index and 
data available in the cloud. 

 The files stored in the cloud is searched or requested 
by many users over a long period of time. This might 
allow users to get an idea of what the actual data 
present in each position of the index. 

 Therefore, to prevent assumption or security risks, the 
trapdoors have to be highly encrypted and often 
refreshed in order to prevent any data leak 

 As in aspects to sub-sets of data, leakages does not 
happen in data sub-sets even if the user has complete 
access to the database.   

Algorithm and concept 
 
a) The k nearest neighbor algorithm is the simplest and 

one of the first finds the Euclidean distance between 
two elements inside a set consisting of classified data. 
There are three variables, first, a vector that is used to 
split the text, second and third are keys that are used 
to encrypt the data stored as the first element. 

b) The below given formula is used to calculate the 
relevance between the search keyword and the 
possibility of the value present in the cloud. 

c) Frequency is the number of times the keyword can be 
found inside the dataset. 

d) Prevalence is the factor that it may either be present or 
not present inside the document. 

Performance 
The performance for every single aspect of this 

setup can be compared and revision made. The encryption 
used in this setup is AES. AES is used because it is the 
highest level of security available. Most encryptions used 
in cloud computing has been DES. But DES does not 
provide enough privacy. DES is broken or can be cracked 
over a long hacking exposure. The AES has not yet been 
cracked, but will be cracked over the period using the 
supercomputers that are available right now. The future of 
encryption lies in homomorphism. On a different point of 
view, the time taken to build the encryption algorithm is 
the amount of security for its cryptographic nature. 

The network that binds platforms like computers, 
mobiles and other hardware devices is software defined 
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networks. These types of network are known for its most 
defining features like   unpredictability and self-healing 
effect on its architecture. The SDN is cost-effective, has a 
scalable bandwidth and has high performance range. This 
is the future of any business or art field. 

The k-NN computation is a simple machine 
learning algorithm that is a type of lazy or instance 
learning. It has two purposes, which are classification and 
regression. Classification is the process of finding 
similarities and dissimilarities and arranging the elements 
in proper order. Regression is the process of repeating 
until finding the optimal solution. The accuracy of the k-
NN computation can be found using matching matrix or a 
much effective result can be found with ration test. 

Regression testing allows us to find the optimal 
solution for secure data encryption which comes as a final 
solution to AES. The k-NN computation allows for finding 
the next element in a database. 

The file storage in the database can be upgraded 
by changing the data type to long blob function and 
updating or saving the database. 

The SQL server management is the most widely 
used type of database tool that is highly scalable, efficient 
and robust. This tool is used to create a database and 
connect it to a live working code in order to store data. 
Cloud computing is entirely based on databases. These 
databases can be created and manages using SQL server 
manager. The most important aspect in this paper for 
databases is for the databases to be encrypted and secure. 
If someone can get access to any of the database files then 
there is a high risk of the entire system getting hacked. 
Therefore for this purpose we are using k-NN 
computation, which protects the databases like a pseudo-
code. 

The most important aspect of databases with 
security is using data sub-sets. These subsets do not link 
directly with any elements inside the code. Instead it 
becomes a sub-code that can be connected with the 
original elements of the database. For example, there are 
twenty elements that belong to the same category, then the 
database uses k-NN computation to automatically create a 
sub-set that contains all elements under a different name, 
in order to improve security and privacy.   
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