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ABSTRACT 

In this growing information age there is an increase in the cryptographic technology but this also has lead to 
numerous legal issues as well. A cryptographic device or mechanical encryption/decryption embedded devices can be 
easily attacked by hackers. Threshold implementation on data is one of the ways to make it secure against the first order 
power analysis attacks. This can be performed on both hardware and software also this is different from masking as TI 
provides protection from the glitches in the circuit. The existing system consists of two methods viz. raw implementation 
and adjusted implementation and the proposed one is nimble implementation which shows the trade-offs between the 
circuit area and the randomness. In this paper we compare the existing and the proposed algorithm to conclude a better 
method. 
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1. INTRODUCTION 

AES or advanced encryption standards is capable 
of encrypting and decrypting of electronic data or 
information .There are many applications of AES like in 
ATM machines, wireless communication, mobile phones, 
image processing, network security and many more. It’s 
chosen by the NSIT (national institute of standard and 
technology) in 2001 and has its origin in the Rijndael 
block cipher. It’s a block cipher that coverts clear text 
block data of 128bits, 192bits or 256 bits into cipher 
text(the original data or text to be encrypted using key) 
blocks of same length. The key required is again of the 
same respective lengths of 128, 192, 256 bits. The AES 
encryption standard is completely based on pure 
combinational circuitry. In this paper we investigate both 
existing as well as the new architecture that leads towards 
the most optimum composite field AES S-box 
constructions. The encryption algorithm in this is a set of 
iterations known as round transformations. AES-Rijndael 
has become the most preferred choice over all the 
cryptosystems (DES, RSA etc...) because it provides high 
security over them which are the most important factor 
when it comes to applications like e-commerce, military 
field and many more. This is achieved by using both 
FPGA and ASIC technology. For a key length of 128 bits 
there are 10 rounds. According to studies the non linear 
sub byte transformations is the best way for achieving both 
small area and high speed VLSI implementations. 
 
1.1 Existing systems 

The existing systems perform the 8 bits Galois 
field inversion of the s-box using sub fields of 4 bits and 2 
bits. This approach minimizes the chip area required and 
the circuitry required for s-box. The best case of this 
reduces the number gates required in s box by 20%. 

There are two algorithms in the existing system. 
These are raw implementation and adjusted 
implementation. Let’s have a look at the raw 
implementation. 

In raw implementation, we have four shares of 
input and the number of keys used is only 2 that is for 
every two input shares there is one key which is XORed 
before the s-box operation. There are two methods of 
doing this , the first one required 4 input shares which is 
the minimum number of shares required for a uniform 
implementation class C4 282, and decomposing the 
function into three uniform sub functions as 
Inv(x)=F(G(H(x))).the second method is done by using 
five shares without any decomposition. The area required 
for both the cases is same the difference lies in the number 
of clock cycles. The version with five shares is more 
preferred since it reduces the number of logic gates used 
when compared to the other method. 

The difference between the raw and the adjusted 
implementation is that the adjusted one requires at least 
three shares for all the blocks including the linear 
operations in the s-box. This s box requires 44 bits of 
randomness per iteration. Each of the existing three shares 
is XORed with a random byte and the sum of these 
random bytes is taken as the fourth share. This also 
ensures uniformity of the S-box input. Together with the 
state, the number of shares for Mix Columns and Key 
XOR increases to three.  

This version works on three shares for both the 
state and the key schedule which increases the area 
significantly. The S-box still requires four input shares and 
outputs three shares, hence the register P0 is reduced to 8-
bits (one share) and the register P3 is not required. Similar 
to the raw implementation, we use 24-bits of randomness 
to increase the number of shares from three to four one 
cycle before the S-box, i.e. each of the existing three 
shares is XORed with a random byte and the sum of these 
random bytes is taken as the fourth share. This also 
ensures uniformity of the S-box input. Together with the 
state, the number of shares for Mix Columns and Key 
XOR increases to three. 

In adjusted we need 44 fresh random bits per S-
box operation including increasing the number of shares of 
the S-box input. We use 24-bits of randomness to increase 
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the number of shares from three to four one cycle before 
the S-box, however raw requires only 32-bits of extra 
randomness per S-box calculation, including increasing 
the number of shares for the S-box input.  

1.3 Raw implementation 
 

 

 
 
1.2 Adjusted implementation 
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1.4 Proposed system 
 
1.4.1 Our proposed algorithm is nimble 
implementation 

Similar to the raw implementation, this one also 
uses two shares for the state and key arrays. The main 
difference is that the S-box needs three input shares 
instead of four. Hence the size of the register P0 is reduced 
to 8-bits (one share). As a result, we need only 16- bits of 
randomness to increase the number of shares from two to 
three before the S-box operation, i.e. each share is XORed 
with one byte of randomness and the XOR of the random 
bytes is  

This construction requires only 32-bits of extra 
randomness per S-box calculation, including increasing 
the number of shares for the S-box input. We use fresh 

randomness at the end of the 1st phase to satisfy 
uniformity during the combination of the square scalar’s 
and the multiplier’s outputs, and after the inverter to break 
the dependency between the inputs of the multipliers in the 
3rd phase. Since these re-masking steps conserve the 
uniformity property and the security of each block is 
achieved only by the correctness and non-completeness 
properties, we can discard the uniformity property and 
implement these nonlinear functions with the smallest 
number of shares n s. t. n > d, i.e. n = d + 1, where d is the 
degree of the unshared functions. We use the sharing with 
three input and output shares for each term of the 
multiplier and the sharing with four input and output 
shares for each term of the inverter.  
 
2.2 Nimble implementation 

 

 
 
1.5 Drawbacks of existing systems 

One of the disadvantages of existing system is 
that it comes with longer critical path. The area of 
occupancy is high. The speed is also less with more delay. 
 
1.6 Proposed system advantages 

Its area efficient with high throughput. It’s more 
secure compared to existing systems. This provides digital 
information security that is protecting information, 
information systems from unauthorized access, use, 
disclosure, disruption, modification, inspection, perusal, 
recording or destruction. 
 
2. SYNTHESIS REPORT 
 
2.1 Raw implementation 
 

 
 
2.3 Adjusted implementation 
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2.4 Nimble implementation 
 

 
 
3. CONCLUSIONS 

We show that it is possible to achieve first-order 
DPA resistance with non-uniform shared functions if re-
masking is applied properly. In the case of AES, our - non-
uniform‖ nimble implementation requires less randomness 
than our - uniform‖ raw implementation, due to the 
decreased number of shares. However, for other 
algorithms and other S-boxes, re-masking may increase 
the amount of randomness required. This idea can be used 
to trade-off between the randomness and area 
requirements. Moreover, we empirically confirm that 
increasing the number of shares has a significant impact 
on the performance of higher-order attacks, which 
provides another trade-off between area and DPA 
resistance. Our most efficient implementation is 
approximately 8k GE small and requires only 32 bits of 
fresh randomness per S-box calculation, which is a 
significant improvement over all previous works. 
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