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ABSTRACT

Field Programmable Gate Arrays (FPGAs) are unlimited by applications, but fortunately limited with area.
FPGAs can be integrated to various fields like system-on-chip, communication, cryptography, signal and image processing
etc. The main purpose of this research paper is to implement multiple cryptography techniques using Partial
Reconfiguration (PR) on FPGA. Partial Reconfiguration is a process of changing an area in FPGA without altering the
other applications. The data will be encrypted and decrypted in wireless between transceiver through ZigBee
communication. To convey the information safely several cryptography methods are used. DNA grouping mechanism is a
piece of both encryption and information concealing utilizing a few properties of Deoxyribonucleic Acid (DNA)
groupings. It is highlighted that DNA groupings have many more intriguing properties which are used for concealing of
information. Three DNA strategies used for data encryption and decryption are: Insertion, Complimentary Pair and the
Substitution Strategy. A new DNA-MRNA-Protein method was proposed based on DNA strategies. In each strategy, a
specific reference DNA sequence is chosen and the message M is encrypted and a fake DNA sequence S' is generated. S'
is sent to the receiver and the beneficiary can recognize and decrypt the message M covered up in sequence S'. A, C, G,
and T are the four nucleotides which are considered in DNA sequence to encrypt and decrypt the information. Resource
Utilization of the proposed method, consumes few resources compared with several cryptography techniques. Security
level is enhanced in the proposed algorithm, which was designed using Verilog HDL, Synthesized & Simulated in Xilinx-
ISE Simulator and results are tested on Spartan & Virtex FPGA architectures.

Keywords: Cryptography, DNA Sequence, FPGA, Partial Reconfiguration, ZigBee.

1.INTRODUCTION

Due to advancements in technology different
sorts of information from the Internet turns out to be more
easy now a days. Vital data must be disguised while being
transmitted by means of the Internet. Channel security has
become more vital and important factor for data transfer to
receiver. The vast majority of them utilize the natural
properties of DNA arrangement. The information
concealing technique presented does not make utilization
of organic properties; rather, it utilizes different DNA
groupings which will be clarified underneath [1]. A DNA
arrangement will have four nucleotides which are named
as A, C, G and T elements precisely known as nucleotides.
Every letter is identified with a nucleotide. Four
nucleotides which form DNA sequence named as S. To
encrypt and decrypt the information a specific reference
DNA sequence S is chosen and the message M is
encrypted with reference sequence which produces a fake
DNA sequence S'.Subsequently, the cryptography method
comprises two stages. In the principal stage, the mystery
information is encoded by utilizing a reference DNA
Sequence. In the second stage the encoded information is
steganographically recovered from some reference DNA
sequence. Critical job for hackers to identify the original
DNA sequence among millions of DNA sequences [2].

Among all intriguing methods the information is
covered up in Deoxyribo Nucleic Corrosive (DNA). In
these strategies user shroud data information into DNA
arrangement haphazardly utilizing certain methods

[3]. Three Information concealing strategies are Insertion,
Complementary-Pair, and Substitution methods based
upon DNA groupingare designed in Verilog HDL and
implemented on FPGA. Reconfigurable silicon technology
has changed the electronic industry to design, simulate and
implement custom hardware functionality with less time to
market. FPGAs use reprogrammable semiconductor
SRAM based technology [5]. Tremendous growth in
wireless communication has enabled the researchers to use
portable wireless personal devices such as mobile, Wi-Fi,
(ESP8266-I0T), Bluetooth, ZigBee, GSM, GPRS, data
card and other wireless sensor networks to append with
custom applications.

2.PARTIAL RECONFIGURATION
Partial Reconfiguration is a process of changing
an area in FPGA without altering the other applications.
Partial Reconfiguration flow is divided into two regions:
Static and Dynamic. Static Region is a portion of the
device that is programmed at start-up and never
changes. Dynamic Region is a portion of the device that
is reconfigured multiple times with different designs
shown in Figure-1(a). Design is sliced into reconfigurable
partitions where each partition is subdivided into
reconfigurable modules. Partial bit files are generated
using partial Reconfiguration design flow shown in
Figure-1(b).
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Reconfigurable Modules

P

Figure-1(a). Static & dynamic region.

Cryptography forms a secure channel between
sender and receiver which encrypts information at sender
with key by using variety of algorithms and decrypts the
encrypted data with key, and then the original message is
retrieved back at receiver. Key is generated using Linear
Feedback Shift Register (LFSR). LFSR generates random
sequences by shift and XOR based on polynomial
mechanism. Randomness in key can be enhanced by using
preloaded seed value or by changing polynomial. Several
types of LFSR’s are available based on the application.
LFSR is

Figure-1(b). Partial reconfiguration design flow.

chosen as Pseudo Random Sequence generator. Partial
Reconfiguration enhances the security level of DNA
cryptography methods in runtime by changing the key
using LFSR shown in Figure-1(c).
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Figure-1(c). PR based dynamic key generation using LFSR.

3. ZIGBEE

ZigBee is a wireless technology suitable for short
range, low power and low cost applications. ZigBee
protocol is developed with IEEE 802.15.4 standard.
Among  different  wireless technologies, ZigBee
technology stands on the top as it is able to provide a
communication between devices and users in a simple and
efficient manner. There are many types of ZigBee devices
that are being used in Wireless Sensor and Personal Area
Network, home and industrial appliances. In this ZigBee
S1 series module is used to control various appliances.
One of its specifications is that, they work within a range
of one Mile and will operate at 2.4GHz frequency.
ZigBee’s are used in military applications and war
equipment for communicating data between robot and
commander to track the enemy and deploy necessary
action. Cryptography forms a secure channel between
robot and commander which encrypts information with
key. The proposed dynamic key generation mechanism
using PR can be deployed in wireless through ZigBee.
Secure Communication between two FPGAs in Wireless
using ZigBee and RF is shown in Figure 14 and 15.

4. PURPOSE OF CRYPTOGRAPHY

Every security framework will be giving bundles
of capacity, which can promise the information mystery of
framework. Some of the important keywords are given
below with their description.

*Confidential: making the transmitted information only
available to a specific users on approved recipient.

*Authentication: Recognizing the message beginning
effectively without false.

eIntegrity: making the necessary adjustments to
information, which is to be transmitted, is relevant only to
the approved users.

*Non repudiation: making the sender and receiver of the
message not ready to deny the correspondence.

*Access control: making the entry only to the specific and
authorized clients as it were.

*Availability: making resources like PC framework are
open to the approved clients whenever they require the
information.
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Security approaches must be adequate to handle the
constantly changing information ruptures [6]. The place
where the information security, encryption of information
is very still and in movement, executing the client access
control becomes possibly the most important factor.
Cryptography is the specialty of changing over the
message into human disjointed code, which can't be turned
around to the message without proper code. Cryptography
assumes an essential part in information honesty [7]. This
can be represented in the three segments of the CIA triad
(Confidentiality, Integrity, and Availability). CIA is the
principal idea in the secured data transmission [8][9].
Resource utilization summary is compared for DES,
TACIT, One Time Pad and DNA Key cryptography
algorithms shown in table 1 and graphical representation is
shown in Figure-13.

4.1 DNA Cryptography

DNA cryptography (Deoxyribonucleic Acid) is
one of the fastest growing innovations which take a shot at
thoughts of DNA figuring. Another framework for
securing data was displayed using the regular structure of
DNA called DNA figuring or sub-nuclear preparing or
natural enrolling. The symmetric cryptosystems can be
broken when the use of quantum computers came into
existence. DNA cryptography plays a crucial role in
future; it is more likely to replace the former cryptography
techniques. Three methods of DNA Cryptography
techniques are

1. Insertion Method
2. Complimentary Pair Method
3. Substitution Method

4.1.1 DNA Insertion method

DNA insertion is the first method which encrypts
the message in reference DNA sequence. Insertion method
uses any sequence out of million DNA sequences. DNA
sequence is available in ASCII format converted into
binary, and then splitted based on length of message.
Message is padded with splitted DNA sequence and
encrypts to fake DNA sequence consists of A, C, G, and T
characters. A, C, G, and T are the four nucleotides which
are considered in DNA sequence to encrypt and decrypt
the information. Decryption is reverse process of
encryption [5].

Encryption

DNA Insertion encryption flow chart is shown in
Figure-2. Consider an input reference DNA sequence [S]
which is in A, C, G, and T format. Covert sequence [S]
into binary values [BS]. Depending on message length [M]
split the binary sequence [BS] into segments. Length of
the message is 8; so [K] is divided into 3 segments.
Discard unequal binary bits in [K] “01” which appeared in
violet color shown above figure 2. Binary message [BM]
is generated by appending message bits in front of K
segments. Convert [BM] binary values into A, C, G, and T
format which generates fake DNA sequence S'. Simulation
result for encryption and decryption shown in Figure-9.

Input Reference DNA Sequence
[S]=ACGGTTCCAATGC & Message [M]=01001100
1
Convert Reference DNA Sequence S into Binary
[BS] =00011010111101010000111001

l -
Depending on length of Message Split [S] into Binary
[K]=000,110,101,111, 010, 100,001, 110,01

Discard
Unequal Bits

Yes

[ Append Message Bits in K Sequence[BM ]=
0000,1110,0101,01 1i, 1010,1100,0001,0110

Convert BM into Fake DNA Sequence [S" |
AATGCCCTGGTAACCG

Figure-2. Flow chart for DNA insertion encryption.

Decryption

DNA Insertion decryption flow chart is shown in
figure 3. Consider an input fake DNA sequence [S'] which
isin A, C, G, and T format. Covert fake DNA sequence
[S'] into binary values [BS']. Depending on length of
binary sequence [BS'E] split into equal segments. Length
of binary segment is unequal then resplit the sequence.
Extract the first bits in each 4-bit binary segments.
Original message [DM] is decrypted by concatenating all
first bits in each 4-bit binary segments. Reference DNA
sequence which considered at encryption [S] is re-
generated by concatenating last three bits in each 4-bit
binary segments. Simulation results for encryption and
decryption of DNA Insertion method is shown in figure 9.

l
Input Fake DNA Sequence
[S"]=AATGCCCTGGTAACCG
1=

Convert Reference DNA Sequence [S *]into Binary

Division of BS’ into 4 Equal Segments[BS'E] =
0000,1110,0101,0111,1010,1100,0001,0110
i

Extract First Bit On Each Segment, So Decrypted
Message [Dll\ld] = 01001100

Concatenate and Convert the remaining last three bits
into DNA Sequence 000,110, 101,111,010, 100, 001,

110 [S]= ACiiTTCCMTGC

Figure-3. Flow chart for DNA insertion decryption.
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4.1.2 Complimentary-Pair method

Complimentary-Pair is the second method which uses
longest complimentary-pair substrings. Substrings are
generated using complementary rules: ((AC) (CG) (GT)
(TA)). The complimentary pair of the string AACTG will
be CCGAT.

Encryption

DNA Complimentary Pair encryption flow chart
is shown in figure 4. The method generates longest
complementary pairs invoked in sequence along with
message a fake sequence is send to receiver. Consider an
input reference DNA sequence [S] which is in A, C, G,
and T format. Artificially complementary substrings [CSS]
is generated based on half of the message length and add
one character to it for longest complementary pair.
Character ‘T’ is padded with before and after in each
substring [P] is generated. Substring sequence S1 is
obtained by inserting padded bits in reference sequence
[S]. Binary message bits are converted into A, C, G, and T
format and inserted at positions before and after [P]. Fake
DNA sequence S' is send to receiver. Recheck the no. of
substring pairs are same in S' else regenerate CSS.

==

Input Reference DNA Sequence
[S]=ACGGTTCCAATGC & Message [M]=0110
|

Complementary Rule : ((AC)(CG)(GT)(TA)) Artificially
Generate Substring M/2+1 : 3
| P
Artificially Generate Substring[Comp Sub String] =
[CSS] = (AGCCTG) & (CCT GGA)

Padthe Chanacte'T"
Before & After [CSS)
I Yes
Padded Sequence [P]= TAGCT; TCTGT; TCCTT ;TGGAT

insert Pin DNA Sequence [S1] =

Convert Minto A,.C,G,TForm [M]=0110: CG insert
in S1 at Before & After [CSS ]Fake DNA Sequence §' =
A AGLTGTICTGTIC LITCATGGATA

Figure-4. Flow chart for DNA complementary pair
encryption

Decryption

DNA Complimentary Pair decryption flow chart
is shown in Figure-5. Consider an input fake DNA
sequence [S'] which is in A, C, G, and T format. HDL
programming skill is used to find longest complementary
substring pairs [AGS] in sequence [S']. Unpad the
character ‘T’ before and after substrings complementary
pairs [CSS] is obtained. Remove “C”, “G” before and after
[CSS]. Concatenating “C” and “G” converting into
binary values original message is decrypted by. Deleting
substrings in S' reference DNA sequence S is regenerated.

Simulation results for encryption and decryption of DNA
Complimentary Pair is shown in Figure-10.

Input Fake DNA Sequence

[S’]=ACGCTAGCTGTTCTGTTCG TCCTTCATGGATATGC
|

Find Artificially Generated Complementary Pairsin §’

with Padded T [AGS] = TAGCT; TCTGT; TCCTT ;TGGAT
1 -
Unpad the Character *T" Before & After [CSS]
(AGCCTG) & (CCT GGA)

Remove CG at Before
& After [CSS]
I Yes

Delete Complementary Pairs and Concatenate DNA
Sequence [S] = ACGGTTCCAATGC
I

Concatenate & Convert CG into Binary Form
Decrypted Message =0110

Figure-5.Flow Chart for DNA Complementary Pair Decryption.

4.1.3 Substitution method
Substitution method encrypts message in reference DNA

sequence at random positions using LFSR along with
complementary rules: ((AT) (CA) (GC) (TG)).

Encryption
DNA Substitution method encryption flow chart
is shown in Figure-6.

Input Reference DNA Sequence [S] =
ACGGAATTGCTTCAG & Message [M]=0111010
1
Generate Random Numbers based on length of DNA
Sequenceis 15,[RN] =2,3,5,10,12,13,15

l Complementary Rule : ((AT)(CA)GC)(TG))
Generate a Sequence Counter [SC]:0to 15 ++++

§*=(C(C(3)) |

Check the Message BitIf
M=0;8=8
M=1:5=C(S)

I

§' = GCCATGCCAACTAGG

Figure-6. Flow chart for DNA substitution encryption.

The method encrypts information in variety
mechanism. Depending on the length of reference DNA
sequence and message bits random values [RN] are
generated and arrange them in increasing order. Sequence
counter [SC] in incremented and compares with random
number if the current value of [RN] not equal to [SC] but
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number is available in [RN] it verifies the message [M]. If
M value is’0’no complement, else perform complementary
rule once on reference DNA sequence. SC value does not
matches perform complementary rule twice, fake DNA
sequence S'is generated. Send S' and S to receiver.

Decryption

DNA Substitution method decryption flow chart
is shown in Figure-7. Consider an input DNA sequence
[S] and fake DNA sequence [S'].

Input Reference DNA Sequence
[S]=ACGGAATTGCTTCAG & Fake DNA Sequence
S' = GCCATGCCAACTAGG

Generate a Sequence Counter Depending upon
length of DNA Sequence : 0 to 15 ++++

Decrypted Message M = 0111010

Figure-7. Flow chart for DNA substitution decryption.

Depending on the length of DNA sequences
Sequence counter [SC] is incremented and compares S
with S'If both are equal message value is ‘0’ else perform
complementary rule once on reference DNA sequence and
again compare S with S,' if both are equal message value
is ‘1’. If S! = S' then SC is incremented and compared for
all values then the final message is decrypted. Simulation
results for encryption and decryption of DNA Substitution
method is shown in Figure-11.

4.1.4 Proposed DNA-MRNA-protein method

DNA-MRNA-Protein method consumes fewer
resources which encrypts the original message (M,) in
reference  DNA sequence. Method uses any DNA
sequence out of million DNA sequences. DNA sequence is
available in ASCII format converted into binary, and then
splitted based on length of message. Complemented
Message Cy(M) is padded with splitted DNA sequence
(DNA,)and converts to fake DNA Sequence S1. Based on
Length of S1 DNA sequence is sliced into two parts MSB
is shifted by circular right and LSB is shifted by circular
left named as fake DNA Sequence S2 shown in flow chart
Figure-8.

>
Input Reference DNA Sequence 4

[S]=ﬁCGGnCWTGC & Mmage [.\-'l]= Convent S2 DNA Sequence into MRNA
Sequence & Apply Complementary Rule :
((AU)CG)(GETAY S3 =
GCAGAACUGUCGACTC

Conven Reference DNA Sequence §into Binary
[BS] =00011010111101010000111001

Divide $3 MRNA Sequence into 4 Parts
MSB Cir Left, CirRight, LSB Cir Left
,Cir Right, 84=
CAGGUAACUCGGCACY

I.
Depending on length of Message Split [S]into
Binary (K] =000, 110, 10, 111, 010, 100, 001,

Convert $4 MRNA Sequence into Protein
Form using Codon Table: Encrypted
Message = GlnValThrArgHisU

Append Message Bits in K Sequence [BM =
1000, 0110, 1104, 1111, 0010, 0100, 1001, 1110

1
Convert BM into DNA Sequence S1= ‘
GACGTCTTAGCAGLTG

1
Divide $1 DNA Sequence into 2 Parts MSB
CirRight, LSB Cir Left 2=
CGTCTTGACAGCTG.

Figure-8. Flow chart for DNA-MRNA-protein encryption.

To secure data from hackers apply
complementary rule on S2 and convert to MRNA
sequence is generated named as S3. MRNA sequence is
splitted into 2 parts MSB & LSB, again each splitted part
subdivided into 2 parts is shifted by circular left ,circular
right and LSB is shifted by circular left ,circular right
named as S4. MRNA sequence obtained at S4 is converted
to Protein form mapping of (MRNA,) codon to amino acid
shown in Table-2, which is final Encrypted message for n-
bit, E, (M). Decryption is a reverse process of encryption.
Security analysis is for proposed method. Simulation
result for encryption and decryption of DNA-MRNA-
Protein method is shown in Figure-12.

Encrypted message E, (M) = {(M,), Co(M), DNA,[SI,
S2], MRNA,[S3, S4],Protein Form}.

Decrypted message D, (M) = {Protein Form,MRNA,[S3,
S41,DNA,[S1, S2], Ca(M), (My)}.

5. SIMULATION RESULTS

The simulation results for four different DNA
Cryptography techniques Insertion Method,
Complimentary-Pair Method, Substitution Method and
Proposed DNA-MRNA-Protein Method are presented in
this section.
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Table-1. Summary of resource utilization comparison
for several cryptography techniques.

CRYPTOGRAPHY DNAKEY
TECHNIQUES DES ENCRYPTION STANDARD| TACIT ONE TME PAD | CRYPTOGRAPHY
ENCRYPT |DECRYPT
Legic Utilization ENCRYPTION |DECRYPTION|ENC & DEC| ENC & DEC 10N 10N
Number of Slice
LUTs 16 16 18 17 § )
Number of fully used
LUT-FF pairs » 16 R - | 11 1
Number of bonded
10Bs 16 17 38 mn 56 3]
No of Message Bits H ] § H § L
PROFOSED
CRYPTOGRAPHY DNA DNA DNA_MRNA
TECHNIQUES DNA INSERTION| COMPLEMENTARY-PAIR | SUBSTITUTION INSERTION
Logic Utilization ENC & DEC ENC & DEC ENC & DEC ENC & DEC
Number of Slice
LUTs § § 35 4
Number of fully used
LUT-FF pairs 0 0 4 0
Number of bonded
10Bs 146 38 254 14
l.‘nﬂu[uﬂge Bits 3 4 5] 3
250 s 300ns 350 s 400 ns 450 s 0ng 550 s
1 1 1 L 1 1 1 1 L 1 1 L 1 L 1 1 1 1 1 L 1 1 1 L
[ 3 * CRYPI103:0] ACGETTCCRATEC ACGGTTCOAATEC
[ 3 % RSEQUENCE[25:0] | 000110101111 00011010111101010000111001
[ 3 % j20] 111 001 % 110 § 01 4 111 4 0 m 001 £ 110 11 m 100 7 001 101 4 Ly 010 4 100 4
[ 3 % MESSAGE[:0] 01001100 01001100
[ 3 % gl[30] 1100 0... } 0110 3 0000 0101 4 0111 j# 1010 # 1100 # 0001 ; 0110 4 0000 4 1110 7 0101 4 0111 4 1010 4 3100 # 0001 3 0110
[ 3 % M3G_SEQRL0] 00001110010L( 0001110010101111p10110000010110
[ 3 % CRYPL[L2T:0] AATGCCCTGETA AATGCCCTGRTAACCG
3 % DECRYPT[31:0] 00001110010L( 0001110010101111p10110000010110
3 1 dgl[3:0] 1110 0.. ;0111 3 1010 0001 0000 £ 1110 0111 m 1100 £ 0001 00p0 ;3110 4 0101 3 0111 j
b B dearyptmsgli) | 02001100 01001100
3 1 dq[20] 100 101 4 111 § 010 m 001 101 7 111 m 100 4 001 ¥ 110 4 101 4 111 4 010 4 Q00 4 001 4 110 4
3 1 DECRY_DNA25:0] | 000110101111 00011010111101010000111001
3 1 RXR_DNAL03:0] | ACGETTCCRATE( ACGGTTCUAATEC
1p L 1 1 e A e
T

» )

» B CRYPILO30)
» B MESSAGERD]

» P MSG_CRYP(IS:0)

[ 3 * substring[3:0]

B ART_GEN_CRYPT4T:0]

» B IV RULERT:0)

) ™ PADDING_ART_GEN[TS:0]
) B PADDING INV_RULEF9:0)
» B sp620)

B ENCRYPTION[279:0)

» B COMPL_SUBSTRING[159:0]
» B DaT150)

B UN_PADDINGPS:0]

» M DECRY_MSGB:0]

Figure-9. DNA Insertion method — Encryption & decryption.

L] DO OO OTOVY . OV O

000000000p000000000000000 00011010111101010000111001
AAAARAAAAAAAA CGGTTCCAATGC

0110 0110

G CG

0000 0000 0010

AGCCCT AGCCCT

CTGEEA CTGGGA

TAGCTTCCTT TAGCTTCCTT

TCTGTTGEAT TCTGTTGGAT

ACGTAGCTGTTCIGTTCICCTICATEEATATED ACGTAQCTGTTCTGTTCTCCTTCATGGATATGC AAATAGCTAATCTGTAATCCTTAATGRATAAAA

ACECTAGCTETICTGTTCETCCTTCATGERATATAE ACGCTA§CTGTTCTGITCGTCCTTCATGGATATGL AAACTAGCT? AAGTCCTTAATGGATAAAA

TAGCTICTGITCCTTTGEAT TAGCTTCTGITCCTITEGAT

G CG

AGCCTECCTEER AGCCTGCCTGGA

0110 0110

Figure-10. DNA Complementary-pair method — Encryption & decryption.
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ey PR P P B
» L 1111 1111 i
p M DECRYPT_MESSAGE[14] 2112022220012 1202272020121
» W s230 1110 1101 1110
» B datal:0) 0001 0001
» B onao) 2 C A
» B scompprg] T A T
» B DcomPa) [ T G
» B ENCD) [ T G
» P DNA SEQUENCE[119:0| ACGGRATIGCTTCA ACGGAATTGCTTCAG
» B ENCRYPTLI9:0] GACARGCCACCTAG GACAAGCCACCTAGC
» M SCOMPL DNAL19:0] | TACCTTEECASERT TACCTTGGCAGGATC
» M DCOMP DNA19:0] | eTARGECCATCCTS GIAAGGCCATCCTGE
1& rst a
» W) MESSAGE[:0] 1100011 1100011
1§ ak 1 |
Figure-11. DNA Substitution method — Encryption & decryption.
O o T o O it O i
+ W@ MESSAGE[T:0] 01110001 01110001
+ B Comp_Msg[7:0] 10001110 10001110
B * MSG_SEQ[E1:0] 10000110010101111010110010010110 1000p110010101111010310010010110
» W8 CRYP[103:0] ACGETTCCAATEC ACGGTTCCAATIEC
« W@ CRYPL[127:0] GACECCCTGETASCCE GACGCCCTGGIAGCCG
+ WA crYP2[127:0] CECCCTEATAGCCGER CGCCCTGATAGCEGGG
+ B8 CRYP3[127:0] COCCEACUATUCCECEC GCGGGACUAUCGRECCC
- WA CRYP4[127:0] CEGEUGACUCEACECC CGGGUGACUCGALGCC
» W@ ENCRY_PROTEIN[127:0] | ArgVslThrArghrgC ArgValThrArgAlgC
v “ DECRYPT[Z1:0] 10000110010101111010110010010110 1000p1100101011110103410010010110
+ W@ RXR_DNA[L03:0] ACGGTTCCAATGC ACGGTTCCAATIGE
+ B4 decrypt_msg[7:0] 10001110 10001110
+ W@ Decrypt MESSAGER:0] |foilloool 01110001
- B4 qzo) 001 110 191 111 0io
- B8 qB:0) 1001 110 01p1 u@ 10[0
- W8 dqiz:0] 101 111 [(50] 100 001
Figure-12. DNA-MRNA-protein Method — Encryption & decryption
Table-2. Mapping of (MRNA Sequence) codon to amino acid.
Second letter
u | c A e
Uuu uUcu UAU uGu U
I uuc fenell G | ser |UAC Jve |gEd)ors |
= | UUA }Leu UCA UAA Stop|UGA Stop| A
UuG UCG | UAG Stop|UGG Trp |G
CcuUu CCuU CAU } His | CGU )
c CUC |, ., | €CCC |5, |CAC CGC Arg C
5 B CUA CCA CAA ]-c;ln CGA Al 5
= CUG CCG CAG CGG G E
B AUU ACU AAU AGU ul| E
iT ‘Al AUC tile |Acc | |AAC }AS" AGC }Ser cl| &
e AUA | ACA ABA } Lys AGA } Arg A
AUG Met | ACG ] AAG AGG G
GUU GCU GAU}Asp GGU U
e GucC L val GCC L Ala GAC GGC Gly c
— | GUA GCA GAA}GlU GGA A
GUG GCG J GAG GGG G

12520



VOL. 11

, NO. 21, NOVEMBER 2016

ARPN Journal of Engineering and Applied Sciences
©2006-2016 Asian Research Publishing Network (ARPN). All rights reserved.

ISSN 1819-6608

www.arpnjournals.com

DNA-KEY Number of Slice LUTs
CRYPTOGRAPHY
eum::mu R
| CRYPTOGRAPHY
ONE TIME PAD \ DECRYPTION
ENC . DEC 7%

13%

DES ENCRYPTION
STANDARD

DNa
SUBSTITUTION ENC&
DEC

2%

DES ENCRYPTION
12% STANDARD ENCRYPTION
1%

DECRYPTION

DNA / DNA INSERTION
COMPLEMENTARY-PAIR

ENCE& DEC

ENC&DEC
a% PROPOSED DNA_MRNA
PROTEIN ENCE DEC

%

Figure-13. Graphical representation of resource utilization for several cryptography techniques.

6. FPGA Implementation

Figure-14. Secure communication between two FPGAs in
wireless using ZigBee.

PLAIN TEXT PLADN TEXT

100011100 100011100
010110111 010110111
111000010 111000010
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Figure-15. Secure communication between two FPGAs in
wireless using RF.

7. CONCLUSION

DNA cryptography system approach is a new
approach, which utilizes the deoxyribonucleic acid
arrangement property for encryption and decryption.
Deoxyribonucleic acid cryptosystem is safer and solid than
the  customary  cryptography  systems.  Partial
Reconfiguration enhances the security level of several
cryptography techniques with LFSR based key generation

in runtime. ZigBee and RF Interface, supports wireless
data acquisition from sender and deploy the commands at
receiver to configure the dynamic key generation
mechanism in runtime. Cryptography techniques was
implemented and tested in Spartan & Virtex FPGA
architectures.
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