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ABSTRACT

Security in multicast routing is one of a key challenge area in mesh networks because of its broadcasting and
dynamic nature. Several multicast routing protocols have been proposed by different researchers but leads to certain
parametric issues (i.e. packet delivery ratio, throughput and various security concerns) because of unique characteristics of
mesh. The aim of this manuscript is to propose a secure multicast routing protocol for Wireless Mesh Network based on
link state quality to identify and recover from routing attacks. The proposed mechanism ensure the security against grey
hole attack which would be identified by calculating the packet delivery percentage of each node where the node having
less packet delivery percentage than predefined threshold value (i.e. 95%) is considered as grey hole affected node.
Further, to recover against grey hole attack, a 2-hop preceding node phenomenon is used which immediately select another
path to re-route the data packets. The proposed routing mechanism is analysed over NS2 simulator beside different

network metrics over static and dynamic environments having scalable network sizes.

Keywords: grey hole attack, multicasting, routing protocols, packet delivery percentage.

1. INTRODUCTION

Wireless Mesh Network (WMN) is considered as
a next generation key technology and has gained a
substantial prominence in research community due to its
self-healing and self-organizing characteristics [1, 2]. As
depicted in Figure-1, Mesh Routers and Mesh Clients are
two different components of mesh technology. Mesh
Routers offer multi-hop connectivity and acts as internet
backbone to connect the access points while Mesh Clients
are the devices who access the internet services via mesh
routers. Because of dynamic and broadcasting nature of
WMNs where nodes are free to mobile from one domain
to another domain, the most important factor that impacts
the network performance is the nature of fundamental
routing process [3-5].
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Figure-1. Wireless mesh network.

To provide a communication among the entities,
routing process plays a significant role and is considered
as the current topic of research in today’s era. In business

communities where data is transmitted to multiple
destinations through a single source, multicast routing
came into existence. Multicast routing is the one where
data is delivered to multiple destinations through a single
entity. The Successful delivery of data packets to the
anticipated destinations depends upon generous nature of
routing nodes [6]. Presence of any malevolent node within
routing process may disrupt the network activities and
invite a number of security vulnerabilities to come [7-9].
Further, any node/link failure within the routed path may
drastically affect the network throughput. Although a
number of techniques have been proposed by several
researchers for MANETs and WSNs [10-12], but these
techniques can’t be adopted well in mesh environments
because of its unique nature. Hence, there is a need to
establish a routing mechanism which identifies
misbehaving nodes in the routing process to securely
transfer and to re-route the data packets during failures to
their intended destination nodes [13-14].

The aim of this manuscript is to propose a
multicast link state routing protocol which is resilient
against grey hole attack and recover during node/link
failure. Grey hole attack is considered as most dangerous
attack in routing process because it selectively drop the
data packets and difficult to identify in the beginning and
drastically affect the network performance. The proposed
protocol uses the concept of link quality which is
measured by sending the periodic probes to their
neighbouring nodes. The technical contribution of this
paper is as follows:

= A link state quality and two-hop proceeding node
phenomenon is used to route and recover the data
packets during threat and node/link failure.

=  Packet delivery percentage is used to identify the grey
hole affected node in the routing process.
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= The network performance is measured against various
metrics over static and dynamic environments in
small and large network sizes.

The remaining structure of the paper is organized
as follows. A literature survey of various multicast routing
protocols is briefed in section 2. The proposed Secure
Multicast Protocol (i.e. SMP) is discussed in section 3.
Section 4 evaluates the performance of SMP over certain
metrics and finally section 5 concludes the paper.

2. RELATED WORK

Although a number of researchers have proposed
several secure multicast routing protocols but existing
techniques imply a reduction in security process and
strongly affect the network performance because of its
additional communication process [15]. Hop count and
link quality are the two basic methods to transmit the
multicast data to destination nodes. The route selection in
hop count is chosen against the path having minimum hop
count but the drawback of this method is poor link quality
used to transmit the data packets [16, 17]. Further the
routes are selected on the basis of highest link quality in
which the link quality is measured by sending the periodic
probes to their neighbouring nodes. ODMRP [18],
ODMRP link quality [19] and S-ODMRP [20] are the
mesh based multicast protocols where multicast routes are
selected and packets are transmitted through selected
paths. The main focus of these protocols is to provide a
high throughput metric.

ODMRP is an on-demand multicast routing
protocol which uses a mesh of nodes for each multicast
group. In this, the source node periodically updates the
membership information by recreating the JOIN QUERY
in the network. Although the protocol is resilient against
data paths but is vulnerable against redundant re-
transmission overheads. Further ODMRP Link Quality is
the extended version of ODMRP where each node has a
neighbouring table having the cost of their neighbour to it-
self which is nothing but a probability value. In this,
whenever a JOIN QUERY is received by a receiver with
the cost of total path travelled by it, receiver node waits
for‘t’ period of time and compares the cost of multiple
JOIN QUERY costs. The JOIN QUERY message having
high link quality would be selected as the best path
route.The major limitation with this approach is the
waiting time. The QUERY REPLY will be sent back only
after setting all JOIN QUERY requests. In addition to this,

S-ODMRP, a secure ODMRP protocol is used where join
query messages are signed by the source node and is
propagated through weighted flood suppression approach.
The nodes having signed signature along with the JOIN
QUERY message are allowed to process.

Although the above discussed approaches are
able to multicast the data packets using multiple methods
but all these approaches are vulnerable against several
security attacks i.e. black hole, worm hole and grey hole
attacks in which attacker’s aim is to reduce the network
throughput by disrupting the data packets. So, the aim of
this manuscript is to overcome the mentioned limitation
and highlights some improvements in output results.

3. PROPOSED WORK

This section deliberates a secure and fault tolerant
routing mechanism which is resilient against grey hole
attack. A high throughput multicast routing protocol HT-
ODMREP is used which selects the path using link quality
concept.
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Figure-2. Multicast routing.

HT-ODMRP is similar to ODMRP but instead of
using hop count field for route selection, a link quality
criterion is used. Link quality is measured by sending the
periodic probes to their neighbouring nodes, the path
having the highest link quality would be considered as the
best routed path. As depicted in Figure-2, there exist two
different paths to send the data packets between S-D1 and
S-D2.

Table-1.The path evaluation of HT-ODMRP.

pa{i?’;:’)j th Path 1 Link quality of path 1 Path 2 Link quality of path 2
{S-D1} S-a-e-Dl1 2 S-f-D1 3
{S-D2} S-c-g-D2 4 S-d-i-m-D2 3

According to Table-1, S-a-e-D1, S-f-D1 path for
S-D1 and S-c-g-D2, S-d-i-m-D2 path for S-D2 are selected
as two routing paths. Let us consider the link quality for
path S-a-e-D1 is 2 and S-f-D1 is 3 likewise S-c-g-D2 and

S-d-i-m-D2 is 4 and 3 respectively. According to HT-
ODMRP, the route having highest link quality would be
selected as the best path, so the packets would be routed
through S-f-D1 in case of S-D1 and S-c-g-D2 path for S-
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D2. Further in case of any node or link failure, the second
highest link quality cost path (i.e. S-f-D1 for S-D1 and S-
d-i-m-D2 for S-D2) would be selected for packet
transmission as depicted in Figure-3. The below
mentioned scenarios highlights the proposed mechanism
to identify and recover from grey hole attack.
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Figure-3. Routing against node/link failure.

PD, = Number of Packets,qceivea — Number of PacketSr,qnsmiited

Scenario 2 discusses the case of re-routing the
data packets when a node is affected by grey hole attack in
the selected routed path.

3.2 Scenario 2: Re-routing of packets during from a
grey hole affected node

Figure-4. Routing against grey hole attack.

A single destination node is selected to clearly
understand the path recovery process during grey hole
attack. Let us consider a scenario as depicted in Figure-4,

3.1 Scenario 1: Attack identification by calculating the
percentage of Packet Delivery (% of PD)

The HT-ODMRP protocol is enhanced by
incorporating the packet delivery percentage (% of PD) of
each node to detect grey hole attack as depicted in eq. 1.
Each node ‘x’ calculates the Packet Delivery (PD)
percentage of its preceding node and should satisfy the
following condition i.e. 95% <=x<=100% to forward the
data packets. The node having PD percentage less than
95% would be considered as malicious node. The current
node 'x." will immediately send an alarm message to its 2-
hop preceding node to re-route the data packets. The
formula for identifying the packet delivery of a node ‘x’ is
given as:

if 95% < x <100%,
Idle node
else if (1
x < 94%,
Attacker Node

where ‘S’ is the source node, Dest is the destination node
and A, B, C,D and E are the intermediate nodes. Let node
is ‘E’ is a grey hole node which selectively forwards the
incoming data packets from its preceding node.

Let the source node ‘S’ sends 50 packets to
transmit to destination node Dest through S —B — D —
S — Dest path using link quality mechanism. As node ‘D’
is a grey holeaffected node, so the number of packets
sends by node ‘D’ would be less than expected delivery
ratio. The PD % of routing path at each node is depicted in
Table-2.

As node ‘E’ calculates the PD % of node ‘D’
which is less than 95%, so immediately node ‘E’ sends an
alarm message to its 2-hop preceding node i.e. node ‘B’ to
re-route the data packets through some other path. Node
‘B’ will immediately change the routed path and send the
data through B — C — Dest path.

The same phenomenon is to be used in
multicasting where a single source sends the message to
multiple destinations. An algorithm for successful packet
transmission for single destination is depicted in Table-3.

Table-2. Packet delivery percentage of each node in routing path.

Node Receive ‘ Transmit PD%
PD, = (PacketsS,eceivea — Packetsransmitea), Where 95% <= x <= 100%

S - 50 100%

B 50 50 100%

D 50 35 <=95%
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Table-3. The successful packet transmission through SMP routing protocol.

Input: Source node ‘S’ wants to transmit the packets to destination node Dest
Output: Packets are successfully reaches to destination node

Assumption: if (95% < PD, < 100%)

Else

Node is idle and able to forward the data packets

Node is grey hole affected node

Procedure:

For each (x=1; x<=n; x++)

If (95% < PD, < 100%)
Then
Go to Step 3
Else if
Go to Step 4
End else if
End if
Else During any node/link failure

End else
End if

Step 1. Network N consist of x; number of nodes where x=1,2,...n

Step 2. If(source node ‘S’ wants to forward the packets to destination node ‘Dest’)
In ideal case where there exist no link/node failure during packet transmission
‘S’ selects the highest link quality path to route the data packets

Calculate PD % using PD, = packetS,qceived — PACkEtStransmitted

Second highest link quality path will be selected

Step 3. Node is idle and able to forward the data packets
Step 4. Node is grey hole affected node and the succeeding node will send an alarm message to
its 2-hop preceding node to re-route the data packets through another path.

4. PERFORMANCE EVALUATION

The SMP protocol is simulated over NS2
simulator and the performance results are analysed against
certain parameters. The simulation environment sets over
the network is shown in Table-4 and the parametric values
considered for result analysis are discussed below.

Table-4. The simulation parameters of proposed

mechanism.
Parameters Size
Number of nodes 10-70 (small), 150f700 (large)
network size
Area size 400*400
MAC 802.11
Routing Protocol AODV
Simulation Time 50 sec
Traffic Source CBR
Packet Size 512 bytes
Attacker 4,6,10, 15, 20,25
Antenna Omni Antenna

=  Throughput: It is defined as total number of packets
successfully reaches to the destination node at a given
period of time.

n Totalnumberofpackets

Throughput = Y,

whereT;
Ttap— Trdp ’ tdp

are the transmitted data packets and T4, are received
data packets.

=  Packet Delivery Ratio (PDR): PDR is defined as the
ratio of received data packets to generated data

packets.
ReceivedDataPacket
PDR =
GeneratedDataPacket

= End to end delay: The time taken by all the data
packets successfully reaches to its destination node.

=  Security attack: The security is measured against
packet loss ratio where number of packets loses
during transmission after existence of a grey hole
attack.

All the mentioned parameters are discussed
against static and mobile environments.

4.1Results and discussions

The performance metrics results are measured
against mobility of mesh clients over different network
sizes. The simulation values are measured by considering
both dynamic and static environment over all metrics as
shown in Table-5 and 6.

4.2 Dynamic simulation environment (where number
of clients are mobile in nature)

Table-5 shows the simulation results of listed
parameters over dynamic environment of network where
mesh clients are mobile in nature and transmit some data
packets to other mobile nodes. The number of clients is
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varied from 10 to 70 with a maximum mobility speed of with the increase in mobile clients i.e. 5, 10, 20, 30 and 40
10m/s and the grey hole affected nodes are increasing in 10, 25, 40, 55 and 70 network size.

Table-5. Simulation values in dynamic environment.

Simulation parameters with their approaches Mobile mesh clients
Network parameters Approach 10 25 40 55 70
During idle Basic Approach 17 20 22 27 32
End to end case Proposed Approach 17 18 21 24 28
delay(ms) During grey Basic Approach 22 25 27 32 37
hole attack Proposed Approach 22 23 26 29 33
During Idle Basic Approach 16.77 | 16.72 16.67 16.63 16.61
Average Case Proposed Approach 16.80 | 16.76 | 16.74 16.71 16.66
throughput (in -
kbps) During grey Basic Approach 16.52 | 16.50 16.47 16.45 16.42
hole Attack Proposed Approach 16.75 | 16.71 | 16.68 | 16.65 | 16.60
During Idle Basic Approach 97.7 97.5 97.2 97.1 97.0
Packetdelivery Case Proposed Approach 98.8 98.5 98.2 98.1 98.0
ratio (%) During grey Basic Approach 939 | 935 93.1 92.7 92.3
hole Attack Proposed Approach 97.7 97.4 97.2 97.1 96.9
4.2.1 End-to-end delay possibility of node/link failure and this cause may results
As depicted in Figure-5 (a), SMP outperforms S- in re-routing the data packets and delay in end-to-end
ODMRP against varied mobile clients. The latency transmission. In case of SMP at network size of 70 nodes,
increases with the increase of mobile clients. The more the the latency is less in comparison of S-ODMRP because
number of number of hops between S and D, the more the packets are re-routed and transmitted by the node itself.
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Figure-5. During dynamic environment (a) end-to-end delay without security, (b) end-to-end delay with security, (c)
average throughput without security (d) average throughput with security (e) packet delivery ratio without security (f)
packet delivery ratio with security.

4.2.2 Throughput

In this, an average throughput is computed which
is division of throughput of all the nodes divided by
number of nodes. The average throughput of SMP
outperforms S-ODMRP as depicted in Figure-5 (c)

because the packet loss ratio in case of SMP is less due to
its link quality mechanism. In case of S-ODMRP, during
node/link failure, packets may re-route during faults but
cannot be recovered by the loss error.
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4.2.3 Packet Delivery Ratio (PDR)

The PDR of SMP shows a huge enhancement in
comparison of S-ODMRP as shown in Figure-5 (e). The
reason of improved PDR of SMP isdue to unique
characteristic of mesh router where each node acts as
source node and as has the ability to retransmit the data
packets during failures.

The above discussed parameters are measured
against security parameter by introducing the grey hole
attack between the source and destination where
compromised node receives all packets from its preceding

node but forwards selected number of packets to its
succeeding node. All the discussed metrics is analysed
against security attack and re-measure the simulation
values as depicted in Figure-5 (b), 5 (d) and 5 (f).

4.3 Static Simulation Environment (where number of
nodes are varying)

Table-6 shows static environment simulation
values where network is static in nature and results are
measured by varying the network sizes.

Table-6. Simulation values in static environment.

Simulation Parameters with their Approaches Different Network Size
Network Parameters Approach 150 250 350 450 550 700
Basic Approach 69 72 74 79 84 89
End to End Delay (in ms
y (inms) Proposed 58 59 62 63 o | 73
Approach
Basic Approach 94 92 87 85 81 78
Throughput (%
ghput (%) Proposed 97 96 94 91 89 86
Approach
Basic Approach 91 86 80 75 69 65
Packet Delivery Ratio (%
y Ratio (%) Proposed 93 89 84 82 79 | 75
Approach

Further Figure-6 (a), (b) and (c) shows the end to
end delay, throughput and PDR results against varied
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number of nodes in a static environment which proves that
the SMP protocol is better than existing routing protocols.
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Figure-6. During static environment (a) end-to-end delay (b) throughput (c) packet delivery ratio.

5. CONCLUSIONS

The manuscript proposed a quality based secure
routing protocol which is resilient against grey hole attack.
The proposed protocol ensures security against grey hole
attack by introducing the concept of Packet Delivery

percentage. The node having the Packet Delivery between
95% <= PD, <= 100% is considered as idle node and
able to forward the data packets. The proposed routing
protocol is measured against several network metrics. The
simulation is done over NS2 and shows the performance
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graphs of end-to-end delay, throughput and PDR against
reported multicast protocol by considering static and
dynamic environments under scalable network sizes.
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