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ABSTRACT 

Now a day’s governmental and nongovernmental organization wants to share their information for the purpose of 
knowledge discovery. When the data’s are shared individuals personal data or sensitive data which should not be known to 
others. Eg. Medical record, voters list, census data. This may leads a latest research field called Privacy preserving data 
mining. To address these issues, released datasets must be modified to preserve privacy. This article proposes hiding 
sensitive medical information by using first randomizes the original data and then applying k-anonymity method for 
sensitive data for preserving the privacy. Here Data fly algorithm is used to implement k-anonymity to anonymize the 
medical dataset for research purpose. 
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1. INTRODUCTION  

Data mining is technique for automatically 
extracting useful information from volumes of data. In 
recent years huge amount of data’s generated by 
automatically or collected by the individuals. This datas 
can be analyzed for research purpose. However, sharing 
the information about certain applications like medical 
data publishing that contains sensitive personal 
information that can arises severe privacy issues. So there 
is a necessity to hide the sensitive data of the individuals. 
As a result this data mining discovers valuable, on obvious 
information which is vulnerable to misuse. The aim of 
privacy in data mining is to generalize and not reveal the 
information about individual. 

Various privacy preserving techniques are k-
anonymity, random perturbation, blocking based method, 
cryptographic based technique and condensation approach. 
We propose a k anonymity algorithm called Data fly 
algorithms is used here for preserving the privacy of 
medical data publishing 
 
2. RELATED WORK 

Vijayarani [13] presents an algorithm that 
exploits K-anonymity to shield data related to public 
sectors or any other organization from linking the details 
remaining attributes (i.e.) attribute linking attack. Nergiz 
[10] proposed annoymization, hybrid generalizations to 
increased the utility of data. sweeney [8] propose a model 
where information for each person cannot distinguishable 
from atleast k-1 individuals. Machanavajjhala [1] discuss 
regarding how to solve basic k-anonymity problem. S. 
Venkatasubramanian [11] represents a model to handle t-
closeness and l-diversity to overcome the similarity attacks 
in privacy preservation. R Wang et al propose a model to 
dealt with all the k anonymity problems like identity 
disclosure and relationships between sensitive information 
and other in data. M. prakash [9] suggest hybrid and 
personalized approach for preserving sensitive 
information. Batya Kenig and Tamir Tassa [2] suggest a 
method which achieves lower information loss and better 

utility by the way og generalizing the closed frequent 
records  

The traditional model considers all record present 
in the publishing table to be as a sensitive tuples. So that 
they are generalized while they publish the data; it leads to 
reduced decreased data utility. Our proposed model 
guaranteed against attribute linkage, background 
knowledge attack and homogeneity attacks using hybrid k 
anonymity data fly algorithm for medical data publishing 
.it also provides more useful for research without revealing 
patients sensitive information.  
 
3. PRIVACY PRESERVATION METHODS 
 
3.1 Randomization method  

Randomization is an efficient and economical 
method for ensuring private information in data mining. It 
is defined by the process of adding some noise or 
irrelevant details to the original data in order to protect 
attributes form identity disclosure [2]. One possible 
solution is before sharing its part of data, each user 
perturbs its own information that is some false privacy 
information is introduced instead of true information in the 
original data. This method is called randomization. 

A randomization approach is usually considered 
as best and simple method for preserving certain 
characteristics of data, or alters them in a preprogrammed 
way. Advantage of using this randomization method is 
Simple; don’t require knowledge of the how other records 
are in the dataset. Therefore, it can be implemented less 
collection time. 
 

 
 

Figure-1. Randomization model. 
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K-anonymity: Data fly algorithm 
According to data fly algorithm achieved by 

doing inserting, removing, substituting, and generalizing 
certain data without losing other details found within the 
data [5]. This method adopted in on-the-fly to release and 
receive medical data with all explicit identity such as name 
of the patient is removed to maintain the patient 
confidentiality. So that the resulting data seems to be 
anonymous. However the other data’s can be used to re-
identify the information about individuals by the way of 

matching or linking the data to other or by looking at 
unique properties found in the records or database it [4]. 
This algorithm chooses the data with the large number of 
distinct records are generalized first. [3] 

K-anonymity the attributes are classified into 
three categories. Quasi attributes, Key attributes and 
Sensitive attributes. It will uses generalization and 
suppression of the quasi-identifiers in order to provide k-
anonymous tables. 

 
Table-1. Example of k-anonymity,at k=2. 

 

Race Date of birth Gender postal code Diseases 

Red 1965 Male 04361 asthma 

Red 1965 Male 04361 cancer 

Red 1964 Female 04355 sugar 

Red 1964 Female 04355 cancer 

Yellow 1964 Male 04355 cancer 

Yellow 1964 Male 04355 Sugar 

Yellow 1964 Male 04355 Asthma 

 
The quasi-identifier is QIT= {Race, dateofBirth, 

Gender, postalcode} and k=2. 
 
Algorithm  

According L. Sweeney [4] the core data fly 
algorithm is defines by using generalization and 
suppression with minimal data loss and it ensures the data 
privacy. The steps are  
 
Method 
Step 1: Constructs the frequency count of each of the 

quasi-identifier (City and zipcode) and most 
sensitive attributes (patient_id), along with the 
number of occurrences of each sequence. 

Step 2: Generalizing values starting from the attributes of 
highest frequencies. The generalizing is achieved 
until     the required level of k or k-1 tuples have 
distinct or different sequences. 

Step 3: Suppress or remove those tuples which are 
having a frequency of less than k. 

Step 4: produces a tableMinTable, based on frequency 
values stored as a sequence in freq appear as 
tuple(s) in Min Table. Return MinTable <= 
construct table from frequency. 

 
4. PROPOSED WORK 
Though the study of related work has identified many 
techniques in PPDM still there is need to discover efficient 
technique to preserve sensitive medical information. Our 
proposed architecture uses hybrid approach for preserving 
sensitive medical information in data publishing. This 
proposed will be advantageous than the other model 
because less information loss and increased utility is 
preserved in this approach. 

  

 
 

Figure-2. Architecture diagram. 
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4.1Modules explanation 
It consists of 3 modules   

 Identification of attributes category 

 Randomization of data 

 Anonymize using Data fly algorithm 

4.1.1 Identification of attributes category  
The attributes of a original data set are classified 

into three classes. identifiying the unique information in 
the table is called key attributes .example ssn, voter id 
number etc. All the general attributes that are available in 
open is called quasi identifiers. Then the most important 
thing is sensitive attribute selection in data set. Generally 
the secure information like disese information about 
patient, income level of employee is considered as a 
sensitive attributes. So the selection of sensitive attribute 
plays a vital role in the proposed framework. That is 
anonymize only the most sensitive data to increase data 
utility.  
 
QUASI-attributes 

Quasi-identifiers  are also called common  
attributes in the dataset for example gender, age, race and 
zip code in a dataset are identified as quasi identifiers. 
Because these information can be combined with other 
attributes and that can matched with other information to 
point out the individual to whom the records in the data 
belong. These QI attributes cannot be detached from the 
dataset. 
 
Sensitive-attributes 

Sensitive attributes are those which are needed to 
be unidentified to the intruder and need to be secured, such 
as unique patient-id, bank account number etc. 

Our first step in the hybrid technique is 
randomization. Randomization is a simple and effective 
approach for ensuring the privacy of data. In order to 
protect privacy of individuals, adopt optimized 
randomization method needs to be employed. From our 
dataset we identified the quasi attributes to be postal code, 
gender, city and marital_status. The randomization 
algorithm used here randomizes the identified quasi 
attributes. 
 
4.1.2 Randomization of quasi identifier  
a) Accepts the quasi attributes from table   

b) Generate matrix P randomly with size i*i. 

c) Assign each probability matrix to the column of 
matrix originally 

d) Sort element original quasi identifier with value of 
highest value of P matrix location.  

e) Recombine all the values together in original matrix 
T. and append it other attributes 

4.1.3 Anonymize using datafly  algorithm 
In k-anonymity techniques the data can be 

performed by generalization and suppression. We are 
implementing generalization method of k-anonymity. 
ARFF (Attribute-Relation File Format) files are used to 
give input and receive output from anonymization module. 
After getting the randomized values for the quasi 
identifiers (city, zipcode, gender, marital_status), output in 
the text file is converted to arff file using weka. Remaining 
unmodified non-quasi attributes in the dataset which is 
already kept in arff file is merged with the randomized 
quasi-attribute values with the help of weka tool. Thus the 
input to the anonymization function is randomized quasi 
values along with sensitive attributes of the dataset. Now, 
we apply generalization method to the randomized quasi 
identifiers and to the most sensitive attributes. Datafly 
algorithm is employed to implement generalization. 

Data fly was designed to avoid the identification 
of medical history of patient’s records. Besides the method 
of generalization, the Data fly algorithm uses suppression 
method, which removes some tuples from the anonymous 
data set. This method was considered in response to 
identifying removal of unique attributes was not alone 
sufficient to guarantee privacy of the individual. 
 
5. RESULTS AND DISCUSSIONS 

The proposed method is applied on medical data 
set containing many records whose attributes are Age, 
Diseases, zipcode and gender. We have to consider 
diseases information is sensitive so the remaining 
attributes are called quasi identifiers we have used 
randomization method using JDK 1.6 and made to run on 
2G RAM. It combines the 2 models so it achieves privacy 
with increased data utility. 
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CONCLUSIONS 

Our hybrid approach for privacy preserving 
consists of two techniques called randomization and k-
anonymity. In the first step, we randomize the quasi 
attributes using a randomization algorithm. The second 
step involves generalization of randomized quasi 
identifiers and most sensitive attributes using data fly 
algorithm. Main advantage of data fly algorithm is that k-
anonymity is guaranteed by the use of this algorithm. Its 
solutions always satisfy k-anonymity. Here as we combine 
k-anonymity and randomization technique it is difficult to 
identify an individual through homogeneity and 
background attack. By anonymization of sensitive 
attributes through this method, data utility is increased 
with minimal distortion. Thus a secure model is proposed 
to maintain data utility and privacy of data sets. 
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