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ABSTRACT 

Ransomware is an emerging cyber threat having a clear intention of money making in the form of ransom. This 
timeits not a virus or a root-kit but its a whole bunch of malware targeting innocent users for financial gain. The main 
motive behind such attacks is to directly or indirectly drain out the money from the victims. Ransomware is one of the 
popular malware today which turns out to be the most advanced of its class. More than 60% of the Ransomware gets into 
the system through drive-by downloads. The format of the drive-by download has changed drastically in the last few years. 
What was disorganised has now evolved as a sophisticated source of distributing Ransomware. We are now in the era 
where drive-by downloads are mostly controlled by Exploit Kits aka EK. Depending upon the vulnerabilities, the control 
panel of the Exploit Kit will choose a malware for you. In this paper, we have analysed the droppers, Cerber and Crypt 
XXX Ransomware which was distributed by Rig Ek during the year 2016-17. We have also intercepted and dissected 
around 10 different variants of Rig EK communication and reverse engineered its working methodology. At the end, we 
have proposed a framework for the detection of malicious communication and prevention of the user data, from being 
encrypted by using a combination of Software Defined Networking and Certificate Authority Checker aka CAC 
respectively. 
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INTRODUCTION 

Detection and Mitigation of Ransomware are 
becoming more complicated because of secure coding 
practices and anonymity being taken care of by the authors 
of the malware. Today, most of the Ransomware are 
dropped using Exploit Kit which uses layers of 
abstraction/obfuscation techniques to make it difficult for 
the security expert to figure out the actual working of 
these Exploit Kits. Most of the Ransomware dropped by 
the EK uses steganography techniques to hide the actual 
payload from the plain sight of the victim (eg. 
CerberRansomware). The authors of most Exploit Kits use 
Product as a Service (PaaS) as their business model. This 
model is also sometimes called as EK as a Service 
(EKaaS).  
 

 
 

Figure-1. Overview of an exploit kit. 

EKs are sold in the underground market, where 
the rental price for most sophisticated EK is often from a 
few hundred to few thousand dollars per month. The EK 
owner provides the buyer with a control panel console to 
manage the rented EK servers, but the buyer must provide 
an attack model. A distinct attack model combined with 
the EK is considered as a campaign. Rig Ek is the most 
wanted of them all after Angler Ek demise in 2016. Rig 
took over from Neutrino when the latter fleetingly 
succeeded to Angler from June to September 2016. RIG 
has dominated the exploit kit topography as seen in 
Figure-2, thanks to major distribution campaigns from 
compromised websites and malvertising. 
 

 
 

Figure-2. Most used exploit kit in the year 2016-17. 
 

From the above illustration, we can say that Rig 
EK is one of the most favourite exploit kit among 
adversaries. Detection of exploit kits and its payload poses 
a great challenge for the cyber security community. There 
are three different versions of Rig Ek, prominent in past 
one year: 
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 Rig-V EK - Rig-V is the VIP version of the regular 
Rig EK which started to show its-presence in late 
August and early September 2016 and showed similar 
patterns like Neutrino. Rig-V is distributed mostly via 
two campaigns, the Afraidgate and pseudo-Darkleech 
campaigns. 

 Rig-E Ek - this version is called as the Empire Pack of 
Rig EK and slightly different from its brothers by the 
original URL patterns. 

 Rig Ek - The standard version of Rig Ek. The drive-
by downloads force the RIG Exploit Kit to infect 
systems by dropping a newer variant of Locky 
Ransomware (Odin). 

 
One can question on what is the use of exploit kit 

on distribution of Ransomware and other trojans is 
because today’s campaigns are distributing malwares 
based on geographical location and OS settings and less 
regular Ransomware. Here, the TDS or Traffic 
Distributing System comes into the picture. The TDS 
feature allows the operator of exploit kit to attach more 
than one payloads to a new thread. It is actually a key 
feature to a payload seller. This document is a template.  
An electronic copy cans be downloaded from the 
conference website.  For questions on paper guidelines, 
please contact the conference publications committee as 
indicated on the conference website. Information about 
final paper submission is available from the conference 
website. 

Furthermore, the payload is made to adapt based 
on the geo-location and OS settings of the target. 
However, there is one condition put up by the seller that 
the customers must create at least one Exploit Kit thread 
per payload, using an external TDS like Sutra/BlackHat 
TDS and from that TDS, target the traffic to the correct 
Exploit Kit thread or, can ask the provider of the traffic (if 
customer has bought the traffic) where to send the traffic 
for each country that is being targeted. 

Given this notable growth of Ransomware attacks 
using exploit kit, it is very important to develop a 
detection mechanism against this type of malware. 
However, designing effective defence mechanisms is near 
to impossible without having an intuitive understanding of 
these attack vectors.Currently, security reports mainly 
focus on the advancements in ransomware attacks and 
their increasing sophistication, rather than coming up with 
a solid defence technique that should be adopted against 
this threat. In this paper, we analysed the behaviour of 
Ransomware as a dropper along with Rig exploit kit 
analysis with network indicators such that we can propose 
effective detection/mitigation mechanisms leveraging our 
findings. 
 
Rig EK framework 

The following analysis focuses on a drive-by 
download campaign observed and researched from jan-
2016 till the date of writing this paper. It forces the Rig 
exploit kit to infect systems and drop Cerber, Crypt XXX, 
Qakbotmalware.  

 

User visits a compromised but legitimate website: 
 Malicious ad in the form of iFrame redirects user to 

another compromised website. 
 Another redirect lure the user to land onto a Rig 

exploit kit. 
 Rig Exploit kit scans the browser for security loop-

holes. 
 Rig exploit kit exploits the vulnerability and based on 

that vulnerability drops a malware into the system. 
 

The diagram below shows the various 
components of the Rig exploit kit and how they 
communicate with each other. 
 

 
 

Figure-3. Rig exploit kit framework. 
 

Based on the incident reported of potential 
malware attacks, here is the timeline, ranging from 2016-
17, of incidents where Rig-V EK was used to send 
Ransomwares. 
 

 
 

Figure-4. Rig V related incidents. 
 
Analysis 

Environmental Setup- In this paper, we have done 
both, Static and Dynamicanalysis of the Rig EK as well as 
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its corresponding droppers. The initial environmental 
setup includes: 
 
 One Linux machine with two VMs running windows 

and Security Onion respectively. All the malware 
samples were brought using USB key with write 
protected feature. 

 VM running Windows OS is the test bed where all the 
analysis was done. While on another VM Security 
Onion is, running and listening to eth0.  

 For detailed analysis, a fake DNS server is used to 
lure the malware to talk to this and make the 
communication function successful. 

 Fiddler session is used to analyze the full infection 
cycle. 

 A bunch of tools like File system and registry mon-
itoring tool, Process monitoring, Network monitoring 
and change detection tools were used for better under-
standing of the methodology of the malware and its 
communication. 

 For code analysis we used IDA Pro. 
 For DE obfuscation of flash files (.swf) and to analyse 

the Action Script we used flash decompiler tool called 
FFDec and Flare. 

 At last we followed the cheat sheet for reverse 
engineering the malware [9] and analysing malicious 
document [10]. 

 The Ransomware samples were taken from [11, 12] 
and mostly by visiting compromised website. 
 

There has been no change in Rigs working to lure 
the users to Rig exploit kit through malvertising and 
compromised sites, what we have seen in the past. 
Compromised sites usually contain an Iframe which leads 
to Rig EK. The Iframe is in the page header that loads the 
Rig proxy domains which also contains an Iframe which 
leads to the RIG landing page. The full infection cycle is 
shown in the below Figure. 
 

 
 

Figure-5. Fiddler session. 
 

The second run through the same infection cycle 
gives the below result. 
 

 
 

Figure-6. Fiddler session with different results. 

The infection starts the moment victim browse a 
compromised website. The compromised website replies 
with a HTTP response. The most interesting aspect of Rig 
EK is that the actual payload is obtained in a distinct GET 
request. In the usual behaviour of malware 
communication, the exploit kit is tunneled or as an 
obfuscated payload in the HTTP packets. But in this case 
of Rig EK, the payload consists of distinct GET request, 
which is the malware executable in the byte stream. Like 
any other exploit kit, RIG EK compromises the user by 
redirecting the HTTP browser to another landing page 
hosted on the attacker’s website or CC server. This 
redirection with malign intent is usually done through 
smart malvertising or malicious iFrames. The redirection 
link points to a javascript such as: 
 

 
 

Figure-7. Javascript redirection link. 
 

Then the user request is redirected to receive this: 
 

 
 

Figure-8. Iframe which receives the landing page. 
 

The above HTML page shows a simple iframe 
which retrieves the landing page from the attacker’s 
website. The HTTP request for the landing page can be 
like this: 
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Figure-9. Landing page request. 
 

When the malware script on the user HTTP 
browser retrieves the landing page, it is usually highly 
obfuscated with high randomness and not follows the 
usual grammar or normal English language-based text we 
can see in other exploit kits. The following HTML page is 
displayed as the landing page: 
 

 
 

Figure-10. Obfuscated landing page. 
 

RIG EK does the following actions: First it 
probes the HTML browser and then delivers the EK with 
malicious payload to the end user. This figure shows the 
exploit in the flash player delivered by RIG EK: 
 

 
 

Figure-11. Flash exploit. 
 

As mentioned earlier that Rig exploit kit payload 
is not delivered together with the exploit as it happens in 
the case of many exploit kits like Neutrino but in this case 
a separate GET request contains the actual payload: 
 

 
 

Figure-12. Separate GET Request with actual payload. 
 

The naming convention for the malicious 
executables delivered by Rig EK as payloads are designed 
to be not-suspicious to the users, because the filenames 
closely resemble the system executables. For example, in 
the case of Rig EK exploiting a Windows system, the 
naming conventions are: systemrestore.exe, defrag.exe, 
dissdkchk.exe. These malicious programs may not raise a 
warning flag as these names looks similar to that of system 
management services like ’defrag’ or ’diskchk’ or sytem 
restore in a windows system. These malicious programs 
are dropped into the following path: % APPDATA 
%/TEMP folders instead of SYSTEM32 folder. 
 
CONCLUSIONS 

The presented experimental analysis and results 
suggest that preventing such advanced Ransomware 
attacks delivered through popular exploit kits, is not as 
complex. In this paper, we presented our behavioural 
analysis of variants of network directed Ransomware, 
delivered through network and we also proved the 
accuracy of our detection approach by conducting 
combination of both dynamic and static analysis on a large 
data set samples. 

Our run-time malware detection system when 
deployed in the network utilizes traffic patterns of 
Ransomware communication, key network indicators of 
exploit kits and signatures of Ransomware families and 
combines with the pro-file data from the host or end-points 
and generates actionable rules and alerts to an Software-
Defined-Networking (SDN) based IDS/IPS system, which 
facilitates timely response to the threats. Evaluations on 
various simulation of live Ransomware attacks in our 
Ransomware infrastructure, exploit kits and tools and data 
set crowd sourced from external victims, prove that our 
hybrid approach is more efficient with reasonable 
performance overhead, less false-positives, high accuracy 
than the standalone network IDS or host-based end-point 
detection mechanisms. Our future work will address how 
our defence architecture can be used in an operational 
setting for risk-based incident response system.  
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