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ABSTRACT 

Cloud storage services are widely used, due to which the volume of data on the cloud is very large. In order to 

avoid data redundancy and to make use of cloud storage efficiently, data deduplication is used which eliminates the storage 

of redundant data. Only one unique copy for each duplicate file uploaded in the cloud and the owners are referenced to that 

one file whenever they want to access. The objective of this paper is to automate the deduplication process while 

increasing confidentiality and security of the data owner and the data. The system uses user end encryption so that cloud 

services are not liable for data compromise. An effective comparison using hash value of different files helps in faster and 

secure comparison.  
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1. INTRODUCTION 

The rise in the usage of cloud computing due to 

lower cost of operation, scalability and easier access has 

paved the way for wider use of cloud storage services. 

Cloud storage services helps user to secure its data from 

local hazard as well as improve portability. The same 

concept also helps in sharing data with different users and 

work on same project simultaneously. This leads to a 

major problem among Cloud Service Provider (CSP) of 

same data getting uploaded to their storage servers. This 

results in loss of storage memory and makes access to 

users slower. Compression techniques used previously 

have proved unsuccessful in maintaining the integrity of 

data being uploaded on the cloud storage servers. Thus, in 

order to make cloud storage more efficient data 

deduplication was proposed by Zheng Yan, et al. 

suggested deduplication based on ownership challenge and 

proxy re-encryption. This system used an extra external 

system that ensures data owner’s verification and make 

cloud service provider as a proxy between the two. It 

included assumptions that the external party will remain 

free from any collusion with any other user or CSP itself 

[1]. This highly elevates the time of uploading a data and 

thus cannot be deployed for Big Data purposes. The 

intended system, let user uploads its data which gets 

encrypted on his machine as a hidden process and then get 

transferred to CSP’s server. The data can then easily be 

compared with existing files by computing there hash 

values and comparing them. This removes third party 

involvement and helps in easier process flow between the 

two parties involved.  

Deduplication has proved to achieve high cost 

savings, e.g., reducing up to 90-95% storage needs for 

backup applications, as in [2]. It has also proved space 

saving of up to 68% in standard file systems [3]. The new 

system will also provide access of data by customers who 

want to view the file by allowing data owners to approve 

their request using a secured One Time Password like 

service on mail. 

This will ensure data owner privacy and their 

data integrity while improving data sharing among known 

colleagues or customers. 

Current industrial solutions have achieved 

deduplication at the cost of extra resources or by complex 

process. In this paper, it is proposed a simple data flow 

model which keeps the architecture of our system very 

simple but at the same time it doesn’t compromise on 

speed and integrity of both data and data owners. 

The paper is organized into various sections viz. 

Section II gives the problem statement. Section III 

introduces the schemes used in the system to achieve the 

solution. Section IV describes about the data flow and 

architecture of proposed system. Section V elaborates 

inferences with security evaluations and time efficiency. 

Finally, future scope and advances is presented as 

conclusions. 

 

2. PROBLEM STATEMENT 

Current industrial Cloud Service Providers like 

Dropbox [4], Google Drive [5], Mozy [6], and other local 

CSPs provide deduplication by saving only once copy of 

file uploaded. However, this may not work if data owners 

encrypt their data using different encryption. This will lead 

to different cipher text resulting in reduced efficiency of 

data deduplication. DeDu [7] being the prime in 

deduplication is unable to segregate encrypted data. 

 

a) Data privacy and security  

The new system proposes a scheme to encrypt the 

data at the Data Owner machine itself. This way the data 

that is being transmitted to CSP will be encrypted. This 

leaves us with two major advantages over the previous 

techniques used viz 1) Data Owners are safeguarded with 

any data theft that may take place during transmission of 

data from Data owner machine to CSP’s servers. 2) CSP 

has less liability as they are not the one who is encrypting 

data. This will help them in distracting attackers. The data 

stored in the cloud will be accessible only if they are 
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registered as owners of the data. This process will be 

handled by data right grant module which will challenge 

the requesting user to prove its ownership as claimed. 

Here there are only two actors involved in the scenario. 

One will be the group of users who have the data. They 

have been named as data owners. The other actor is the 

CSP. This is a many to one relation as there will be many 

data holders who will be uploading and downloading data 

to and from CSP respectively. 

The key used to encrypt the data will be stored 

such that it is also not visible to user. The key will be 

securely put into use whenever the data holder wants to 

upload any data to the servers of CSP. The encryption will 

be done as soon as the user clicks ’upload’. This way we 

can ensure that the user is not able to view the key and at 

the same time is uploading his data securely to the servers 

of CSP. 

 

b) Data sharing 

Data sharing is an important aspect for any CSP. 

It provides its customers an advantage as the Data owner 

doesn’t have to individually send file to the designated 

customers. Instead they can upload it to their cloud and 

allow other users to download it from there. This 

implementation needs special security arrangement in 

order to allow only genuine users to download the file. 

It is suggested that the data customers get 

themselves registered in order to access the CSP’s 

interface. There it can ask for the required file from the 

owner. The owner grants or rejects the customer request. If 

the data owner have allowed the data customer will get an 

access key. This will ensure that only designated 

customers are able to access the file.  

Additional assumptions include: Data holder is 

providing the data uploaded without any further or 

different encryption from his side. If data holder is already 

encrypting data using his personal encryption, then that 

would result in generation of different cipher text even for 

the same data. Data users and CSP communicate through 

secure channel with each other. This way the CSP will be 

able to authenticate its users. Data theft will not be a 

problem here as the data is encrypted during 

communication. Thus, it reduces the liability of CSP when 

it comes to privacy issues. 

 

3. ENHANCED SCHEME 

To perform deduplication securely, we have 

following main aspects: 

 

A. Data encryption & upload 

The data to be uploaded needs to be encrypted 

before sending it to the server of CSP. This is to ensure 

that data integrity and privacy of user is maintained. Even 

the server where the data is stored is not able to view the 

contents of data. Data encryption takes place at the user 

point but the user is unaware of the key used to encrypt the 

data. The data is encrypted by using secure key Sk which 

is stored inside the uploader’s machine but is inaccessible 

to the user. 

 

Algorithm 1: Duplicate Data Check. 

Data Owner ‘ui’ login to the CSP interface using 

his credentials. 

Data Owner ‘ui’ chooses his file ‘m’ in the upload 

interface. 

Once user clicks the upload button the machine 

starts encryption of the file ‘m’ and generates E (m). 

This E (m) gets passed on the CSP servers using 

secure connections.  

The cipher file E (m) is then computed for its 

hash value H (E (m)) and is compared with all other files 

already stored in the cloud. H (E (mj)) where j= no. of files ∈ (1…N). 
If H (E (m)) = H (E (mj)), then the file is 

duplicate and, the file is discarded. The reference path of 

the uploaded file E (m) is set as same as path location as of 

E (mj) in the index table. 

The index table maintains record of all the files 

inserted. All the files are checked for its content by 

comparing its hash value to the file that is to be uploaded. 

The value for different data will therefore be different and 

for matching data the hash value will be same. This is 

necessary as the data size is too big and can’t be checked 

for small chunks. The files need to be exactly same in 

content. Only then will be it having same hash value. Here 

the CSP is able to compare encrypted file 

 

 
 

Figure-1. Data encryption and upload. 

  

B. Sharing files and granting access 
For a Data Customer Ci who wants to access a 

specific file mi can do that by first registering himself in 

the CSP server as Data Customer. Next he can search for 

the desired file and can ask corresponding Data Owner Ui 

to grant him permission to view the file. The CSP sends 

the request on to the Data Owner portal, where he can 

readily accept or decline based on his choice.  
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If the Data Owner Ui grants access then the CSP 

will generate a random key Kr and send it to Ci. This will 

ensure that only authentic customers are able to access the 

files. The reference of the key Kr and the Data Customer Ci 

will be stored in the reference table against the file mi 

 

 
 

Figure-2. Sharing files and granting access. 

 

C. Deletion of data 

When data owner Ui requests for deletion of data 

from CSP, it will check the credentials and block access of 

the user Ui for the file. This way it ensures that other user 

using the file still can use it even if they were not the 

original user to upload the file. Deletion will not 

necessarily means deleting of files if there are multiple 

users for the same. If the request to delete the file is raised 

by any ordinary data holder, then his record will be deleted 

from the index table. Even for the users who have 

originally uploaded the data and are data owners will get 

their access blocked but the file will stay in the server as 

long as there are other users using the same file. 

 

4. SYSTEM ARCHITECTURE 
The main components of the proposed system are: 

 

a) Data owner: the interface used by the client to use 

the cloud storage service. 

b) Cloud: The server of the cloud service provider 

(CSP) where operations such as deduplication check 

using hashing is carried out and the data is stored. 

 

 
 

Figure-3. System architecture. 

 

The end user after using the credentials logs into 

the interface on the CSP webpage. The data is uploaded 

into the cloud from the client machine by the end user of 

the CSP and once the data is encrypted and then the data is 

sent to the CSP server and deduplication is performed. 

Then, the data owners can view or edit the data but the 

data customers can only request permission to view the 

data through the privilege grant module and the random-

access key provided to them by the CSP, once their 

request to view the document is accepted by the data 

owner. 

 

a) Data flow 

The end user interacts with the front end or the 

website of the cloud storage service provider. During, the 

upload process a \small application is downloaded on the 

client machine to encrypt the data with AES 128-bit 

encryption using a 15 bit private key. Once the data is 

encrypted the data is broken down into smaller chunks 

depending on the chunk size for the various data types, 

specified in the backend of the system. The hash values 

are the calculated for the data chunks using MD5 hashing 

technique. If the data chunk which is being uploaded has 

the same hash value as the data which is already exists in 

the cloud, then the status of the data is uploaded as 

duplicate in the index table which is present in CSP 

database and the location of the existing file is mentioned 

in the index table, whereas if the data chunk is not a 

duplicate then the status is set as original and the file 

upload function is run to upload the new data into the 

cloud, and the location of the new data is updated on the 

cloud along with a file id for reference in the table. The 

index table is only visible to the database administrator in 

case a manual operation must be carried out on the files on 

the database. 
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Figure-4. Data flow diagram. 

 

5. RESULTS INFERENCE 

 

a) Security analysis 

The proposed schemes implement a secure 

approach to data deduplication. CSP doesn’t have access 

to the plain text any time as the file is getting encrypted 

from the Data Owner side. The CSP computes Hash value 

of cipher text. 

CSP and Users while functioning, without collusion 

guarantees that data is never compromised at the cloud 

storage. The data is being encrypted before reaching to 

CSP. Thus, CSP won’t be able to know the actual data in 

‘m’. This is ensured as user won’t share the actual data 

with the CSP. 

CSP storage will have only the data that is being 

passed on to CSP. This ensures that only E (m) data is 

getting stored. In case CSP Storage is compromised, the 

attacker won’t be able to get actual data as only Data 

Owner will be able to read it again using the CSP interface 

provided in his machine. 

 

b) Data encryption and decryption efficiency 

 

 
 

Figure-5. Period analysis of AES algorithm. 

 

In this experiment, the time taken by various 

encryptions standard of AES is demonstrated. It was found 

that greater the bit size the encryption takes even more 

time to encrypt file. 

Calculating the number of outputs that is 

expected out of different AES standard it was found that 

2^128 different possibilities of output is there if AES 128 

bit encryption is used. This using Birthday attack, a type 

of brute force attack will take 2^64 combinations to break. 

Achieving this amount of uniqueness and speed made 

AES our first choice majorly for getting lower encryption -

decryption time as compared to others. This will highly 

reduce the amount of time spent in the entire process when 

huge data files are to be considered.  

During the functional testing of the proposed 

system the following conversion of user’s file ‘m’ into E 

(m) is shown.  

Functional test of Data Customer requesting for 

data access rights and sending the Data Customer secret 

random key Kr is displayed. The Data Customer enters the 

key in CSP portal and is able to access the file. 

 

6. CONCLUSIONS AND SCOPE 

The system still has a scope of using a Secure 

Hashing Algorithm (SHA) and digital signature 

verification to check the authenticity of the data uploaded 

by the user. The system for data deduplication could be 

migrated to other platforms such as smartphones, Personal 

Computers (PCs), etc. This system cloud is used in other 

web services such as messaging services, web hosting, etc. 

to make them system more efficient and handle more data 

volumes. The proposed system can use more advanced 

version of secured hashing and encryption methods to 

perform this function. 

Apart from these, the proposed system has the 

following added flexibility. The resolved system is 

efficient in implementing de duplication in big data files 

too. The hashing algorithm can be taken of greater bits like 

SHA1 and SHA2 in order to regulate collision resistance. 

This factor defines probability of finding same hash values 

for different data in files. The process that is put forth 

follows a very simple to understand and implement 

approach. This fact will result in wider acceptability of the 

model for use. This simplicity is achieved without 

compromising on privacy and data integrity. 

Deduplication of encrypted data is very useful in order to 

make a cloud service successful... In case of big data 

analytics and other industries where file sizes are huge; 

our proposed system will bring out simplicity in carrying 

of these operations. Further the functional implementation 

of our project brings out the practicality in it. 

Future work includes testing with more secure 

encryption and hash algorithm. Securing CSP database 

where index tables are stored is an option that could be 

explored for the system. 
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