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ABSTRACT

Recent spread out of personal digital assistants (PDA) and mobile phones demanded fast plus highly secured
digital transactions. Meanwhile, rapid technological advancement has allowed the transmission of the wealth of multimedia
information from one device to another, especially in the field of medical, banking, defense, education, etc. to cite a few.
The image file in the multimedia data often contains sensitive and confidential information, where the security and privacy
need to utmost preservation without being accessed by the unauthorized users or adversaries. To overcome such security
issues, we proposed an improved genetic algorithm integrated chaotic radial basis with resonance theoretic neural network
(GA-CRB-RTNN) to generate the key sequences for encrypting the gray and color images before transmission. The
network was further optimized via genetic algorithm (GA) that analyzed each image pixels by selecting various rows and
columns. In this approach, mutation and crossover operations were used to generate the chaotic key sequence for
successful encryption of the host images and subsequent generation of the cipher image. This scheme was shown to reduce
the expectant attacks and enhanced the security appreciably while making the multimedia data transfer. Furthermore, the
efficiency of the encryption process in the context of the medical and normal images was evaluated in terms of the mean
square error rate (MSER), the correlation (vertical and horizontal), the structural similarity (SSIM) index, and the

histogram.
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1. INTRODUCTION

In recent times, the exponential growth of
diverse digital communication technologies and cloud
services lead to the innovation in digital transactions,
where vast amount of personal data, confidential
information and sensitive documents can easily be
managed (storing and retrieving at faster rate) securely [1].
During the transaction, the digital system undertakes
several security measures [2] via the authentication
mechanism such as e-signatures certification to maintain
the personal details. It is this security that convinces the
public to trust on the digital transaction, especially for
medical reports, bank payments, defense operation, etc.
Amongst different types of electronic digital data
transmission [3], medical reports transaction have been
playing a vital role because in each year about $8 billion
of such operations are performed (CAQH Index report,
2015).

The digital transactions of medical reports [4] is
not only economic but also time saving. The senior
manager of Reynard Washington acknowledged that the
digital transaction based medical report contains several
information related to care details, wherein its standard
format can be used to save the labor cost while analyzing a
particular patient [5]. Over the years, many cryptographic
methods have been developed such as symmetric and
asymmetric which are freely available when transmitting
the electronic report in the cloud [6]. Despite several
dedicated efforts an improved scheme for highly secured
digital data transmission has not been achieved yet. So far,
to protect the digital data from intermediate attackers the
security remains one of the major issues [7]. Certainly, the

unauthorized access can create numerous setbacks
involving data reputation, patient life data theft,
information alteration, loss of prestige and fame of
company or individual, etc. Thus, the main objective of
this paper in to introduce an accurate method for secure
digital transaction of medical images [5].

In the past, intensive researches have been
performed to achieve enhanced security measures related
to digital transaction. Homomorphic cryptographic
algorithm based electronic health record transformation
protocol has been developed [8], where the medical image
was encrypted pixel by pixel before being transmitted into
the cloud. This process allowed to improve the image data
confidentiality as well as maintained the security during
transaction. A novel tailored visual cryptography
encryption process [9] was introduced for avoiding the
intermediate access of data during transmission. This
encryption system followed four steps such as split,
covert, pixel analysis and merging, which in turn assisted
to compress the image without affecting its quality. After
generating the encrypted image, decimal conversion
process was applied for getting the original image with
improved confidentiality, integrity and availability of the
medical image. The performance of the system was
evaluated using JPEG image to examine the security based
transaction.

The crypto-compression approach based digital
medical image transaction was introduced for maintaining
the confidential data [10]. This crypto-system contained a
chaotic map that utilized the DCT and encryption process
while analyzing each image pixel. This process attained
effective results, which were evaluated in terms of
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sensitivity and statistical measures. Using tamper
localization scheme, the confidentiality, integrity,
availability and authenticity of the image transaction was
improved [11]. This scheme wused the symmetric
encryption function and the hash code for generating the
encrypted medical image. Additionally, elliptic curve,
digital signature and whirlpool hash function were
employed to analyze the integrity of the medical image
during the digital transaction. The system also utilized the
watermarking process to examine the image pixel in terms
of least significant bit (LSB). Many divisions of the entire
image into different blocks could enhance the security
level, because it was difficult for the unauthorized user to
find exact blocks. The system performance was evaluated
by conducting experiments.

To attain the high level security and extreme
confidentiality during medical images while transaction,
diverse cryptographic algorithms were proposed. It is
realized that managing the secret information in medical
images is difficult from the threat of intermediate attacks
and unauthorized access. Driven by this need, we
proposed an improved genetic algorithm integrated chaotic
radial basis with resonance theoretic neural network (GA-
CRB-RTNN) for managing the security issues involving
the digital image transaction. In this approach, the neural
network was combined with the genetic algorithm [12] to
minimize the error rate while generating the key sequence
for image to be transacted. The efficiency of the
encryption scheme was analyzed for both the medical and
the normal images. The performance evaluations were
made in terms of the mean-square error rate (MSER),
correlation (vertical, horizontal), structural similarity
(SSIM) index, and histogram. This paper is organized as
follows. Section 2 depicts the improved GA-CRB-RTNN
based secure medial image transaction. Section 3 analyzes
the performance efficiency of the developed system.
Section 4 concludes the paper.

2. IMPROVED GA-CRB-RTNN BASED SECURED
IMAGE TRANSACTION

Generally, a transacted image encloses several
confidential and sensitive information [4]. Particularly,
medical images that contain rich information must be
hidden from the illegal access via utmost security
measures. Thus, original images must be altered into other
unreadable format so that it becomes incomprehensible to
the access of intermediate users. To provide the security
into the transmitted images, chaos theory was used, which
was comprised of nonlinear dynamical [5] concept and
conditions. These conditions allowed the generation of a
particular sequence called chaotic sequence that was
further used to attain an effective encrypted and decrypted
image along with the improved RTNN. The same chaotic
NN that was used to the sender and the receiver for
encryption and decryption process in turn led to secured
image transmission with integrity and authenticity [13].

In the encryption-decryption scheme, a set of
initial parameters were chosen to generate the chaotic
sequences. Let r(n) be the digital signal of length L and
one-byte value of the signal is ranged from O to (L-1).

After making the initial arrangements, control unit U value
was determined together with the initial point, i(0) of the
(1-T) logistic map. From the defined parameters, the
generated chaotic sequence can be written as
i(1),i(2),...... i(L) by i(n+1) =um)(1 —x(n)). Based
on the chaotic sequence, binary representation b(O) of the
sequence can be generated as b(1),....b(8l —1) from
i(1),i(2),...... i(L). Then, the generated binary
representation of image can be denoted as, b(8l—
8)b(8l—7)...b(8l—2)b(Bl—1) According to the
initial chaotic conditions, the digital signal value of the
control sequence can be estimated as:

r(n) =X]oot; * 2/ o)
lifj=1land b(8*n+*i) =0

wij =f(x)={-1if j=iand b(8*n=*i) =0 2)
ij#i

—~if bB*n+j) =0
6 =11 . ©)
Elfb(8*n+])=1

forj = 1 to 7 one obtains:
ti = f(2,7-=o wj; * tj + 9]‘) 4

Using the above chaotic sequence and logistic
control map value, the following digital signal can be
generated:

r(n) = Y] od;* 2/ o)

The generated signal was considered as the
encrypted value. During the encryption process, the
network was trained by RB-RTNN [12] to achieve the
effective chaotic sequence, which in turn reduced the
efficiency of the unauthorized access while transmitting
the images. The NN was trained the generated chaotic
sequence using the comparison field, recognition field,
vigilance parameter and reset module. The generated
sequence was taken as input in the comparison field that
checked the observer expectation in the recognition field,
which was performed via the network weights value
matching process. During the training process, the network
simultaneously utilized the radial basis as the activation
function which performed well even if the generated
sequence varied according to the image pixel values. The
activation function can be defined as:

yX) =3 wio(llx — x;1) (6)

where y(X) is the closest trained output of the chaotic
sequence, Nis the number of sequence, w;is theweight of
each data,x is the input data and x; is the center of the
dataset.

The trained output value was transmitted to the
reset module that compared the calculated data with the
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observer data sequence expectation along with the
vigilance parameter [14]. When the -calculated data
satisfied the observer expectation, it could predict the
value in the recognition field. Otherwise, the process was
repeated until it could predict the exact trained value. The
weight connection of each layer can be defined as:

AWy = 8,y7 (7)

Based on the weight value, the output can be
generated via the expression:

68 = (db - y2)F'(8%) (8)

During the output estimation process, in case any
error value occurred in the network the radial basis
activation function (6) was applied to minimize the
network error rate. Next, the weighted update rule can be
applied to the network via:

AW = yS,fyf )]

This process was repeated until the entire
generated chaotic sequence was trained via the RBNNs.
Using the obtained logistic map sequence can be written as
inm+1) = ,u(n)(l - i(n)) andi (j) =muxi(j—1) *
(1—x(j—1). The RRTNNweights based chaotic
sequence and the output weight logic was defined as:
if (bc,i = 0)and i = j, the weight value was 1; if (bc,i =
1)and i = j, then the weight value was -1; and if i # j
the weight value was 0.

Based on the weight value, the output can be
estimated as:

output = sum (Weight * Il-]-) +0 (10)

According to the output of the generated
sequence, the input image was encrypted using the GA
[15]. Being one of the optimized algorithms, GA was used
to find the approximate solutions from the collection of
problem space. During the searching process, the network
utilized the selection, the crossover and the mutation
operator together with the fitness value to attain the
effective results. First, the height and the width of the
image input image that needed to be transmitted in the
network was obtained. From the obtained image values,
the module operation was performed as H mod 8 and W
mod 8. When the estimated value was equal to O then the
image was divided into different blocks each of dimension
(8 x 8). When the module value was not 0, then the
operations such as H=H+(8-(H mod 8)) and W=W+(8-(W
mod 8)) were performed and the image was divided into
different blocks [13, 16]. After dividing the blocks,
crossover operation was performed by randomly selecting
two strings (vertical and horizontal) from the block. The
location was identified together with these strings, wherein
the portions [16] of the string was swapped to get the
encrypted image. During the crossover operation, secret

key was obtained from the above NN generated chaotic
sequence. The mutation operator was applied to each pixel
presented in image via the operation:

V;[black] = 255 — V;[black] (11)

Using this process, the encrypted image was
generated corresponding to the information of each block.
This process was repeated continually to obtain the
excellent encrypted image before being transmitted in the
network successfully. In the receiver side, the reverse
operation was performed for decrypting the image using
the mutation and the crossover operator together with the
generated chaotic key sequences. Finally, the system
performance was evaluated via experiments as discussed
underneath.

3. PERFORMANCE ANALYSIS

The performance evaluation of the proposed
system was evaluated in terms of MSER, vertical and
horizontal correlation, MSER, SSIM index and histogram
based security metrics. A set of medical and normal
images those are effective for information transmission
process were used. Entire coding was performed using
MATLAB [17] programming software. The MSER metric
is the simplest and the most widely used measure for the
full-reference image quality [18]. It determines the
average of the square error which is defined as the
difference between the error by pixel value of the original
image from the transacted encrypted-decrypted image.
This metric is frequently used in signal processing and can
be defined as:

2

wsE= LSS ()£ 60) o

MN =1 j=I

where f(l,]) is the original image, f(z,]) is the
decrypted image after achieving the transferred image with
security, M and N are respectively the image height and
the width.

The error rate of the proposed GA integrated
CRB-RTNN system (GA-CRB-RTNN) was compared
with the existing art-of-the techniques including the
chaotic cryptosystem (CC), NN based cryptosystem
(NNC) and CNN based cryptosystem (CNNC) as depicted
in Figure-1. It is evident that the error rate could improve
the overall correlation in both horizontal and vertical
direction.
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Figure-1. Comparison of the MSER of the proposed
system with the existing techniques.

The normalized correlation (NC)thatmeasures the
j)) and
decrypted image ( f '(i, ])) was calculated using the

similarity between the original image ( f (i,

expression:

S () )
NC =2 (13)
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where M and N are respectively the image height and the
width. The proposed GA-CRB-RTNN system error rate
was compared with the some of the existing systems such
as CC, NNC and CNNC as illustrated in Figure-2.
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Figure-2. Comparison of theNC of the proposed
system with the existing techniques.

Figure-3 compares the SSIM of the proposed
system with the existing art-of-the techniques. In fact, the
achievement of strong NC between the transmitted and the
received image allowed us to improve the overall
structural similarity during the image transaction.
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Figure-3. Comparison of theSSIM of the proposed system
with the existing techniques.

Figure-4 displays the estimated histogram image,
indicating clear distribution of the image pixels according
to the pixel color intensity value. In fact, the histogram of
the image pixels was found to be distributed among the
number of pixels at each intensity level in an effective
manner. In short, the proposed GA-CRB-RTNN could
effectively maintain the security, integrity, authentication
and availability of the images with effectiveness.
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Figure-4. Histogram distribution of the proposed GA-
CRB-RTNN system.

CONCLUSIONS

The paper proposed an improved GA-CRB-
RTNN system for secured image transaction. Using the
input image, a chaotic key sequence was generated via
different layer of the NNs. The weights of the network
were constantly updated along with the learning rule
during the key generation process, which could avoid the
error value in the generated keys. Using the chaotic key,
the GA was applied to encrypt the image. The selection,
mutation and crossover operators were utilized. The
proposed algorithm decomposed the images into (8 x 8)
block with respect to the height and the weight value. Each
pixel was mutated to obtain the encrypted image by means
of the key sequence; thereby it ensured the successful
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authentication. The performance of the proposed system
was evaluated using MATLAB simulation, wherein the
medical and the normal images were examined. The
achievement of high the high correlation and similarity
together with low MSER value suggested that the
proposed GA-CRB-RTNN system is advantageous for
secured image transaction in the Internet network.
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