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ABSTRACT 

This paper presents smart security system based-on Imperialist Competitive Algorithm Neural Network (ICANN). 

The proposed system consists from high-resolution camera, motion sensors, and control system. The Camera installed up 

side of security main gate, park's entry, and office's gate connected with motion sensors. The comparison process start in 

case person detected by motion sensor. The comparison process between saved image of authorized person with image of 

suspected person take it by (USB  full HD camera),  if there is a matching between them, the decision of control system 

will open the gate if there is no matching the gate stay in closed case. In addition to that, all gates controlled by central 

control office to send alarm in suspected cases. Principal Component Analysis (PCA) used for features extraction and 

ICANN for image detection and all software recognition process is based-on (Math Lab). The results obtained from the 

simulation system shows faster more accurate than other traditional methods. Moreover, the results show efficient and 

reliable security system with accuracy around 96%. Practical system shows excellent agreement with that obtained by 

simulation results. 
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1. INTRODUCTION 

Video surveillance has acquired wide attention 

and interest due to the growing concerns about security. 

Facial recognition in critical surveillance environments to 

identify potential terrorists and criminals on the watch list. 

While the performance of face recognition systems has 

improved substantially [1]. Making the problem difficult 

to recognize because of the rotation of the head and the 

large disparity tends levels, and the intensity and angle of 

illumination, facial expressions, aging, etc. It allows other 

attempts so in facial recognition with machine small or no 

inconsistency in these quantities. In any case, the way of 

correlation (or pattern match) equipped with the optical 

data, which users often for some of the researchers, is sure 

to fail in cases where a large fluctuation. In particular, the 

presence of very low correlation between the two images 

of the same person sessions from a different president. In 

particular, a very low correlation between the two images 

of the same person in different revolving President [2].  

Some famous approach used in facial recognition (PCA, 

LDA, LPP, LLE, etc.) [3, 4]. The other techniques used to 

distinguish faces is to use deep learning algorithm or deep 

learning neural network [5, 6]. However, any intelligent 

security system, two elements that guarantee maximum 

security is a video monitoring and the recognition of 

access to grant system. 

In this paper, smart security system based on face 

recognition are designed and implemented. This system 

combines excellent features extraction in image detection 

with high accuracy in face recognition using ICA and PCA 

algorithms respectively. The system show reliable with 

efficient detection in real time with high speed and high 

accuracy system using ICA algorithm compared with Back 

Propagation (BP) neural network. However, it can be use 

in wide range of practical applications which depend on 

face recognition concept. 

 

2. CONCEPTOF IMPERALIST COMPOTITIVE  

    ALGORITHM 

The ICA mimics the procedure of rivalry between 

realms in human culture. It begins with a haphazardly 

produced introductory populace of size N, which called 

nations, much the same as the chromosomes in the 

hereditary calculation. The expense of every nation is 

compute by the condition particular for the issue to be 

upgrade. At that point, nations are separation into radicals 

and states. Radicals are the best nations in the populace, 

and provinces are the others exited. At that point the 

provinces arbitrarily conveyed to the radicals. The 

quantity of states that a settler gets is relative to its energy. 

Here the force of every settler is figured and standardized 

relied on upon its expense. The settler with greater force 

worth is better. One radical and its states comprise of a 

realm together, accordingly a few domains are introduce. 

After, inside every domain gather, the settlements moved 

to the position of the settler as indicated by a specific 

guideline. This procedure called "digestion" reenacts the 

osmosis procedure the settler actualizes on its provinces in 

a reasonable society. In the meantime, a few provinces are 

haphazardly chosen out and supplanted with new 

arbitrarily created nations. This procedure called 

"upheaval", simply like the transformation in the 

hereditary calculation, recreates the sudden change in the 

socio-political qualities of a settlement in a sensible 

society. During the time spent digestion and insurgency, if 

a settlement turns out to be superior to the settler does, the 

province and the radical will trade their parts.  

The aggressive conduct between the realms is the 

center of the ICA. In this stage, all domains attempt to 

involve provinces from others [7]. The ingestion strategy 

appeared in Figure-1, makes the primary center of this 

calculation and causes the nations move towards to their 

base optima. The settlers assimilate these provinces 

towards themselves as for their energy. The aggregate 
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force of every radical is dictated by the force of its both 

parts, the realm power in addition to percent of its normal 

states power [8]. 

 

 
 

Figure-1. Moving colonies toward their imperialist. 

 

Derive an expression of imperialist competitive 

algorithm (ICA) equation as follows [9], [10]:  

The array of random points on the cost function 

defined as follows:   

 

Country=[d_1,d_2,d_3,…,d_n ].                                     (1) 

 

The cost of a country found by evaluation of the 

cost function: 

 

Cost=f(Country).                                                              (2) 

 

To start the optimization algorithm, initial 

countries of size NCountry are produced. The selection of 

this number is based on trial and error and the amount of 

this number depends on the number of dimensions of 

optimization problem. We select Nimp of the most intense 

nations to shape the domains. The remaining Ncol of the 

underlying nations will be the states each of which has a 

place with a domain. To frame the underlying domains, 

the underlying number of settlements of a realm ought to 

be straightforwardly proportionate to its standardized 

force. The normalized cost of an imperialist defined by: 

 𝐶𝑗=𝑐𝑗 − 𝑚𝑎𝑥{𝑐𝑖}.                                                              (3) 

 

Where, cj is the cost of the jth imperialist and Cj 

is its normalized cost. The normalized power of each 

imperialist is [11]: 

 𝑝𝑗 = | 𝐶𝑗∑ 𝐶𝑖𝑁𝑖𝑚𝑝𝑖=1 |.                                                                 (4) 

 

Then, the initial number of colonies of the jth 

Empire will be: 

 𝑁. 𝐶.𝑗 = 𝑟𝑜𝑢𝑛𝑑{𝑝𝑗  . 𝑁𝑐𝑜𝑙}.                                               (5) 

 

To divide the colonies, N.C.j of the colonies are 

randomly chosen and given to the jth imperialist. 

In the settler aggressive calculation, the digestion 

strategy is demonstrated by moving every one of the states 

toward the colonialist. This development is appeared in 

Figure-1 in which a state moves toward the colonialist by 

x units. The new position of the state is appeared in darker 

shading. The bearing of the development is the vector 

from the province to the colonialist. In this figure, x is an 

arbitrary variable with uniform conveyance. Then: 

 𝑥 ~(𝑂, 𝛽 × 𝑑).                                                                 (6)  

 

Where, β is a number greater than one and d is 

the distance between the colony and the imperialist state. β 
>1 causes the colonies to get closer to the imperialist state 

from both sides [9]. On the off chance that there is a state 

in a realm which has lower fetched than that of the radical, 

trade the positions of that settlement and the settler, and 

afterward process the aggregate expense of all domains.  

The aggregate force of a realm relies on upon 

both the force of the radical nation and the force of its 

provinces. This can be displayed by characterizing the 

aggregate force of a realm as the force of colonialist nation 

in addition to a rate of mean force of its states. Along these 

lines, the aggregate expense of a domain is controlled by 

[12], [13], [14]:  

 𝑇. 𝐶.𝑗 = 𝑓(𝑖𝑚𝑝𝑟𝑖𝑎𝑙𝑖𝑠𝑡𝑗) + 𝜉∑ 𝑓(𝑐𝑜𝑙𝑜𝑛𝑖𝑒𝑠 𝑜𝑓𝑒𝑚𝑝𝑖𝑟𝑒𝑖)𝑁.𝐶.𝑛𝑖=1 𝑁.𝐶.𝑗 .      (7)  

 

Where ξ is a positive small number. Next, pick 

the weakest state (provinces) from the weakest domains 

and give it (them) to the realm that has the most 

probability to have it (imperialistic rivalry). To begin the 

opposition, the standardized aggregate expense of a realm 

is gotten:  

 𝑁. 𝑇. 𝐶.𝑗 = 𝑇. 𝐶.𝑗−𝑖𝑚𝑎𝑥 {𝑇. 𝐶.𝑖 }.                                        (8)  

 

Where: T.C.j = total cost, the possession 

probability of each empire is given by: 

 𝑝𝑝𝑗 = | 𝑁.𝑇.𝐶.𝑗∑ 𝑁.𝑇.𝐶.𝑖𝑁𝑖𝑚𝑝𝑖=1 |.                                                         (9) 

 

To divide the mentioned colonies among empires, 

vector P is formed as follows: 

 

P = [pp1, pp2, . . . , ppn].                                              (10) 

 

Then, the vector R with the same size as P whose 

elements are uniformly distributed random numbers is 

created. Next, vector D is formed by subtracting R from P. 

 

D = P – R.                                                                      (11) 

 

Referring to vector D, the mentioned colony is 

handed to an empire whose relevant index in D is 

maximized. Finally, eliminate the powerless empires and 
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if there is only one empire left, stop, if not go to 

assimilation [6].  

The algorithm progresses to reach an optimum 

solution for the studied problem. Figure-2 shows the 

flowchart of the proposed method for estimation and 

detection of the image using imperialist competitive 

algorithm. 

 

 
 

Figure-2. Flowchart of the proposed method using ICANN algorithm. 

 

3. THE PRPOSED ARCHITECTUREOF ICANN 

ICA is one of the most recent methods that can be 

fitted into ANN. A domain is comprised of nations, where 

every molecule has a position and a speed. The possibility 

of ICA in ANN is to get the best arrangement of weight 

(or nation cost) where a few nations (issue arrangement) 

attempt to move to get the best arrangement.  

In ICANN, the expense of every nation in realm 

speaks to an arrangement of weights for the present age or 

cycle. The dimensionality of every nation is the quantity 

of weights connected with the system. The molecule 

moves inside the weight space endeavoring to minimize 

learning blunder (or Mean Squared Error-MSE or Sum of 

Squared Error-SSE). Changing the cost implies 

redesigning the weights of the system to diminish the 

blunder of the present age. 
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4. METHODOLOGYOF ICANN AND BPNN 
In order to implement ICA in neural network and 

comparing the performance with BPNN, the following 

steps have been followed: 

 

a) Determine training pattern from datasets. 

b) Define neural network architecture. 

c) Determine network parameters. 

d) Run ICANN. 

e) Run BPNN. 

f) Comparison and analysis of the results. 

5. TRANING ANN USING BP& ICA FORFACE  

    IMAGES 

Three-layers ANN are utilized to do the 

acknowledgment on this work for all datasets. The 

aggregate number of neurons for each shrouded layer is 

distinctive relying upon the grouping issue. Number of 

info layer and yield layer typically originate from number 

of trait and class quality. Notwithstanding, there is no 

fitting standard principle or hypothesis to decide the ideal 

number of shrouded hubs.  

In this work, experimentation has been utilized to 

decide number of shrouded neurons. The actuation 

capacity used to figure yield for every neuron is tensing 

enactment (exchange capacity condition) aside from 

information neuron. 

6. DESIGN OF PRACTICAL FACE RECOGNITION  

    SYSTEM 

The block diagram of the proposed security 

system is shown in Figure-3. There are hardware and 

software tools are used in the   proposed security system. 

Hardware tools include, Full-HD USB Camera, PC 

(personal computer), motion detector (door image contact 

sensor), gate with electronics lock, alarm (Buzzer). 

Software tools include, (Math lab version14), Artificial 

Neural Network (ANN), Principal component analysis 

algorithm (PCA), Kalman filter module, and Imperialist 

competitive algorithm (ICA). 

PC controls the hardware tools, where the motion 

detector installed in the upside of the entrance gate that 

send signal to PC in detected person case. These signals 

send into Camera by PC for taking image for that person. 

Software tools process this image. The first step is the face 

tracking. In the face tracking module Kalman filter are 

used to represent the appearances of the tracked head. The 

model is applied to the head appearance to keep head 

tracking and to predict the head position. The next step in 

processing is features extraction of the face using PCA. 

Finally, the recognition process is achieved using artificial 

neural network and imperialist completive algorithm 

(ANNICA). The results of recognition back to PC for 

comparison with data base saved  in PC, if there is 

matching of the detection image, the decision is open the 

gate, in case of mismatch, the entrance gate still lock and  

the alarm (buzzer) is operate. 

 

 

 
 

Figure-3. Block diagram of face recognition system. 

 

Match

Mism
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7. RESULTS AND DISCUSSIONS 
In our proposed, the MATLAB package used to 

solve equations (1 to 10). And for training the neural 

network. The face images (fingerprint) of selected persons 

are classified based on ICA algorithm. The face images of 

three different persons are shown in Figure-4. 

 

 
 

Figure-4. Samples of images captured by full-HD camera 

 

 
 

Figure-5. Samples of faces detected using Kalman filter. 
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Figure-6. Samples of faces recognized using ANNICA. 

 

Figure-5 shows the Face detected of the images 

using Kalman filter for stating the process on these images 

using Principals Component Analysis (PCA) for features 

extraction and face recognition using Artificial Neural 

Network (ANNICA) as shown in figure 6. 

 

8. SIMULATION RESULTS OF TRANING ANN  

    WITH ICA AND BP 

Before training process, the parameters of 

training algorithm (ICA) are initial number of countries is 

set to 300 that 20 of them are chosen as initial imperialists 

to form initial clusters with 20 decades. In addition, β and 
α are set to 1.5 and 0.5 (rad) empirically. The initial 
weights are randomly generated between [-20, 20] and 

biases between [-15, 15]. The problem dimension (total 

number of weights and biases) represents the size of 

search space in X-Y dimensions, which is calculated from 

the relation below: 

 

Dimension = (InputNN×Hidden) + (Hidden×OutputNN) + 

Hiddenbias + Output bias. 

 

The parameters of Back-propagation algorithm 

are set to the momentum coefficient α=0.9 and the 

learning rate η =0.54. 
The initial weights and biases are randomly 

generated between [-0.45, 0.45]. In the training process, 

three cases are discussed in this work as shown below. 

During training, 

The ANNs were presented with output data. As 

shown in Figure-7, there are only five output variables in 

the training image data set. 

Figure-8 represent the Mean Square Error (MSE) 

of ANN-ICA, while Figure-9 show the MSE of ANN-BP 

from the Figures, it can be seen that the ICA method is the 

most effective method. 

 

 
 

Figure-7. The performance of ANNICA training. 

 

 
 

Figure-8. The accuracy of the performance. 
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Figure-9. The performance of ANNBP. 

 

Table-1 shows the performance parameters of the 

designed system using ICA algorithm compared with BP 

algorithm. 

 

Table-1. The performance of the designed system. 
 

Specification ICA 
Back 

propagation (BP) 

Number of 

Iteration 

20/1000 

iterations 
250 

Population Size 30 - 

MSE 5.8955x10-8 1.245×10-7 

No. of Neuron 80 80 

Time (Sec) 106 360 

Accuracy (%) 99.2% 97.8% 

 

9. CONCLUSIONS 

Biometric advancements developed as the most 

encouraging choice to see people as of late since, rather 

than individuals establishing and permits them access to 

regular regions, and the default in view of passwords, 

shrewd cards, codes, keys et cetera, these strategies look at 

individual physiological and/or behavioral attributes to 

choose and/or his personality. Passwords and numbers are 

hard to recollect, and can be stolen or speculated. Cards, 

images, keys, and so forth can be lost, overlooked or 

rehash, and that the attractive cards can get to be 

adulterated and ambiguous. Be that as it may, the 

characteristics of the individual assorted qualities can't be 

lost, overlooked, stolen or biometrics strategies 

incorporate the distinguishing proof taking into account 

physiological attributes, (for example, face, fingerprints 

and finger geometry, hand geometry, and retina of the eye, 

ear and sound) get the keys.  

The proposed framework taking into account face 

acknowledgment strategy is use ICA calculation to allow 

approved persons for intersection the doors and keep the 

suspected individuals confirmed high effective and exact 

framework. Simulation results showed an efficient, 

reliable and accurate security system especially in case of 

PCA algorithm design. The viable results demonstrate the 

96% exactness rate. 
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