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ABSTRACT

Nowadays, security on communication was a necessity. However, sending an encrypted message can draw a
suspicion from unintended parties. So, sometimes cryptography doesn’t guarantee a full security because it could attract
attempts to break and reveal the encrypted message. Steganography was introduced as a method to secure a secret message
by hiding it inside an unsuspicious message. The message can be plain text or other data that can be represented as streams
of bits. Many of steganography techniques are being proposed from time to time, means steganography is a promising
method to secure a communication line beside cryptography. In this paper, an experiment is conducted by comparing two
text steganography techniques, which is UniSpaCh and a steganography technique by altering the foreground color of an

invisible character.
Keywords: steganography, bits, text, hiding, suspicion.

1. INTRODUCTION

The rapid development of communication
technologies demands a technique to secure a
communication line between parties. Especially when a
sensitive data are involved, such as medical data,
transaction detail, banking data etc., those data should only
be obtained by the intended recipient. Cryptography is
often used to secure those, but it still raises suspicion from
third parties if spotted. Then, it could lead to attempts to
crack and break the encrypted message to reveal the
original one. In other ways, steganography was used to
hide the presence of the secret message beneath a
suspicious message. It really shows it advantages when it
comes to digital text documents, it has a lot of features to
be used a media to hide a secret message in
steganography. Text steganography is a technique to a
hide a text message within another cover text. The goal of
steganography is to make the presence of the original
message not realized by unintended parties by hiding it
through innocuous cover when transmitted between
communication lines. Moreover, steganography is such a
good addition to cryptography to ensure even more
security.

2. TEXT STEGANOGRAPHY

In Figure-1, a basic text steganography scheme
was shown. First, by applying an embedding algorithm, a
secret message will be hidden in a cover text. Then, it will
produce a stego text. Next, the stego text will be sent
through a communication channel, internet for example. In
the recipient side, in order to recover the secret message
hidden beneath the stego text they need to apply a
decoding algorithm. The purpose of the key is to prevent
easy detection and/or recovery of the secret message from
unintended parties and assist in hiding (encoding) process.

Cover Text

Secret message Encoding

v

Key Stego Text

Decoding

l

Cover Text
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Figure-1. Simple scheme of text steganography.

In [2], text steganography was classified into
three categories, random and statistical generation, a
format based, and linguistic method.

Random and statistical generation is when a
cover text generated according to statistical properties.
This method based on a sequence of word and character.
The information hidden in the character or word within the
cover text must be to be random otherwise it could be raise
unnecessary suspicion when the cover text got intercepted
by unintended parties.

Format based apply a formatting on the physical
aspect of the text document in order to hide the secret
message [1]. Aspect such as font size, a space character,
character color can be altered to hide a secret message on
it. It is difficult to detect the change with human eyes, but
it can be detected with a computer program.

Linguistic method uses the linguistic aspect that
appears in the text document to hide the message.
Abbreviation, and synonyms were an example of it, even
an errors can be uses to hide the secret message [3].
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3. RELATED WORK

WhiteSteg uses white spaces to hide the secret
message [1]. The white spaces that are being use for data
hiding is inter-word spaces, inter-sentence spaces, and end
of line spaces. For example, bit 0 and 1 are represented by
a space character in their respective place. In inter-word
spaces, a single space could represent bit 0 while a couple
of space could represent bit 1. For, inter-sentence spacing
it could be the same on how the space characters are used
but they are being placed in the last character of a
sentence. In end of line spaces, a single spaces can be use
to represent bit 0, two spaces to represent bit 1, and so on.

Khairullah [4] proposed a text steganography
technique which is alter RGB value of invisible character,
such as normal space and tab space. First, every character
in the message needs to be converted into binary value,
then convert those binary value into their respective
decimal value. The decimal value will be place as a RGB
value of invisible character (normal space or tab space).
The color attribute of those two characters will not appear
to the user like any other visible characters, so it could
potential to hide a data in form of RGB value of those
characters.

Mahato et al. [5] proposed a text steganography
technique that generating Huffman code based on non-
occurance probability of a synonym sets. The synonym
sets is based on the words that appear on the cover text.
The synonyms sets are used to matched with Huffman
code of respective word synonyms to embed the bits of the
secret message.

Line Shifting [6], this text steganography
technique was done by moving a text line whether
vertically up or down. The data that want to be hidden will
determined whether a text line will be moved up or down,
for example if it is bit O then a text line will have to moved
up and if it is bit 1 the text line have to moved down or
otherwise.

Word Shifting [6], this technique perform a
horizontal shifting of a particular words to hide a secret
message. A word need to be shifted to the left to hide bit O
and shifted to the right to hide a bit 1 or otherwise. If a
cover text have a very varying distance between words,
this technique will be very suitable because it will look
lees recognizable.

Feature coding [6], a feature that available in the
cover text altered to hide a secret message. A feature
example for a text is vertical lines in characters such as b,
d, h can be altered either shortened or extended to hide a
message.

Listega [7], this text steganography technique
works by concealing a secret message in the list-based
cover text. The list could be anything that is common to
write it in a text list such as shopping list, book list, music
list, etc. The textual list will be send through a
communication line that have been acknowledge by every
parties that involved, thus make this technique very robust
because only the involved parties know the rule of this
steganography technique.

Shahreza et al. [9] proposed another text
steganography technique by using word synonyms to

conceal a secret message. It use synonym based on US and
UK terms in English, for example ‘Movie’ is an US term
of ‘Film’ in UK. Then the synonyms are choose whether is
an US term or an UK term to hide a bit O or a bit 1
respectively, at the end the extracted data will be saved in
user computer.

4. UNISPACH

This particular text steganography technique
utilizes Unicode space character to conceal a secret
message in a text document with Microsoft Word [10].
The Unicode space characters were inserted in the white
space available in the document. Three spaces are eligible
for hiding data in the UniSpaCh, it was inter-word
spacing, inter-sentence spacing, and end of line spacing.

Out of 18 Unicode space characters available,
only 8 are eligible for data hiding purposes [10]. Because
when ‘Show/Hide Formatting Marks’ are use in Microsoft
Word that shows us any kind of formatting indication such
as space characters and tab space, the rest of Unicode
Space Character will appear as square and degree symbol.
Those 8 Unicode Space Character that will be use to data
hiding purposes is shown in table 1 below.

Table-1.Unicode space characters suitable for

data hiding.

Code Name
U+2000 En-Quad Space
U+2001 Em-Quad Space
U+2004 Three-Per-Em Space
U+2006 Six-Per-Em Space
U+2007 Figure Space
U+2008 Punctuation Space
U+2009 Thin Space
U+200A Hair Space

Furthermore, for increasing the embedding
efficiency two groups of a rule are formed to use for
embedding the secret message. Group (A), for inter-word
spacing and inter-sentence spacing. Group (B), for end of
line and inter-paragraph spacing [10].

Table-2. Representation scheme for group.

Inter Word and Sentence Spacing
Combination Sequence
Normal Space 00
Thin + Normal 01

Six-Per-Em + Normal 10
Hair + Normal 11

In Table-2 for group A, if a simple replacement
approach were used, that just replaces any ordinary space
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with selected 8 Unicode space characters, it could make
the spacing between word and sentence looks weird either
it too narrow or too wide. Therefore, the Unicode Space
Characters that occupy the smallest width that was Thin,
Six-Per-Em, and Hair, combined with ordinary space to
encode the secret message in a sequence of 2 bits.

Table-3.Representation scheme for group.

Inter Word and Sentence Spacing

Combination Sequence
Hair 00
Six-Per-Em 01
Punctuation 10
Thin 11

In Table-3 for group B, the Unicode space
character that used for data hiding is Hair, Six-Per-Em,
Punctuation, and Thin. Same as group A, this 4 will
encode a secret message in a sequence of 2 bits.

5. BASIC CONCEPTS

This section will be give a brief explanation about
some theory and concepts that will be used in the
experiment with the propose technique in this paper.

5.1 XOR operations

The Exclusive or (XOR) also known as exclusive
disjunction is a logical operation that output are true when
the same input were given, either way is false. Table-4
below is the truth table of XOR operations.

Table-4. XOR operations truth table.

Input
Output
p q
0 0 0
0 1 1
1 0 1
1 1 0

XOR operations can be use as an encryption
method. Its commonly use as a part of more larger and
complex encryption system. The idea is to combine the
XOR encryption process with another encryption system
such as shift cipher for example [8].

5.2 Substitution cipher

In cryptography substitution cipher also known as
Caesar’s Cipher. It is one of the most widely known
encryption techniques. In this cipher, each letter in the
plain text will be replaced by another letter in the alphabet.
The replacement will be according to how many shift
count that use in the encryption process.

For example, with a right shift of 4, A would be replaced
by E, B would be replaced by F, and so on. Nowadays,
substitution cipher often use as a complementary to more
complex encryption scheme. Below is example of
susbtitution cipher with a right shift of 4.

depart on thursday

hativx sr xlyvwhec
Decryption is done by a left shift of 4.

6. PROPOSED TECHNIQUE

The experiment conduct using this proposed
techniques, is done within Microsoft Word document.
Embedding a secret message with length of 96 bit to some
cover text that has been randomly pick regardless of the
content. In the end, we try to compare the resulting stego
text form this proposed technique, with the stego text
resulting from the original UniSpaCh technique.

Table-5. Substitution cipher table.

Original Shifting
a e
b F
c g
d h
e i
f j
g k
h 1
i m
j n
k o
1 P
m q
n r
o s
P t
q u
r v
s w
t X
u
v z
w a
X b
y c

d
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Table-5 shows the details of substitution cipher,
done by doing a 4 right shift. Decryption is done by doing
another four left shift.

6.1 XOR cipher

It is accomplished by performing double XOR
with 2 different 16 bit keys. The first key was x/, and the
second key was x2.
x1 =0111001001100001;
x2 =0110101101100001;

The can be expanded to 32 bit and so on. Also, to
ensure more secure and more robust encryption the key
can be generated by pseudo-random generator or using a
one-time pad key is also recommended.

6.2 Work steps

This section shows step-by-step of the work flow
of our proposed technique. Start form encoding process to
the end of decoding process that will ultimately retrieve
back the original message that have been encoded.

Encoding
Input  : Secret message

Output : Stego text

a) Read the message that will be embedded into the
cover text.

b) For each letter that present in the message, do a letter
shifting process.

c) After letter shifting process complete, convert every
letter to their binary value by looking up to ASCII
code table.

d) Then, do double XOR to all binary value with two

different key (x1 and x2).

e) The result of the double XOR process will be
embedded to selected cover text using UniSpaCh
technique.

Decoding
Input : Stego text
Output : Secret message

a) Use ‘Find and Replace’ feature to find and identified
every Unicode space character that embedded using
UniSpaCh technique.

b) Make a note about where and which Unicode space
character has been place and use to make it easier to
decode it and prevent unnecessary error.

¢) Then, do double XOR process again but in reverted
order using the previous key (x1 and x2).

d) Make a group consist of 8 bits from all the binary
value that resulted from the previous process.

e) Then, convert those 8 bits group into letter by looking

up ASCII code table.
f) Using result from the previous step, do a letter
shifting to get their original letter form.

g) The secret message has been decoded.
7. EXPERIMENT

We encoded 96 bits message in length that
consists of 13 characters in total. The message is
‘steganography’. Then processed by shift cipher becomes
wxikerskvetlc.

The Table-6 and Table-7 below showing 2 bytes
sequence of character during the XOR process. We
divided the word into two characters sequence to make it
easier to distinguish to write it in table form because in
this experiment we use 16 bit keys to done the XOR
encryption. Thus, this kind of writing doesn’t change the
binary value we got from the XOR encryption process.

Table-6.Character binary value after XOR with Key x1.

wx (0{0({O0O|O0O(O0O(21{0O|1|{0]|O0O|O0O|21|21({00

ik (0(O0OjO|1|1]O|1|1{0]0O|O|O|1]|]O|1]|O0
er (0O(O(O|1]O0O]1|1|1|0Oj0O]O|1]|0O]O|1]|]1
sk {0]0|0O|O|O|O|O}|1|0O]|O0O|O|O|1|0O]1]0
ve |0/0(0]O0O|0O|1]|0]O|O|OfO]O]O]|1]0O]O
tt |0/0(0}O0O|O0O|1|L1]|]O0O|O0OlO[O]O]|1|1]|0]|1
c 0/0(0]1]0]0]|0]1

Table-6 shows result from the first XOR process
with key x1. This will be use in the next XOR process

with the x2 key. The result from the second XOR process
is shown in the Table-7 below.
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Table-7.Character binary value after XOR with Key x2.

0

0

ik

er

sk

ve

tl

S|o|o|o|O

e el e e e
e el e e e
S| O ||| O -
— O | =[O = -
— | — ||| O

S|lOo ==
S|l= ==

=l el Nol e =2 R=]

el e e e el e

el el e e e i

el el el e =)

O == O = | O -

el e B B e R

— o ||| ==

OSO|l=|=|lOo|Oo| O

The last result as shown in Table-7 from the
second XOR process will be the one that embedded to the
cover text. In this experiment, we have 5 cover texts with
different content and sizes. All of the cover text was in
Microsoft Word document. All 5 cover text will be
embedded with two techniques, the first will using our
proposed technique, and using original UniSpaCh
technique. Below is the table showing those representation
schemes for each group.

Table-8. Modified representation for group (A).

Inter Word and Sentence Spacing
Combination Sequence
Normal Space 00

Six-Per-Em + Normal 01
Hair + Normal 10
Thin + Normal 11

In Table-8 shows that we slightly change the
order of the combination base on visual look on how width
the space occupied. Other than that, we can also change it
for any other reason like because using pseudo-random
number generator.

Table-9. Representation for group (B).

Inter Word and Sentence Spacing
Combination Sequence
Hair 00
Six-Per-Em 01
Punctuation 10
Thin 11
As in Table-9, we didn’t change the

representation scheme for Group (B), so it will remain as
is. After we decided the representation scheme, then we
embed the message into the cover text.

For our own propose technique we alter a little bit
of the representation scheme of spacing group in Group
(A), which is for inter-word spacing and inter-sentence
spacing. Otherwise, the representation scheme for Group

(B) which is for end of line and inter-paragraph spacing
remain the same.

In Figure-2, we can the result of the stego text
size compared to the cover text size. As we can see, there
is no significant change in size, indicating that this
technique has a very high embedding efficiency.
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Figure-2. Simple scheme of text steganography.

Figure-3 shown our proposed technique doesn’t
give too much of a different result than original UniSpaCh
technique. In other words our propose technique still give
the high embedding capacity that the original UniSpaCh
has. Even our propose technique don’t give better
efficiency, but we sure that it is ensure more security
because of the encryption process done before embedding
the actual message into the cover text occurs.

For future work, we want to make more robust
encryption system than what are now are presented in this

paper.
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Figure-3. Result graph for encoding 96-bit message with
our proposed technique.

Also, further study need to be conduct regarding
the effect of cover text content to the resulting stego text.
The embedding capacity still can be improved by doing
some technique that can compress the secret message into
smaller size.

8. CONCLUSIONS

Our proposed technique still gives the same
embedding capacity that original UniSpaCh has, and also
ensure more secure and robustness because the encryption
process done prior on embedding message to the cover
text. Both UniSpaCh and our proposed technique have a
high embedding capacity, in other words it can embed a
large enough message without significant size change in
the stego-text file as a output. Even though there are no
significant increase in term of embedding capacity, the
proposed technique also doesn’t decrease the embedding
capacity, it can be indicated by the result that shown in the
last graph. The embedding capacity could be done by
compress either the secret message or the stego text. This
experiment shows that steganography is a promising
technique to hide a data and use a text document as a
cover, because it have a low risk of exposure and a good
combination with cryptography because it will increase it
robustness against any attack and ensure more security
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