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ABSTRACT 

Cloud Computing is an emerging technology. It allows users to enjoy on-demand services, broad network access 

without the burden of data storage and maintenance costs. However, the outsourcing of resources was accessing; it makes 

some of the security issues happened. The customer registers its authentication security module with the cloud security 

service, and that security module is then used to control what persons or entities can access information associated with the 

application. The most important concerns are authentication and access control. This paper proposes a novel mechanism 

compare with previous proposing solutions to authentication issues in the Cloud environment. The main aim of this paper 

to develop new authentication mechanisms related to cloud services. This novel authentication mechanism is very useful 

for cloud users whenever data are accessing the cloud. 
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1. INTRODUCTION 

Authentication is one of the primary security 

services in the cloud, the first procedure is the verification 

of user identity in the form of username and password, and 

it is a general procedure of verifying who you are? 

Furthermore, check whether the Authorized user entry to 

our system is the process of providing boundaries. 

Auditing consists of an examination based on the previous 

history to determine whether security violations took 

place. Audit data is recorded in audit log files, frequently 

observing system and auditing procedures should be 

followed by an intelligence system for securing the cloud. 

A secure method for the initial distribution of passwords is 

for the user should be authenticated by the cloud 

administrator [1]. The organizations are adapting to cloud 

networks at a rapid pace due to the benefits like cost-

effectiveness, scalability, reliability and flexibility. 

Though the primary merits of cloud computing are 

promising facts, cloud networks are vulnerable to various 

kinds of network attacks and privacy issues [2]. 

Authentication plays a vital role in enhancing the security 

of the Cloud Computing environment. Authentication is an 

important parameter to measure the security of user data in 

the cloud. Authentication ensures that the data in the cloud 

data server can be accessed by legitimate users only. 

Authentication may be compromised by the interception of 

an unauthorized person accessing the data stored in the 

cloud. Authentication is compromised due to unauthorized 

access to cloud data. Even it becomes necessary to protect 

data from the Cloud Service Provider (CSP). The cloud 

data should be secured from unauthorized access. A new 

authentication mechanism is proposed, which is based on 

the user credentials instead of traditional authentication 

techniques.  

 

2. RELATED WORK 

In the paper [3], authors have proposed a system 

that uses encrypted authentication, which guarantees that 

only the authorized person has the right to access the data 

as well as an algorithm that verifies the integrity of the 

data between the different clouds. The authors first 

analyze some security models used in a large and 

distributed environment, and then we introduce a new 

model to solve security issues in this environment. Our 

approach an authentication method based on data 

encryption to protect the identity of the user and his data, 

and finally, we realize an algorithm to know the integrity 

of data distributed on the various clouds of the system. 

In [4], author concentrated on Authentication and 

Authorization to cloud access. It focused on the identity 

management mechanism as a cloud   security solution that 

provides directory services for application access 

management. We discussed the protocols that support 

authorization and allowed communication across 

applications with the help of tokens instead of credentials.  

We even concentrated on the different mechanisms which 

play a major role in designing a secured cloud computing 

architecture from malicious intrusions and attacks. It is a 

step to verify the presence and functioning of the cloud 

customers and cloud providers through security 

mechanisms to protect from different risks, threats and 

attacks. 

In paper [5] author suggested a novel secure 

authentication mechanism by using Blockchain technology 

for cloud databases.  The Blockchain makes it difficult to 

change user login credentials details in the user 

authentication process by an insider. The insider is not 

able to access the user authentication data due to the 

distributed ledger-based authentication scheme. The 

activity of an insider can be traced and cannot be changed. 

Both insider and outsider users are authenticated using 

individual IDs and signatures. Furthermore, the user 

access control on the cloud database is also authenticated. 

In paper [6] author presented method consists of 

strong authentication between the mobile user and 

multimedia-based cloud service providers using session 

key agreement, choice-based MBCSPs registration, initial 

mobile user identity registration checking, time of validity 
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for secret key issued by the Registration center (RC) to 

mobile user and time of validity for secret key issued by 

RC to MBCSPs respectively. We have verified our 

protocol with various attack scenarios using informal 

analysis, formal proof using BurrowsAbadiNeedham 

(BAN) logic and formal security analysis using the 

Automated Validation of Internet Security Protocols and 

Applications tool (AVISPA) respectively. Our proposed 

protocol provides better performance and foolproof 

security. New authentication scheme to secure the user 

password from the phishing attack. The proposed 

authentication scheme is not sending the password in any 

form of the existing methods like hash value and 

encrypted key or a digital signature to verify the identity 

of mobile user and the cloud service provider 

In [7] author explained User authentication, i.e., a 

procedure to verify the identity of the user, is essential in 

the digital world to protect the user’s data stored online 

(e.g., online bank accounts) and on personal devices (e.g., 

smartphones) and to also enable customized services in 

smart spaces (e.g., adjusting room temperature etc.). 

Recently, traditional authentication mechanisms (e.g., 

passwords or fingerprints) have been repeatedly shown to 

be vulnerable to subversion. 

 

3. METHODOLOGY OF UCBAM 

The proposed UCBAM mechanism contains 

different cryptography approaches to ensure the authorized 

user entry to the system. UCBAM provides users to 

register with the system at the beginning. During the 

registration, an Authentication Password (APASS) and 

Authentication Secret Code (ASCODE) are generated from 

the registered user data. When the password and the key 

generated from the users’ data, it shows the uniqueness of 

the users’ identity. The Password and Code are generated 

based on the proposed User Authentication Password 

Generation Technique (UAPGT) and User Authentication 

Secret Code Generation Technique (UASCGT), 

respectively, which are described in the following 

sections. Generally, the authentication system consists of 

two tasks that are registration and login. Registration 

enables us to register the user details in the system and get 

notified at each login. Figure-1 describes the procedural 

flow of the registration process of the UCBAM.  

 
 

Figure-1. Procedural flow of the registration process of 

the UCBAM. 

 

User login is an entry-level checking to identify 

the registered users. Once the users are locked into the 

system, their activities are tracked in the logged files. 

Figure-2 is illustrated the procedural flow of the login 

process of the proposed UCBAM. 
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Figure-2. Procedural flow of the login process  

of the UCBAM. 

 

3.1 Proposed UCBAM Technique 

The proposed technique ensures the 

authentication with the help of proposed procedures of 

authentication. The UCBAM developed by incorporating 

different cryptographic mechanisms in the process of 

authenticating the users. The authentication is one of the 

major concepts in the cloud security environment. This 

authentication process normally contains two different 

tasks (registration, login). 

In the first stage is registration, a new user wants 

to register their details. During the registration process 

authentication password (Apass) has generated from the 

user authentication password generation technique, and 

immediately Apass is to send user registered email and 

also stores in the cloud database. Meanwhile, the 

authentication code (A code) is generated along with 

Apass from the user authentication code generation 

technique. After that, both authentication passwords 

(Apass) and secret authentication code are stored in the 

cloud database. Finally, the registration process is 

completed. If there is any password change requires the 

user can able to modify at the same time Apass, Acode is 

also modified.  

The second stage is log in. During the login 

process, a user is going to enter the user id and Apass. 

User entered details can be tracked based on the user id. A 

secret authentication code has generated from a user 

registered details along with the submitted authentication 

password (Apass) then it verified AScode with A code. If 

both AScode, AScode is matched immediately, a single 

Entry bin is to be generated from user id, Apass, Acode, 

the authentication single Entry bin (ASEBin) is eight 

alphanumeric characters. The ASEBIN will send to the user 

registered mobile number after receiving the ASEBIN 

entered by the user for verifying the authenticity of users. 

If it is correct, the user can access the cloud services; 

otherwise, the user can enter the correct details.    

 

3.2 The procedure of proposed UCBAM Technique:  

        Registration 
Step 1. New users should register with their details. 

Step 2. An Authentication password(APASS) is generated 

from the users’ registered details.  

Step 3. The generated APASS is sent to the users’ 
registered email-id given at the time of 

registration and also stored in the cloud database. 

Step 4. The APASS is generated by the proposed User 

Authentication Password Generation Technique. 

Step 5. An Authentication Secret Code (ASCODE) is 

generated from the APASS along with the users’ 
registered details and stored alone with 

registration details. 

Step 6. The ACODE is generated by the proposed User 

Authentication Code Generation Technique. 

Step 7. The users’ registration details, APASS, and ASCODE, 

are stored in the cloud database. 

Step 8. Registration is successful. 

 

Users can change their password when needed. If 

the APASS is changed, then it also changes the ACODE. 

 

3.3 Procedure of proposed UCBAM Technique: Login 

Step 1. Users have to submit their user-id and APASS. 

Step 2. Users registered details are tracked based on the 

submitted user-id. 

Step 3. An ASCODE’ is generated from the registered 

details along with the submitted APASS.  

Step 4. The generated ASCODE’ is verified with the 

already generated ACODE during the registration. 

Step 5. If both ASCODE and ASCODE‘ are matched, then a 

Single Entry Bin (ASEBIN) is generated from the 

user-id, APASS, ACODE. Its length is eight 

alphanumeric characters.  

Step 6. The ASEBIN is sent to the users’ registered mobile 

number, and the same is entered by the users to 

verify the authenticity of the users. If it is 
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matched, then the user is authorized to access the 

cloud services.  

Step 7. If both ACODE and ACODE‘ are not matched, or the 

entered ASEBIN is not matched, then users are 

asked to submit the correct credential.  

 

The ASEBIN is generated for each user’s login into 

the system. 

 

4. METHODOLOGY FOR UAPG TECHNIQUE AND  

    UASCG TECHNIQUE 

The user authentication password generation 

technique involves user registration data will be taken as 

input. The input data is to be converted into binary values. 

Then it can find out the length of binary values. After that, 

it finds an alphanumeric authentication password. 

 

4.1 Procedure of Proposed UAPG Technique 
This procedure describes the generation of 

authentication password form the users registered details: 

 

Step 1. The users’ registration details are considered as 

input. 

Step 2.  Each character in the registration data is 

converted into binaries. 

Step 3.  Find the length(L) of the binaries 

Step 4.  Find the number of 8 bits blocks(Bk), divide the 

length L by 8 

Step 5.  Find the modules of Bk by Random number(Rn) 

and note the reminder(R). The random number is 

generated from 8 to 24. 

Step 6.  Multiply the remainder (R) with 8 to find the total 

number of bits (Nb) of Authentication password 

Step 7.  Randomly retrieve Nb number of bits from the 

total binaries bits of users credential, and it is 

called APbits 

Step 8.  A key (K) is generated for the length Nb 

Step 9.  The key is XORed with APbits, and it is called 

Apass 

Step 10. The XORed values (Apass) are divided into 8 bits 

Step 11. The block of binaries is converted into the 

character code. This code is the alphanumeric 

authentication password. 

 

The password length is based on the reminder 

value at step 5, and each time the users want to change the 

password, then the length is also changed. Each time the 

password is changed because it is a key-based digesting 

procedure. Every time a key is applied to get the new 

password.   

 

4.2 Procedure of Proposed UASCG Technique 

This is an authentication code generation 

procedure for verifying the users at the time of login into 

the cloud service. This procedure is executed every time 

the password is generated for the first time, or the 

password is changed. The character length of the code is 

equal to the password. 

 

Step 1. Random characters from the user’s registration 

details and APASS are taken as input. Selected 

characters from the user’s details are equal to 128 

bits. 

Step 2. The decimal code of each character from the 

input is derived. 

Step 3.  The decimals are converted into binaries, called 

Ab 

Step 4.  Find the total numbers of binaries Tb 

Step 5.  Find the XOR of Ab with APASS, APASS is repeated 

based on the number bits in the Ab. 

Step 6.  The XORed bits are divided into two blocks [Obk 

and Ebk] by alternatively choose the bits from 

Ab. 

Step 7.  Find OR of Obk and Ebk and get 64 bits blocks 

Step 8. A 64bits ACkey is generated. 

Step 9. The ORed bits are XOR with ACkey, derived 

64bits block 

Step 10. The 64 bits are converted into ASCII character  

Step 11. An eight charactered ASCODE is derived as the 

output 

 

4.3 Procedure of Proposed UASECG Technique 

The proposed user authentication single entry 

code generation technique is used to generate a code to 

authenticate the users through their mobiles. Here the user 

has to give the following details like user id, 

authentication password, secret authentication code and 

current timestamp taken as input, to find out binary and 

length of binary for corresponding character input data and 

get the 8 bits to block divide by the length of eight, 

immediately it generates eight random number for 

corresponding eight bits blocks then the exacted sixty-four 

bits length is converted into a character code alphanumeric 

value, the alphanumeric value is called single entry code. 

The procedure of the single entry code is as 

follows: 

Step 1.  User’s details, user-id, APASS, ACODE, and current 

timestamp are taken as input. 

Step 2.  Find the binaries of each character in the input 

data. 

Step 3.  Find the length of the binaries 

Step 4.  Find the number of 8bits block by divide length 

by eight. 

Step 5.  Divide the binaries into 8bits blocks 

Step 6.  Generated eight random numbers within the 

range of the number of 8bits blocks.  

Step 7.  Exacts the 8bits in the position denoted by the 

eight random numbers. 

Step 8.  The exacted bits are 64bits length. 

Step 9.  The exacted 64 bits are converted into character 

codes. 

Step 10. The character code alphanumeric value is the 

single entry bin. 

 

5. RESULT AND DISCUSSIONS 

This proposed UCBAM mechanism is 

implemented using C#. NET and deployed on the 

MyASP.net Cloud Platform. MyASP.net is a platform 

as a service model that provides the environment for 
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hosting user web applications. For each deploying 

application it needs a domain, which might be chosen 

by the user. Three procedures of Authentication 

Password Generation, Authentication Secret Code 

Generation, and Authentication verification are 

separately configured in this cloud application. This 

application is provided as a cloud service. 

The proposed UCBAM is compared with the 

existing authentication system like Multi-factor Cloud 

Authentication System and Cloud-based Multitenant 

Database with Authentication and Authorization 

Framework. The comparison is based on the 

performance is well and good the proposed 

authentication system. 

 

6. CONCLUSIONS 

The proposed approach enables applications 

running on secured cloud environments to use 

authentication and authorization, which brings user 

identification and verification that the perfect user is 

authenticated to the system, and it is using a better 

authentication that allows protecting user identities and 

information in the cloud. This authentication technique 

has given wonderful security to the cloud environment 

whenever a user enters into the system. The user 

credential-based authentication mechanism provides 

better security for cloud users if they access the 

information in a public cloud environment. 
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