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ABSTRACT 

The prototype implements a system of facial detection developed in Phyton with OpenCV’s framework and a pre-
trained convolutional neuronal web to identify the exact moment in which one or more users aboard the taxi; during this 
time some pictures of users’ and taxi drivers’ faces are captured in different amounts of time and are restored in a MySQL 
data base of a web server. There was a development of a mobile app on Android studio that allows users to observe the taxi 
driver information, and at the same time, to observe the outline of the route in real time which is also restored in the data 
base. It was developed a web platform that register or updated taxi drivers’ information and inquiry the register of different 
services developed by the taxi driver in case that there is an unusual situation. 
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1. INTRODUCTION 

Nowadays, Colombia’s index of insecurity inside 
taxis has been increasing significantly for the driver and 
for the users. Crimes like “paseo millonario”, personal 
objects or vehicles theft, or even murders are the reasons 
why the society feels scared day by day at the momento of 
taking this transportation service. Those facts, have 
generated a nonconformity process in both parts. For 
example, the taxi drivers decide not to facilitate the service 
in certain places because they consider them high risk 
places for their physical integrity, and that is the reason 
why the users are constantly complaining because of the 
bad quality service and decide to stop using it (El 
espectador, 2018). 

This leads users to choose to use other 
transportation means that provide confidence and security 
during the service, such as Uber, generating a decrease in 
the use of taxis for individual transport. If users continue 
abandoning this service, some taxi centers will decrease 
their profits and may even go to bankrupt and abandon 
their source of income. 

Due to this, there is a necessity to create a 
prototype device that allows generating a certain degree of 
trust between both parts, the user and the taxi driver. Thus, 
they can be more calm when making the respective trip. 
With the developed prototype device, the user in the event 
in which he or she is the victim of a crime and does not 
remember the number of the taxi license plate, as well as 
the face of the taxi driver, may contact the taxi company. 
and there, with the information saved, the taxi driver can 
be identified and started to carry out the necessary 
investigations to clarify the case. In the same way, if the 
taxi driver were the victim, the taxi company may have the 
information and contact the authorities to carry out the 
process and locate the criminals. 
 
2. METHODOLGY 

The project was developed in four phases, which 
are described below. 
 
 

2.1 Phase One Configuration and Development of the  

       Embedded System 

An ELP 1080P webcam was used to acquire the 
image of the interior of the taxi, which was installed on the 
windshield above the rear-view mirror with a support, 
since a best range of visibility is obtained to detect the face 
of the taxi driver and the users. 

The image obtained from the camera is captured 
using a Raspberry pi 4 and processed in Python using the 
OpenCV library, which is analyzed in different regions of 
the seats to obtain a better detection of the faces. 
 

 
 

Figure-1. Detection regions. 
 

Each region is processed by a pre-trained 
convolutional neural network of the Caffe framework, 
which returns the faces that it considers real based on a 
confidence value (0 to 1) and those that exceed a 
previously established threshold based on field tests are 
selected to avoid false positives. The finally detected faces 
are framed with a box and the confidence value 
transformed to a percentage delivered by the neural 
network is displayed. 
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Figure-2. Image with detection frames. 
 

When more than one face is detected, it means 
that one or more passengers boarded the taxi. In that 
moment, an http request is sent to the backend of the 
system to activate the service and images are captured of 
the faces of users and taxi driver every thirty seconds, 
those images are stored in a local folder and uploaded to 
the web server. 

When users leave the taxi, the algorithm ends the 
service and a final image is of the taxi without passengers 
is captured to obtain a record if a user leaves a personal 
object abandoned. 

To store the photos to the web server, an internet 
connection is needed, for which the Raspberry board was 
connected via WiFi with a mobile device that has a 4G 
connection, which is used to view the App that will be 
described in the following phases. 
 
2.2 Phase Two. System Backend Development 

The backend was developed using the Laravel 
framework, which is responsible for managing all the http 
requests that come from the entire system. 
The control of the MySql database which contains all the 
information of the system is carried out divided into four 
tables: the users’ table contains the information of all the 
taxi drivers registered by the taxi central with the basic 
information of the car that they drive. 

The routes’ table is responsible for saving 
information on each performed service (route provided by 
the GPS, service start and end date), the images’ table 
contains information on all the photographs captured 
during each service. The images table is related to the 
routes table through an id to link all the information of 
each service and the routes table The routes table is 
responsible for saving information on each service 
performed (route provided by the GPS, service start and 
end date), the images table contains information on all the 
photographs captured during each service. The images 
table is related to the routes table by means of an id to link 
all the information of each service. At the same time, the 
routes table is related to the users table to identify the taxi 
driver who performed the service. 

The users_app table (related to the users table) 
contains the login information of each taxi driver when 
entering the mobile application. 
 

 
 

Figure-3. List of database tables. 
 

In Laravel controllers you will find the logic for 
handling system requests which are listed below: 
 
 Taxi driver Controller Registration: handles the 

requests that come from a form created in HTML with 
CSS styles to register a new taxi driver quickly, where 
the data of the taxi driver and taxi are entered, it also 
contains a button to clean the form and another to 
register the information in the database. 

 User Controller: handles the requests that come from 
the frontend form (Angular) to show, add, create, 
delete or search for a taxi driver. 

 Route Controller: handles the requests that come 
from the frontend to show, search or delete service 
records and receives requests from the mobile 
application to refresh or finalize the record of the 
information received from the GPS. 

 Auth Controller: contains the logic for the 
authentication of the system such as the login on the 
web page and in the mobile application, in the same 
way it generates a token that identifies each login to 
provide greater security to the system. 

 Notification Controller: contains the logic to send 
activation of the service to the application, upload 
images of the service, register and delete information 
about the user logged into the App. 
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Figure-4. Taxi driver registration form. 
 

Finally, the Laravel routes are established to 
control all HTTP requests and that is where the addressing 
that relates to each controller is found to respond to the 
requests made by the system. 
 
2.3 Phase Three. System Frontend Development 

The frontend consists of the development of the 
graphic part where the central taxi can access to control 
the system and its respective records. A web page was 
developed where only people with the role of 
administrator can enter the information of the system 
through an email and password. 
 

 
 

Figure-5. Web page login view. 
 

Once the administrator credentials are confirmed, 
the administrator enters the main page which has a clean 
design and can search for the services performed by all the 
taxi drivers as well as to modify or add records. 

In the list of services, you can see the name of the 
taxi driver, his identification, the license plate of the taxi 
he is driving and the start and end date of the service. This 
list can be organized based on the data named above and a 
general search filtered by the data can be performed as 
required by the administrator, which facilitates a search 
when the list of services is extensive. 
  

 
 

Figure-6. Services view web page. 
 

When you want to see more information about a 
specific service, click on the pencil icon located to the 
right of the mentioned record and you will be able to view 
through a Google Maps map the route that the taxi took 
during the service, identifying the starting point with a 
GPS icon marker and the arrival point with an icon flag. 
 

 
 

Figure-7. Service information view part 1. 
 

In the same way, when navigating under the map, 
you can see all the photographs captured during the 
service where the face of the taxi driver and the passengers 
are displayed. 
 

 
 

Figure-8. Service information view part 2. 
 

The administrator can also remove a service from 
the list by clicking on the recycling basket icon located on 
the right sight of the record. 

Another important part of the website is the list of 
taxi drivers where their name, identification and email are 
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displayed, it is possible to know if they are performing a 
service (active) or are currently available (inactive). 
 

 
 

Figure-9. Taxi drivers web page view. 
 

When the administrator needs to update data 
about a taxi driver, he presses on the pencil icon located to 
the right of said record and the form containing his current 
data can be viewed to modify any field and finally save 
changes. 
 

 
 

Figure-10. Taxi driver information view web page. 
 

In the same way, a new taxi driver can be 
registered using a form in which a name, document, 
telephone number, email, gender, password and a 
photograph as well as the license plate, model and brand 
of the taxi that they drive are requested, It is also allowed 
to delete a taxi driver through the recycling basket icon 
located in the right of the record. 
 
2.4 Phase Four. Mobile Application Development 

Finally, a mobile application was developed 
through the Android Studio development environment, it 
allows any registered taxi driver to log in using their 
document and password. 
 

 
 

Figure-11. Login app view. 
 

The application was developed with the aim of 
allowing passengers to view the information of the taxi 
driver and the taxi that they are boarding, as well as to 
observe the route that the taxi is taking. 

This App is displayed horizontally and on the left 
you can see some information about the taxi driver such 
as: photograph, name, email and telephone number, 
information that can be hidden through a button to better 
visualize the map if desired. 
 

 
 

Figure-12. App service view. 
 

In the right part of this information, the Google 
Maps map is displayed in which the route that the taxi is 
taking is dynamically observed, where the current position 
is identified by means of a taxi icon. As the taxi 
progresses, the route is traced with a polyline by joining 
the current positions that the GPS has recorded. 
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Figure-13. APP route trace visualization. 
 

The application traces the route only when the 
embedded system using the Python algorithm identifies 
the existence of passengers by detecting their faces, at that 
moment the code sends a notification that alerts the app to 
initialize the route record. 
 

 
 

Figure-14. Informational message start of route app. 
 

In the same way, the algorithm makes the 
application finish the route layout immediately after 
detecting that the passengers have gotten off the taxi. It is 
important to mention that the application traces the route 
even when it is in the background. 
 

 
 

Figure-15. End of route informational message app. 
 

In addition, the application works only when the 
GPS is turned on, this is confirmed when the taxi driver 

logs in and if it is deactivated, an activation request is 
made so that the application works correctly. 
 

 
 

Figure-16. GPS app activation validation. 
 
3. CONCLUSIONS 

With this project, it was possible to design and 
implement a prototype device that significantly improves 
the safety of taxi users and drivers since it stores relevant 
information on each service performed, which can only be 
viewed and controlled by the taxi central. It also serves as 
a persuasive tool towards potential criminals by making 
them avoid committing any criminal act, knowing that the 
means of transport is monitored by the security system. 

This device, in addition to providing security to 
the system, provides control of the services that a taxi 
driver performs periodically since their information is 
stored in a database on a web server and can be analyzed 
by the taxi central. 

The creation of the rest API is a very important 
implementation for any system since HTTP requests can 
be made from the server to the client or vice versa 
regardless of the programming language used. In this case, 
for example, requests are made from JAVA (Angular and 
Android) and Python using a single control structure to 
perform data exchange through PHP in Laravel. 

The use of the Raspberry Pi 4 facilitated the 
development of the prototype since it was not necessary to 
design any hardware for the acquisition and processing of 
the image of the interior of the taxi. However, when 
compiling the code, a slowdown of approximately three 
seconds was obtained for updating each frame, even using 
threads in the algorithm. If this methodology had not been 
used, the slowdown of the system would increase to 
approximately eleven seconds, a time that is critical and 
would cause serious inconveniences, making this an 
inefficient system. 

Through the use of a convolutional neural 
network, it was possible to efficiently and in real time 
detect the faces of the users and the taxi driver, thus 
achieving the automation of the activation of the service 
performed, based on the number of people detected inside 
the taxi. However, in night conditions when a car or 
motorcycle reflects light permanently through the rear 
windshield of the taxi, at some angles it is difficult to 
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detect the faces of the passengers behind as this reflection 
distorts the image capture. 

The mobile application allowed the user to 
graphically show the basic information of the taxi driver 
and the taxi, as well as the map where the route that the 
taxi is making is dynamically displayed in real time. With 
this information, the user can verify that the driver of the 
taxi is indeed the taxi driver authorized and registered by 
the taxi central, providing greater confidence to the user. 

The website allows the taxi center to access the 
information on the services in a simple and visually 
pleasing way. You can consult a specific service based on 
the search filters provided in the table where your 
information is displayed, thus facilitating the search when 
the system contains too many records. 

The prototype depends significantly on its 
internet connection, although the mobile device has a 4G 
connection, in some areas this connectivity can be reduced 
due to lack of coverage, which can cause a delay in the 
route drawing and the upload of images to the web server. 
 
4. RECOMMENDATIONS 

Although the project is ambitious, some 
improvements can be made to optimize the prototype to 
obtain a much more structured product, such as: 

Since there is a slowdown in the update of each 
frame of the algorithm implemented in the Raspberry Pi 4, 
functional tests can be carried out with boards such as 
Coral from Google or Jetson Nano from NVIDIA since 
they promise better performance when designed for work 
with artificial intelligence. 

It is recommended to look for a camera with 
better specifications such as resolution and autofocus to 
improve the quality of photos stored on the server. 

In the same way, you could work with a 
specialized camera for passengers in the front area and 
another for passengers in the rear area to have better 
quality of the photographs. By doing this, an added value 
can be given to the system since the second camera can 
visualize all the rear seats, allowing to capture an object 
that the user leaves abandoned in this area since with a 
single camera only the central area of these seats because 
the front seats make an obstruction. 

The implementation of 5G coverage in the 
country would make it possible to replace the capture of 
images with a video transmission at all times so that the 
taxi center could monitor the taxi drivers and establish 
communication by video call if required. 

When going from a prototype to a final security 
system, the embedded system must be located in a place 
where it is difficult to access to avoid manipulation. 

To start up the security system, it is necessary to 
comply with the regulation of video surveillance systems 
imposed by the superintendency of industry and commerce 
SIC, since there are framed the duties and responsibilities 
that the system must comply with when dealing with the 
manipulation of personal data. 
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