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ABSTRACT

Secret messages which contain valuable confidential and private information require high-level protection to
make the hacking process impossible. In this research paper, a new and simple method of data cryptography will be
introduced. The proposed method will use two image_keys to generate the needed private keys. The private keys will be
categorized into two sets: the first set will be used to form the RLDs required for the rotation right of each byte, while the
second set will be used to apply XORing operations. The image_keys will be kept secret to avoid hacking them. The
method will use a variable block size to divide the data, and it will use a variable number of rounds. The block size and the
number of rounds are to be kept secret. The method will be implemented using various messages and various block sizes
and a number of rounds, the obtained results will be compared with DES results to show how the proposed method will
keep a high throughput when increasing the block size and increasing the number of rounds.
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1. INTRODUCTION orEn— MBS s .
Color digital images are considered one of the 2 I I 0
most important and most widespread types of digital data, 4 [ N N

Color Image example H - RED :1

and this is due to several reasons, the most important of
which are [48-56]:

N Columns

=  The use of digital images in many vital and important i ¥
applications [1-5]. ' ||
= FEase of processing the digital image because it is |
represented by a three-dimensional matrix (a two- single pixel
dimensional matrix for each of the three colors: red,
green, and blue, see Figure-1), which turns the

Figure-1. Color image matrices.

process of processing the rhyming image into an easy » The possibility of using two image-keys to generate
process for processing matrices. necessary PKs, these images can be kept in secret
= Possibility to use parts of the image [6-10]. (without transmission) and can be used to generate
= The possibility of using the matrix of each color PKs with any needed length as shown in figure 3 [18-
independently and individually. 22].
= The possibility of converting the matrix of each color
into an available number of elements, this can be done 17 223 100 214 24 152 186
. . . . . 177 211 3 264 150 87 144
by applying an image resizing operation as shown in 181 239 140 76 189 181 68
. e .. 54 12 141 118 52 123 68
the example illustrated in figure 2. Image resizing can 18 154 16 189 1 149 230
; i 163 67 42 13 86 209 154
be done to get a prlvate'key (PK) will a selected Resizing to 250 32 292 214 49 90 198
length, the contents of this PK will depend on the 5 elements
selected length, the selected color image (image_key), [52 12 141 52 123 68] U Resizing to 10 elements
and the selected color matrix as shown in the example 54 12 12 141 118 118 52 123 123 64

illustrated in Figure-3 [11-17].
Figure-2. Matrix resizing.
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Image_key

— | 250 93 233 101 40

Resizing red matrix to 5 elements

:::>|210 14 181 201 30 96

Resizing green matrix to 6 elements

Resizing blue matrix to 7 elements

|132 15 95 71 121 43 88|

Figure-3. Image_key resizing.

Ease of carrying out logical operations such as the left
rotation process for a number of digits (using a
selected number of rotated left digits (RLD)), and the
process of exclusion, or where these operations can
easily be used to distort the data and return it to its
original, and this is what the process of data
cryptography requires, [40-47] figure 4 shows how to
perform rotate let operation, while Figures 5 and 6
illustrate examples of using logical operations to
encrypt-decrypt a character:

<20 [0 ]o]o[z]o 1 ]o]o0]
x=160

X <<3 |000|1|0[1‘0‘0‘0[0 0|
Vacated bits Filled bits

Figure-4. Rotate left operation implementation.

PK1

[(» e[z ]

modib,6)+1

‘ z |-:>| 20

Binary

‘,:>‘ 01011010 ‘

Character Decimal <<2

01101001
¥

PK2

147

i

Figure-5. Using logical operations to encrypt character.

PK1

I =

8-(mod(b,6)+1)

‘ 250 ‘ | 147 | PK2

@ XORing @

‘ 105

<<6
‘-:c> 01011010

¢

‘.:>‘ 01101001

Figure-6. Using logical operations to decrypt character.

Text messages are circulated through various
social media, and some of these messages are of a special
personal nature or carry private or confidential
information, which requires protection from penetration
and from the danger of tampering and data thieves [23-
28].

One of the reliable methods of secret message
protection is data cryptography. Data cryptography (as
shown in Figure-7) means encrypting the source data
before sending while decrypting the encrypted data after
receiving [29-33].

All

Hello (@_—Hl
raprt > Encrypt

ALI'S
private key

FADI

Hello
FADI !

; JO=
«— Decrypt

ALI's
private key

Figure-7. Data cryptography process.

A method of data cryptography is considered a
good method if it satisfies the following:

=  Simplicity: Easy to program and implement and easy
to modify.

= Efficiency: Maximizing the method throughput (byte
processed per second), this can be achieved by
minimizing the encryption time (ET) and decryption
time (DT) [31-34].

=  Highly secure: Difficulty to hack by using a complex
private key (PK) which cannot be guessed or hacked.
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=  Multipurpose use: Using the method to encrypt-
decrypt any data including secret messages (with any
length) and digital images (with any type and size)
[35-40].

=  Quality: The quality between two data sets can be
measured by mean square error (MSE), peak signal-
to-noise ratio (PSNR), and correlation coefficient
(CC), these parameters can be calculated using
equations 1, 2, and 3. In the encryption phase, the
value of MSE must be very high, the PSNR must be
very low, and also the value of CC means a full
destruction of source data. In the decryption phase the
value of MSE must be equal to zero, the value of
PSNR must equal infinite, while the value of CC must
equal 1, and this means full recovery of the source
data and the decrypted data is identical to the source
one [48-56].

MSE of x channel

m—1 n—1

MSE, = 2 3 > [S(,5) — RGP N —msn
=0 =0 @

Total MSE

MSE, = MSEp + MSEq + MSEp

Calculate PSNR

MAX;)?
PSNR = 10 = log,, (MAXD)

MSE:

S (wi @) (v — D)
V= (@ — 2)2 3 (v — §)3

Where

T = correlation coefficient

™

L'i = values of first image matrix

mean of x matrix

&
I

=
[

= values of second image matrix

mean of ¥ matrix

=
"

2. RELATED WORKS

Many methods are used for data cryptography, in
this research paper we will focus on the data encryption
standard (DES) because many methods are based on DES
and for many other reasons which be explained later in
this section [1-10].

DES has the following features, and some of
these features are considered disadvantages that we must
overcome when designing a new method of data

cryptography:

3

=  Blocking:

Message to be encrypted is to be divided into
equal blocks, the block size is fixed and equal to 64 bits (8
bytes) and the block length cannot be changed (see Figure-
8).

= PK:

The method uses a single PK with a length equal
to 56 bits; the key length is fixed and cannot be changed.
PK key is to be used to generate other key nods in the
process of message cryptography by applying key
scheduling. The private key can be hacked and here the
level of security is low, this means that DES does not
provide enough protection for the transmitted secret
message [50-56].

64-bit plaintext
|
¥ DES

Initial permutation

Round 1

Round 2 <

56-bit cipher key

=

©

=8
Round-key generator

Ky
48-bit

Round 16

Final permutation

g

64-bit ciphertext

Figure-8. DES operations.

= The process of encryption/decryption is implemented
in 16 rounds, this number o rounds is fixed, and each
round manipulates a Feistel set of operations

containing a set of logical operations (see Figure-9).
=  Quality of cryptography

DES provides good values for the quality
parameters MSE, PSNR, and CC in both the encryption
and decryption phases.

= Efficiency

DES provides a good throughput, it requires a
small time for encryption and decryption especially when
it is used to encrypt-decrypt small in size secret message,
when the message grows in size DES will be not efficient,
and here DES will require much time to encrypt-decrypt
big data such as digital color images.
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=  Modification

The structure of DES is a Feistel structure, it is
fixed and cannot be updated, the block size and the PK
size must be fixed without any changes.

\ INPUT |

1
C(INITIAL PERMUTATION)

h 2 & L 4
tialization [ Lo ] | Ro |
I K
: & :
Round 1 ’ Ly=Rg ] | Ry =Ly ® f(Rg, Ky) I
K
S
Round2 | L=R, | [ Re=Li® KRy, Kp) |
T L T Kn
BDenee- bennmeen- $
N e a— Sy
| Lis=Hq4 | |R15=L14®f(n14- K153]
Kis
& b
Round 16 '[H!G‘—'Lw@?f(ﬂm»*ﬂe)l [ L16=IH15 |
¥
(NVERSE INITIAL PERM)
[ OuTPUT ]
Figure-9. DES rounds.
3. THE PROPOSED METHOD

The proposed method will use two color images
to generate the required secret private keys needed for
message cryptography, these two images (image_keys)
must be kept in secret and agree upon between the sender
and receiver, one or the two image_keys can be replaced
with other images any time and when the need arises
without affecting the method operations.

The selected image_keys are used to generate
PKs for each round of cryptography, the first set of keys
are to be used to generate the number of rotating left digits

(RLD) required to rotate the character value. The second
set of PKs is used to maintain XORing operations.

In the proposed method the secret message (or any other
data type such as a color image) is to be divided into
blocks with fixed lengths. The block size can be changed
at any time and it can be varied from 1 byte to the length
of the secret message, this means that the proposed
method is flexible, it can apply cryptography by blocking
or it can take the whole message and encrypt-decrypt it in
burst way.

The number of selected keys for each round
depends on the block size; each byte of the message
requires two keys as shown in Figure-10, the first one to
calculate the RLD for the byte and the second one to
implement the XORing operation. The first set of PKs is to
be generated from the first image_key, while the second
set of PKs is to be generated from the second image_key.

L7 -
N\ “)— —— —= 199 52 131 240 244 117 17 219
=) q

~
2 5615464

PK1 RLD

Block size = 8 bytes

——"— 149 136 167 148 154 159 227 150
PK 2

Figure-10. Using image_keys to generate PKs.

Figure-11 shows how to use the PKs to encrypt a
block of 8 bytes in length, here the RLDs are to be
calculated using modulus 6 + 1 operation in the encryption
phase, while in the decryption phase, the calculated RLD
must be subtracted from 8 as shown in Figures 11, 12, and
13.

@ Block size =8 bytes

{

2 | [ e | [ m

B [ & [ e ][ = ]

@ <<RLD2 @ <<RLD3

@ <<RLD4 @«RLDF} & <<RLD6 @ <<RLD7 @ <<RLD8

XORing with
PK2,2 PK2,3

| |
U PK2,4

PK2,7

@ PK2,6 @ PK2,6 @ PK2,8

PK2,1
EB1 | | EB2 | [ EBS | | EB4

EB6 | EB7 EBS |

EBS | |

Figure-11. Encryption round of block size =8.
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—— — 199 52 131 240 244 117 17 219

v

PK1 6 3 27 3 4 2 4 RLD

Block size = 8 bytes

—— — 149 136 167 148 154 159 227 150
PK 2

Figure-12. Using the image_keys to generate PKs for decryption.

@ Block size =8 bytes

{

[ es1 | [ e | [ e | [ e |[ ess | [ ees | [ e | [ ess |

XORing with
PK2.1 PK2,2 PK2,3 PK2,4 PK2,5 PK2,6 PK2,7 PK2,8

@ <<RLD1 U <<RLD2 @«RLDJ @«RLDd- @ <<RLDS @ <<RLD6 @ <<RLD7 @ <<RLD8

\ B1 | | B2 | ] B3 | | B4 | | B5 | ] B6 | | B7 | | B8 |

Figure-13. Decryption round of block size =8.

Below is the description of the proposed method =  For each block do

algorithm

= Resize I1 to the block size to get PK1.
Encryption

= Resize 12 to the block size to Get PK2.
Inputs:

Message to be encrypted (SM), image_key 1 (I1),
image_key 2 (I2), block size (BS), number of rounds
(NR). *  For each byte in the block do

Use PK1 to calculate RLD (RLD = mod (PK1, 6+1).

Output: = Rotate left the byte using the associated RLD.
Encrypted message (EM)

= Apply XORing the resulting byte in step 8 with the

Process: . associated PK from PK2.
=  Get the inputs

= Repeat steps 6 to 9 for each round (if the rounds are

= Divide SM into blocks. greater than 1)

2081



VOL. 17, NO. 24, DECEMBER 2022

ISSN 1819-6608

©2006-2022 Asian Research Publishing Network (ARPN). All rights reserved.

ARPN Journal of Engineering and Applied Sciences i »\a

www.arpnjournals.com

= Pad the results of step 9 to the encrypted data to get
EM.

Decryption
Inputs:

Encrypted message (EM), image_key 1 (I1),
image_key 2 (I2), block size (BS), number of rounds
(NR).

Qutput:
Decrypted message (DM)

Process:
=  QGet the inputs

= Divide EM into blocks.
= For each block do
=  Resize I1 to the block size to get PK1.

= Resize 12 to the block size to Get PK2.

= Use PKI1 to calculate RLD (RLD = 8-(mod (PKI,
6+1)).

=  For each byte in the block do

=  Apply XORing each byte with the associated PK from
PK2.

= Rotate left the resulting in step 8 byte using the
associated RLD.

= Repeat steps 6 to 9 for each round (if the rounds are
greater than 1)

=  Pad the results of step 9 to the decrypted data to get
DM.

4. IMPLEMENTATION AND EXPERIMENTAL
RESULTS
For  comparisons  purposes, DES  was
implemented using various messages, Figure-14 shows a
sample output , while table 1 show the obtained results:

Input data

encrypt data

decrypt data

Cryptagraphy ﬂ

~|

00oaT 11001100001 _:J
noooo10110011100
11000071 101000010
1000001 110011111
1000000001111110
1070107011111000
0111110011100010
1001101111000011

Cryptagraphy ﬂ

~| ~|

encrypt

key 2345678 ok

decrypt

key 12345678 | ok

Figure-14. Sample of DES implementation.
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Message ETP DTP
ssag ET DT (byte ( byte
size
(byte) (second) | (second) per per
y second) | second)
100 0.2317 0.3300 | 431.5926 | 303.0303
200 0.4633 0.6900 | 431.6857 | 289.8551
300 0.7150 1.0400 | 419.5804 | 288.4615
400 0.9467 1.3100 | 422.5203 | 305.3435
500 1.1963 1.7200 | 417.9554 | 290.6977
600 1.3700 2.0200 | 437.9562 | 297.0297
700 1.6817 2.3100 | 416.2455 | 303.0303
800 1.91333 | 2.6900 | 418.1192 | 297.3978
900 2.1550 3.0200 | 417.6334 | 298.0132
1000 2.4067 3.3900 | 415.5067 | 294.9853
Average 1.3080 1.8520 | 422.8795 | 296.7844

The proposed method was implemented using the
previous messages with Block size=8 and number of
rounds =1, Table-2 shows the obtained results:

Table-2. Message cryptography: Block size=8 and number
of rounds =1.

Block size = 8 bytes

ET(second)

e

0.06
100 200 300 400 500 600 700 800 900

Message size (byte)

1000

Figure-15. ET/DT vs message size.

The proposed method can use multiple rounds to
accomplish the process of message cryptography, the
number of rounds must be selected and agreed upon
between the sender and receiver. Increasing the number of
rounds will increase the method’s security and at the same
time will increase both the encryption and decryption
times, but the proposed method will remain efficient by
speeding up the process of cryptography as shown in the
results shown in Table-3.

From Tables 1 and 2 we can see that the proposed
method is more efficient than DES and it will speed up the
process of cryptography 9 times. From Table-2 we can
show that there is a linear relationship between the ET/DT
and the message size when fixing the block size, this is
shown in Figure-15.

Message | Number TP Table-3. Messages cryptography with Block size=8 and
size of blocks ET/DT(second) | (byte per number of rounds =16.
second)

100 13 0.0750 13333 Message | Number | oo oo TP;Z’I{Y‘e
200 25 0.0870 2298.9 size of blocks second)
300 38 0.1010 2970.3 100 13 0.5560 179.8561
400 50 0.1140 3508.8 200 25 0.5350 373.8318
500 63 0.1300 3846.2 300 38 0.8840 339.3665
600 75 0.1450 41379 400 50 0.9310 429.6455
700 88 0.1580 4430.4 500 63 1.3640 366.5689
800 100 0.1720 4651.2 600 75 1.3870 432.5883
900 113 0.1840 4891.3 700 88 1.6880 414.6919
1000 125 0.2270 4405.3 800 100 2.0380 392.5417
Average 0.1393 3647.4 900 113 2.2430 401.2483
Encryption 1000 125 2.2920 436.3002
timzl/’;f:;(fs(;}iisme) 1.3080/0.1393=9.3898 Average 1.3918 376.6639

Increasing the block size and fixing the number
of rounds will decrease the ET/DT, thus the throughput of
cryptography will be increased, and table 4 shows the
effects of increasing the block size, while Figures 16 and
17 show how varying block size will affect the method
throughput.
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Table-4. Method efficiency when varying the block size
(Message size =1000, Rounds=4).

Varying the number of rounds will increase the

level of security providing a high level of message

protection, but the throughput will drop and it remains
acceptable compared with the DES method, Table-5
shows the obtained results of message cryptography when
varying the number of rounds, while Figures 18 and 19
show how the number of rounds will affect ET/DT and
TP.

Table-5. Method efficiency when varying number of
rounds (Message length=1000, block size =64 byte).

TP

e | . | XD oscony | ot e
1 16 0.0820 12195
2 16 0.0970 10309
4 16 0.1790 5586.6
6 16 0.1660 6024.1
8 16 0.2340 4273.5
9 16 0.2180 4587.2
10 16 0.2310 4329.0
12 16 0.2720 3676.5
14 16 0.3070 3257.3
16 16 0.4520 22124
Average 0.2238 5645.1

ET(second)

TP
Block Number
size of blocks ET/DT(second) | (byte per
second)
8 125 0.6140 1628.7
10 100 0.4910 2036.7
12 84 0.4290 2331.0
16 63 0.3410 2932.6
20 50 0.2820 3546.1
25 40 0.2370 42194
30 34 0.2200 4545.5
40 25 0.1680 5952.4
50 20 0.1510 6622.5
60 17 0.1340 7462.7
Average 0.3067 4127.8
Message length=1000, NR=4
08
07
06 \
g 05
é 0.4 \
03 \
0.2
-\\
013 10 20 30 40 50 60
Block size (bytes)
Figure-16. ET when varying block size.
Message size=1000, NR=4
8000
7000
6000 /
§ 5000
//
£ 4000
g /
&
3000 //
2000
1000
0 10 20 30 40 50 60

Block size (byte)

Figure-17. TP when varying block size.

Message lengt=1000, BS=64

Figure-18. ET vs NR.
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14000

12000 \
10000

8000 \
6000 \

4000

TP(byte per second)

2000
0

Figure-19. TP vs NR.
The proposed method was tested for quality, and
the calculated MSE and PSNR were acceptable in both the

encryption and decryption phases as shown in Table-6.

Table-6. Quality parameters for the proposed method.

message after decryption, the obtained values of MSE and
PSNR were excellent.
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