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ABSTRACT 

Protecting secret messages is a vital issue, in this paper’s research, a simplified, highly secure method of message 
steganography will be introduced. The proposed method will use a complicated PK, which contains information to select a 
secret block from the color image to be used as a covering block; also it will contain the values of the chaotic logistic map 
model to run this model to generate the indices key needed to substitute the message binary matrix. The PK will provide a 
huge keyspace capable to resist hacking attacks, the extracted message will be very sensitive to any minor changes in the 
PK, and any changes in this key during the extraction phase will be considered a hacking attempt by producing a damaged 
extracted message. It will be shown that the proposed method will be always efficient when changing the message length 
and changing the covering images. The proposed method will be implemented using various messages and various 
covering images, the obtained results will be analyzed using various types of data analysis methods to prove the 
improvements provided by the proposed method (quality, security, and efficiency). 
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ABBREVIATIONS 

The following abbreviations are used in this 
research paper: 
PK : private key 
CLK : chaotic logistic key 
IK : indices key 
CLMM : chaotic logistic map model 
MBM : message binary matrix 
ET : extraction time 
HT : hiding time 
ETP : extracting throughput 
HTP : hiding throughput 
MSE : mean square error 
PSNR : peak signal-to-noise ratio 
CC : correlation coefficient 
NSCR : number of samples change ratio 
 
INTRODUCTION 

Text messages are widely circulated through 
various social media, which requires protecting them from 
the risk of penetration or theft by hackers and data thieves 
for the following reasons: 
 
 The text message may be personal or private 

 The text message may be confidential or contain 

confidential information 

 The means of communication used to transmit the 

message may not be secure 

 
One of the most popular methods of protecting 

secret messages is message steganography. Message 
steganography is the process of hiding a secret message 
within a covering media in such a way that someone can 
not know the presence or contents of the hidden 

message. The purpose of steganography is to maintain 
secret communication between the message sender and the 
message receiver. Unlike cryptography, which conceals the 
contents of a secret message, steganography conceals the 
very fact that a message is communicated. Although 
steganography differs from cryptography, there are many 
analogies between the two, and some authors classify 
steganography as a form of cryptography since hidden 
communication is a type of secret message [1-5]. 

Up to now, cryptography has always had its 
ultimate role in protecting the secrecy between the sender 
and the intended receiver. However, nowadays 
steganography techniques are used increasingly besides 
cryptography to add more protective layers to the hidden 
data. The advantage of using steganography 
over cryptography alone is that the intended secret message 
does not attract attention to itself as an object of scrutiny. 
Visible encrypted messages, no matter how unbreakable 
they are, arouse interest and may in themselves be 
incriminating in countries in which encryption is illegal [6-
9]. 

As shown in Figure-1, both the original image 
file(X) and secret message (M) that needs to be hidden are 
fed into a steganographic encoder as input. Steganographic 
Encoder function, f(X, M, and K) embeds the secret 
message into a cover image file by using techniques like 
least significant bit encoding. The resulting stego image 
looks very similar to your cover image file, with no visible 
changes. This completes encoding. To retrieve the secret 
message, the stego object is fed into Steganographic 
Decoder. 

Many methods were introduced to apply message 
steganography; many of these methods were based on the 
classical LSB method. The LSB method reserves the LSBs 
(see Figure 2) of the covering image to hold the bits of the 
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secret message and it can be implemented by applying the following algorithm [10-15]: 
 

 
 

In the classical LSB technique of message hiding, 
bits of the message are directly embedded into the LSB of 
the cover image in a deterministic sequence. This 
modification does not provide any impact on human 
perception due to the amplitude of the change being small. 
In terms of a 24-bit RGB image, each pixel is derived 
from three primary colors: red, green, and blue, and each 
primary color is represented by 8 bits. One can store 3 bits 
in each pixel by changing a bit of each of the red, green, 
and blue color components. For example, inside the 24-bit 
image, we have three adjacent pixels (9 bytes), which are 
shown in Figure-3(a). Assume, we want to hide the letter 
’a’ (ASCII code 
 

 
 

Figure-1. Data steganography model. 
 

 

 
 

Figure-2. LSB of the covering byte. 
 
of ‘a’ is 97, which is 01100001 in binary). Superimposing 
these 8 bits in sequence over the LSB of the 9 bytes above, 
we get the result as in Figure-3(b), (where bits in bold and 
underline indicate changes). In this way, message bits can 
be embedded in the cover image generating the stego-
image from which the message bit can be extracted. 
Figure-2, describes this overall process of LSB strategy 
[15-20]. 

 
 
 
 

 
 

Figure-3. LSB Process of hiding. 
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The LSB method has the following features: 

 LSB reserves 8 bytes from the covering image to hide 

one character from the secret message. 

 The charterers are to be hidden in order, the first 8 bits 

of the covering image for the first character, the 

second 8 bits for the second character, and so on [21-

25]. 

 LSB has a good stego image quality, it adds minor 

changes to the covering image, the covering byte 

change is within the range -1 to +1 (see Figure-4), this 

will keep the stego image closed to the covering 

image and the changes cannot be noticed by human 

eyes. 

 Dealing with the hiding process character by character 

will require more time, this process will be simplified 

in the proposed here method [25-30]. 

 LSB method of steganography is not secure; anyone 

with good programming skills can easily extract the 

message from the stego image, knowing that this 

image is holding a message. The proposed method 

will solve this disadvantage by using a complicated 

PK to handle the process of message hiding and 

extracting 

Figure-4. The LSB method adds minor changes to the 
covering image. 

 

Digital color images are used most of the time as 
a covering media for the following reasons [28-30]: 
 The digital color image has a very high resolution, 

thus the size of the digital color image is very huge, 

which enables us to hide large messages [35-40]. 

 The possibility of obtaining a digital color image at no 

cost due to the diversity of sources and the availability 

of various equipment that generates the digital image 

[15-20]. 

 Ease of processing color digital image because it is 

represented by a three-dimensional matrix (one 

dimension of a 2D matrix for each color channel (red, 

green, blue)) as shown in Figure-5.  

 Ease of reshaping the three-dimensional matrix and 

converting it to a vertical or linear matrix with one 

dimension [25-30]. 

 The possibility of separating the matrix of each color 

and dealing with it separately and independently. 

 Ease of checking the quality of a digital color image 

by looking at the image itself with the naked eye or 

using the color distribution scheme in the digital 

image (image histogram), see Figure-6. 

 The pixel values in the digital image are true and 

positive numeric values, confined between 0 and 255, 

and are easy to convert into binary values; these 

values match the ASCII values of the message 

characters [31-40]. 
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Figure-5. Color image and color channels. 
 

There are currently several ways to hide any text 
message in a color image; most of these methods are based 
on the least significant bit (LSB) [16]. A complete survey 
of the most known steganography methods can be found in 
[17, 1 LSB-dependent approach is popular because it is 
easy to implement, despite its several disadvantages. To 
hide a secret message inside an image, a proper cover 
image is needed. LSB methods use bits of each pixel in the 
image, accordingly if we want to compress the cover. 

Image it is necessary to use a lossless 
compression format, otherwise the hidden information will 
get lost in the transformation of a lossy compression 
algorithm. Using Gray images each pixel has one value 
which means that we can hide just one bit. On the other 
hand with a 24-bit color image each pixel has three values 
Red, Green, and Blue color components which can be 
used, so a total of 3 bits can be stored in each pixel. The 
main disadvantage of standard LSB methods it is easy to 
detect the hidden message since it is simply the least 
significant bit in each pixel. To overcome this 
disadvantage many algorithms have been proposed to 
enhance LSB and make it less detectable and more secure 
[19, 20]. Other methods [21, 22], try to increase the 

amount of data that can be hidden in the cover image and 
pre-encrypt the message before hiding it in the cover 
image. The next two subsections discuss in detail the basic 
operation of two LSB standard methods. Each method has 
been implemented using messages with different lengths. 
The implementations record four values (mean square 
error, peak signal-to-noise ratio, hiding time, and 
retrieving time) that we will use to compare with our 
algorithm. 

In [22] the author showed that the classic LSB 
method and introduced a method to enhance the LSB 
efficiency by increasing the PSNR and decreasing the 
hiding/extracting time. 

A method of data steganography will be 
considered as a good method if it satisfies the 
requirements of quality, this means that the quality of the 
stego image must be high. The process of hiding the secret 
message in the digital image should not affect the image 
much, so that the stego image remains very close to the 
covering image, and the changes should not be noticed 
with the naked eye (see Figure-6). Therefore, the good 
method of the hiding process must meet the quality 
conditions shown in Table-1. 

 

 
 

Figure-6. The Stego image is close to the covering image. 
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Table-1. Quality requirements. 

 

Quality parameter 
Measured between the 

covering and stego images 

MSE Very low 

PSNR Very high 

CC Closed to 1 

NSCR Closed to 0 

 
PROPOSED PK 

The proposed method uses a complicated PK 
which will be used with a simplified LSB method to apply 
message hiding and message extracting. The PK contains 
the needed information to process the following tasks: 
 
 Selecting a block from the covering image to be used 

as a covering block. 

 Apply message binary matrix substitution based on 

the generated indices key. 

 
The PK contains the parameters shown in Table-

2: 
 

Table-2. PK structure. 
 

PK 

Blocking information 

Lower rows percentage 
(rp1) 

Upper rows percentage(rp2) 

Lower columns 
percentage (cp1) 

Upper columns 
percentage(cp2) 

CLMM information 

R1 X1 

Example 

0.17 0.35 

0.2 0.45 

3.77 0.125 

 
The blocking information are used to get a block 

from the covering image, this block will hold a secret 
message, the information will be used to calculate the 
lower left and the upper right corners of the required block 
as shown in Figure-7. 

The selected covering block is very sensitive to 
the blocking information, any minor changes in this 
information will change the block, changing the covering 
image will also change the block size, because the block 
size is a percentage of the selected covering image (see 
Figures 8, 9 and 10). 
 

 
 

Figure-7. Block calculations. 
 

 
 

Figure-8. Block example. 
 

 
 

Figure-9. Changing blocking information changes 
the block. 
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Figure-10. Changing the covering image changes the 
block. 

 
The CLMM information is used to generate the 

indices key to be used for message binary matrix; this key 
can be obtained by sorting the CLK obtained as a result of 
running the CLMM with the selected chaotic parameters 
values. 

The logistic map is defined by equation 1: 
 

 

Given the starting value  and a positive 

parameter  the map produces a sequence 
of values: 

 
 
that we get by iterating it, e.g. 
 

 
 

The IK will contain 8 elements with values 
within the range 1 to 8 without repeating the same value. 
The generated IK will be very sensitive to the values of 
chaotic logistic parameters R1 and X1; any changes in 
these values will change the generated IK, Table-3 shows 
various IK generated as a result of using different values 
for R1 and X1. 

 
Table-3. IK sensitivity. 

 

R1, X1 CLK IK 

3.77; 0.125 
0.4123    0.9135    0.2978    0.7884    0.6290    

0.8797    0.3989    0.9039 
3     7     1     5     4     6     8     

2 

3.91; 0.125 
0.4277    0.9570    0.1608    0.5275    0.9745    

0.0970    0.3426    0.8806 
6     3     7     1     4     8     2     

5 

3.77; 0.2 
0.6032    0.9023    0.3322    0.8363    0.5160    

0.9415    0.2075    0.6200 
7     3     5     1     8     4     2     

6 

3.95; 0. 25 
0.7406    0.7588    0.7230    0.7912    0.6527    

0.8955    0.3698    0.9205 
7     5     3     1     2     4     6     

8 
 
THE PROPOSED METHOD 

The proposed method uses the PK shown in 
Table-1; the process of message hiding will be 
implemented in three phases: 
 
Phase 1: Image blocking 

This phase can be implemented applying the 
following steps: 
Step 1:  Get the covering color image. 
Step 2:  Get the covering image size (rows and columns) 
Step 3:  From the PK get the blocking information. 
Step 4:  Use the blocking information to find the required 

block. 
The following sequence of operations can be used 

to implement this phase: 
 

 
 
Phase 2: MBM substitution 
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This phase can be implemented using the 
generated IK, and it can be implemented by applying the 
following steps: 
Step 1:  From the PK get the CLMM parameters value. 
Step 2:  Run the CLMM to get an 8 elements CLK 
Step 3:  Convert CLK to IK using sort function 
Step 4:  Get the message and retrieve the message size (L) 
Step 5:  Convert the message to decimal (ASCII values) 
Step 6:  Convert the decimal message to binary to get a 

message binary matrix (MBM) 
Step 7:  Use IK to substitute MBM 
 

The following sequence of operations can be used 
to implement this phase: 
 

 
 
Phase 3: Message hiding 

This phase hide the message in the selected 
block, the process of hiding will be implemented by 
inserting the message in the block in a burst way (one 
operation), this will increase the efficiency of data hiding, 
and the message bits will be inserted in the block by 
inserting the first bits of all characters, then the second bits 
of the second characters and so on (see Figure-11). 
 

 
 

Figure-11. Character bits hiding. 
 

The message-hiding phase will be implemented 
by applying the following steps: 

Step 1:  Get the block 
Step 2:  Reshape the block to a one-row matrix 
Step 3:  From the one-row matrix get a part equal to L*8 
Step 4:  Convert the part to binary 
Step 5:  Reshape the substituted MBM to one column 

matrix 
Step 6:  Let all the LSBs in the binary part equal the one-

column matrix 
Step 7:  Convert the results in Step 6 to decimals 
Step 8:  Return the results to block part 
Step 9:  Reshape back the block to the 3D matrix 
Step 10: Return the block to the covering image to get a 

stego image 
This phase can be implemented by applying the 

following sequence of operations: 
 

 
 

Figure-12. Shows an example of the hiding process. 
 

 
 

Figure-13. Hiding process example. 
 

The message-extracting process can be 
implemented by applying the following phases 

Phase 1: Image blocking 
The same as in the hiding process, but using a 

stego image instead of a covering image, the following 
sequence of operations can be used to apply this phase (the 
same PK must be used): 
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Phase 2: Message extracting 

This phase can be implemented by applying the 
following steps: 
Step1:  Reshape the selected block into the one-row 
matrix 
Step 2:  Get a part equal to L*8 
Step 3:  Convert a part to binary 
Step 4:  From the binary results get the least significant 

column 
Step 5:  reshape the column to 8 column matrix to get 

MBM 
The following sequence of operation can be used 

to apply this phase: 
 

 
 
Phase 3: MBM substitution 

This phase requires an IK to apply MBM 
substitution, and it can be implemented by applying the 
following steps: 
Step 1: Run CLMM to generate CLK 
Step 2:  Convert CLK to IK using the sort function 
Step 3:  Use IK to apply MBM substitution 
Step 4:  Convert MBM to decimal 
Step 5:  Convert decimal values to characters to get the 

secret message 
The following sequence of operations can be used 

to implement this phase: 
 

 
 

Figure-14. Shows an example of extracting phase 
implementation: 

 

 
 

Figure-15. Extracting phase example. 
 
IMPLEMENTATION AND RESULTS ANALYSIS 

The proposed method was implemented using 
various messages and various covering images, the 
obtained results were analyzed using various methods of 
data analysis, and the analysis of the results will be 
described. 
 
a. Visual analysis 

Inserting the secret message in the covering 
image must not affect the image, the stego image must be 
close to the covering image, changes in the stego image 
must not be noticed by human eyes, and this will eliminate 
the suspicion that a color digital image may contain a 
secret message. Here we can visually prove this by locking 
to the images and their histogram, the stego image must be 
closed to the covering image, also the stego image 
histograms must be closed to the covering image 
histograms, this is shown in the method produced outputs 
shown in Figures 16 and 17. 
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Figure-16. Sample of covering image and its histograms. 
 

 
 

Figure-17. Sample of stego (holding the message: ‘Data 
steganography using indices key’) image and its 

histograms. 
 
b. Sensitivity analysis 

The extracted secret message is very sensitive to 
the selected values in the PK, any changes in the PK 
during the extraction phase will produce and extract a 
damaged secret message, doing these changes will be 
considered a hacking attempt. To show this the message 
'Message steganography' was hidden in a covering image 
using PK1, Table-4 shows the results of message 
extraction using other PKs in the extraction phase 
PK1: 
rp1=0.17; rp2=0.35;  
cp1=0.2; cp2=0.45;  
R1=3.95; X1=0.25; 
 
PK2: 
rp1=0.17; rp2=0.35;  
cp1=0.2; cp2=0.45;  
R1=3.71; X1=0.25; 
 
PK3: 
rp1=0.17; rp2=0.35;  
cp1=0.2; cp2=0.45;  
R1=3.95; X1=0.15; 

 
PK4: 
rp1=0.17; rp2=0.35;  
cp1=0.2; cp2=0.45;  
R1=3.71; X1=0.15; 

 
PK5: 
rp1=0.27; rp2=0.44;  

cp1=0.2; cp2=0.45;  
R1=3.95; X1=0.25; 
 

Table-4. Key sensitivity. 
 

Used key 

in the 

extraction 

phase 

Extracted message 
Remark

s 

PK1 Message steganography Ok 

PK2 
 

Damaged 
message 

PK3 
 

Damaged 
message 

PK4  
Damaged 
message 

PK5 
 

Damaged 
message 

 
c. Security analysis 

The hacker must know the following in order 
 The data hiding process was performed using the LSB 

method; here if the extraction phase was implemented 

using only the LSB extraction phase the extracted 

message will be damaged. Table-5 shows the results 

of extracted messages using the LSB method, the 

message embedding was performed using the 

proposed phase of data hiding: 

Table-5. Extraction using the LSB method. 
 

Embedded message 
Extracted message using 

the LSB method 

Data steganography *r*>rjn*gon6*2#; 

Securing LSB method <j.z6+gna<$kjr#ob 

Hacking process !*./+gn26o.j>> 

Message substitution ij>>*nj>z&>r+rzr+og 

Security analysis <j.z6+r;*g*c;>+> 

 
 The key was generated using CLMM 

 Chaotic logistic parameters values, the PK contains 6 

components, and thus, the PK provides a huge 

keyspace capable to resist hacking attacks (see 

equation 2). 
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 The IK was used for MBM substitution. 

d. MSE and PSNR analysis 

The quality between two images can be measured 
by Mean square error (MSE) and peak signal-to-noise 
ratio (PSNR), high value of MSE and low value of PSNR 
points to low quality, while low MSE and high PSNR 
points to high quality. A good method of data 
steganography must provide a high quality (low MSE and 
high PSNR) of the stego image, MSE and PSNR can be 
calculated using equations 2 and 3: 
 

 
 

Where: MAX is the maximum possible value of 
sample values, N is the total number of samples, and xi 
and yi are the corresponding sample values of the source 
and encrypted/decrypted images. 

A secret message of length 100 characters was 
treated using various covering images, MSE and PSNR 
was calculated between the covering and the stego images, 
and Table-6 shows the obtained results. The following PK 
was used: 
 
PK: 
rp1=0.17; rp2=0.35;  
cp1=0.2; cp2=0.45;  
R1=3.95; X1=0.25; 

 
Table-6. Obtained MSEs and PSNRs results. 

 

Image number Size(byte) MSE PSNR NSCR (%) 

1 150849 0.0026 170.2263 0.2632 

2 518400 0.00072917 183.0614 0.0729 

3 5140800 0.000074697 205.8460 0.0075 

4 4326210 0.000089455 204.0430 0.0089 

5 122265 0.0030 168.7758 0.3043 

6 518400 0.00075039 182.7745 0.0750 

7 150975 0.0027 170.1344 0.2656 

8 150975 0.0025 170.6198 0.2530 

9 1890000 0.00022063 195.0153 0.0221 

10 6119256 0.000062916 207.5623 0.0063 

 
From Table-6 we can see the following: 

 
 The obtained values of MSE and PSNR are acceptable 

and the obtained stego images have good quality. 

 Increasing the covering image size will increase the 

hiding capacity and will improve the quality of the 

stego image by decreasing the value of MSEs and 

increasing the values of PSNRs. 

 It is recommended to use a covering image with a big 

size, this will increase the hiding capacity and will 

decrease MSE, and will increase PSNR between the 

covering and stego images. 

Table-7 shows the quality parameter values of 
hiding various messages in a covering image with a  size 
equal to 6119256 bytes. 
 

Table-7. MSE, PSNR, and NSCR using big images. 
 

Message 

size 

(K bytes) 

MSE PSNR NSCR 

0.25 0.00016456 197.9475 0.0165 

0.50 0.00032847 191.0359 0.0328 

1 0.00067214 183.8757 0.0672 

2 0.0013 177.0542 0.1330 

3 0.0020 172.9066 0.2013 

5 0.0033 167.8218 0.3347 

10 0.0067 160.8589 0.6715 

20 0.0134 153.9861 1.3352 

25 0.0167 151.7289 1.6733 

50 0.0335 144.7845 3.3509 
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Increasing the message size will increase MSE 
and decrease PSNR (see Figure-18), but the values of 
MSE and PSNR for hiding long messages will remain 
acceptable and the stego image quality will be high, 
Figures 19 and 20 show the covering image and a stego 
image holding 50 K bytes message. 
 

 
 

Figure-18. MSE, PSNR and NSCR using various lengths 
of messages. 

 

 
 

Figure-19. Covering images and histograms. 

 
 

Figure-20. Stego image holding 50 K bytes’ message. 
 

e. Correlation analysis 
The value of CC between two images expresses 

the dependency between their corresponding gray values. 
This is another statistical evaluation for testing the quality 
of the algorithm of data steganography. Calculating the 
correlation coefficient determines the level of correlation 
between two images and the correlation coefficient is 
always in the range [−1, 1]. Values between |1–0.7| are 
considered a strong correlation (samples from the source 
files are similar to samples from the encrypted file), a 
correlation between |0.7–0.3| is considered a medium 
correlation and values between |0.3–0| is considered as 
weak correlation. The correlation coefficient can be 
calculated using Equation 4: 
 

 
 

N is the total number of samples, xi and yi are the 
sample values of the covering and stego 
files, x¯  and y¯  are the mean values of samples, and 
finally cov (x, y) is the covariance between both files. 

The selected message was treated using the 
proposed method, CCs (Between the red channels, the 
green, and the blue), were calculated between the covering 
and the stego images and Table-8 shows the obtained 
results. 
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Table-8. Correlation coefficients results. 
 

Image 

number 
CCr CCg CCb 

1 1 1 1 

2 1 1 1 

3 1 1 1 

4 1 1 1 

5 1 1 1 

6 1 1 1 

7 1 1 1 

8 1 1 1 

9 1 1 1 

10 1 1 1 

Remarks Always 1 Always 1 Always 1 

 
From Table-8 we can see that the obtained values 

of CCs are excellent and this proves the good quality 
provided by the proposed method. 
 

f. NSCR analysis 

The number of sample change rates (NSCR) is a 
robustness test for establishing the quality of data 

steganography algorithms. The purpose of the test is to 
compare the corresponding sample values of the covering 
and stego images and to show the difference in percent. 
NSCR can be calculated using equation 5. 
 

 
 

The selected message was treated using the 
proposed method, and NSCRs were calculated between 
the covering images and the stego ones, the results of 
NSCRs are shown in Table-7, and they show that the 
proposed method satisfies the quality requirements.  
 
g. Efficiency analysis 

The message with 100 characters’ length was 
treated using various covering images; Table-9 shows the 
obtained calculated efficiency parameter values. 

 
Table-9. Efficiency parameters results. 

 

Image number HT(second) ET(second) 

HTP 

(K bytes per 

second) 

ETP 

(K bytes per 

second) 

1 0.0210 0.0040 4.6503 24.4141 

2 0.0230 0.0040 4.2459 24.4141 

3 0.0250 0.0050 3.9062 19.5313 

4 0.0250 0.0050 3.9063 19.5312 

5 0.0220 0.0040 4.4389 24.4141 

6 0.0220 0.0040 4.4389 24.4141 

7 0.0250 0.0050 3.9063 19.5312 

8 0.0300 0.0050 3.2552 19.5312 

9 0.0230 0.0050 4.2459 19.5313 

10 0.0240 0.0060 4.0690 16.2760 

 0.0240 0.0047 4.1063 21.1589 

 
From Table-9 we can see that changing the 

covering image will keep the efficiency parameters 
without changes, thus it is better to use a covering image 
with a big size, this will increase the hiding capacity, and 
PSNR also will increase, while MSE will decrease. 

Table-10 shows the efficiency parameters values 
when changing the message length and fixing the covering 
image (image 10: with big size): 
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Table-10. Efficiency parameters results in various messages. 
 

Message length 

(K byte) 
HT(second) ET(second) 

HTP 

(K bytes per 

second) 

ETP 

(K bytes per 

second) 

0.25 0.0310 0.0070 8.0645 35.7143 

0.50 0.0410 0.0080 12.1951 62.5000 

1 0.0610 0.0140 16.3934 71.4286 

2 0.0990 0.0230 20.2020 86.9565 

3 0.1380 0.0310 21.7391 96.7742 

5 0.2900 0.0510 17.2414 98.0392 

10 0.4120 0.0950 24.2718 105.2632 

20 0.8150 0.1880 24.5399 106.3830 

25 1.0220 0.2440 24.4618 102.4590 

50 1.9910 0.4700 25.1130 106.3830 

Average 0.4900 0.1131 19.4222 87.1901 

 
From Table-10 we can see that the proposed 

method is very efficient by providing a hiding throughput 
of around 19.4222K bytes per second and extracting 
throughput of around 87.1901K bytes per second, these 

parameters are better than the results obtained in [22], the 
proposed method has a speedup comparing with classical 
LSB method and the method proposed in [22], see Table-
11. 

 
Table-11. Efficiency parameters of hiding a message of I K bytes. 

 

Method ET 
Speedup of the 

proposed method 
DT 

Speedup of the 

proposed method 

Classical LSB 0.14 2.2951 0.125 8.9286 

Ref. [22] 7.005 114.8361 0.124 8.8571 

Proposed 0.0610 1 0.0140 1 

 
CONCLUSIONS 

A simple efficient and highly secure and quality 
method of message steganography was proposed. The 
proposed method simplified the procedures used in the 
classical LSB method of message hiding and extracting, 
thus the HT and ET were minimized. The proposed 
method used a complicated PK, which provided a huge 
keyspace capable to resist any hacking attack, the method 
was very sensitive to any changes in the PK, and any 
changes in the PK used in the extracting phase were 
considered as a hacking attempt by producing a damaged 
decrypted message. The PK contained information to 
select a secret block from the image to be used as a 
covering block and information to run CLMM to generate 
the IK used to substitute the message binary matrix. 

The proposed method provided an excellent 
quality of the stego image; this was proved by the obtained 
Low MSE, High PSNR, low NSCR, and CC equal 1. The 
proposed method decreased both the ET and DT and 
increased the throughput of message steganography; the 
proposed method provided a significant speedup compared 
with other existing methods. 

The proposed method was implemented using 
various messages and various covering images, the 

obtained results were analyzed using various methods of 
data analysis, the results of the analysis proved the 
enhancements provided by the proposed method in the 
security, quality, and efficiency issues. 
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