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ABSTRACT 

Protecting secret messages from being hacked is a vital problem. This research paper will present a simple and 
flexible data cryptography method. The method can encrypt-decrypt messages of any length. Also, it can be easily used to 
encrypt-decrypt gray and color images. The proposed method will use a private key, which contains the needed 
information to generate chaotic keys; these keys will be used to obtain indices keys, which will be used as a lockup table in 
the encryption and decryption phases. The generated key will be very sensitive to the P.K. contents. The P.K. used in the 
proposed method will have a complex structure, providing a huge key space that can resist attacks. The proposed method 
will be implemented using various messages, the obtained results will be analyzed, and several test analysis methods will 
be used to prove the achievements of the proposed method. The quality analysis will use the calculated values of MSE, 
PSNR, CC, and NSCR to prove the quality of the proposed method in both the encryption and decryption phases. A 
sensitivity analysis will be performed to show how the encryption and decryption phase is sensitive to the selected P.K.; 
any changes in the P.K. during the decryption phase will be considered a hacking attempt by producing a damaged 
decrypted message. A speed analysis will be provided to prove that the proposed method is efficient, and the obtained 
results will be compared with other methods' results to show the speedup provided by the proposed method.  
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ABBREVIATIONS 

The following abbreviations will be used in this 
research paper: 
PK:  private key 
IK:  indices key 
CTK:  chaotic tent key 
CLK:  chaotic logistic key 
CTMM:  chaotic tent map model 
CLMM: chaotic logistic map model 
MSE: mean square error 
PSNR: peak signal-to-noise ratio 
CC: correlation coefficient 
NSCR: number of samples change ratio 
ET: encryption time 
DT: decryption time 
TP: throughput 
 
INTRODUCTION 

Encryption is a measure of cyber security that 
protects personal data through the use of unique codes that 
obfuscate data and make it impossible for hackers to read. 
Encryption ensures that an organization's private data is 
secure, even if attackers manage to bypass the firewall 
[25-30]. 

Companies increasingly collect a lot of private 
user data to prevent this data from getting into 
unauthorized outside hands. Therefore, companies need to 
ensure that they encrypt all the data in their possession. 

The data encryption process is straightforward. 
An encryption key is used with a specific encryption 
algorithm to translate plain text data into unreadable data, 

and the data after the encryption process is called 
ciphertext. 

Encrypted data can only be decrypted using the 
corresponding encryption key, so hackers will not be able 
to read the data even when they bypass system security 
measures. 

Data encryption is an important and vital task 
because of the following reasons: 
 
 The data being transferred is at risk 

Hackers can easily attack communication 
channels and capture the data transmitted over the 
network. Data encryption ensures that confidential data 
cannot be stolen during its transmission through data 
mining techniques such as brute-force attacks. 
 
 Security threats are evolving 

Attackers are constantly learning new ways to 
bypass the most complex cyber security defenses, so 
companies need to ensure that attackers will not be able to 
read their data should their firewalls be compromised. 
Data encryption makes it impossible for attackers to 
access sensitive data. 
 
 Unauthorized applications may expose sensitive data 

Installing and using some unauthorized online 
resources and applications may cause intrusions and 
security breaches. When this happens, your sensitive data 
may be exposed to malicious agents online. Data 
encryption prevents this from happening by making sure 
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that your private data is encrypted and hard to read by 
unauthorized users. 
 
 Hacking is a business 

Competition and business rivalry mean 
companies are always looking to access their competitors' 
data to know their next business steps. This has led to the 
growth of the hacking business, whereby tech-savvy 
individuals hack companies' online resources for a fee. 
Data encryption will ensure that no one who is not 
authorized to access your data can read, understand or use 
your confidential data, even if that person manages to 
bypass your security systems. 

The process of message cryptography can be 
summarized in two main steps: encryption and decryption. 

First: The text we want to encrypt is taken, be it a 
text message or an email, and complex encryption 
algorithms are applied to that text and converted into an 
unreadable format. The text after conversion is called 
"ciphertext." This helps protect the confidentiality of 
digital data, whether stored on Computer systems or 
transmitted over a network such as the Internet (see 
Figure-1). 

Second: When the encrypted text reaches the 
intended recipient, the information is translated back to its 
original form; that is, this text is returned to what it was 
before encryption algorithms were applied to it, and this is 
called decryption. Finally, for the recipient to unlock the 
message, both the sender and receiver must use a "secret" 
encryption key, a set of algorithms that defend and decrypt 
the data into a readable format [31-39]. 

 

 
 

Figure-1. Message cryptography process. 
 

The aim of this research paper is to introduce a 
method of message cryptography that must provide the 
following: 
 Provide a low message quality in the encryption phase 

by destroying the message; here, the method must 

maximize MSE, NSCR and minimize CC and PSNR. 

 Provide a high message quality in the decryption 

phase by producing a message identical to the original 

message; here, the method must maximize PSNR and 

CC and minimize MSE and NSCR. 

 Increase the speed of message cryptography; here, the 

method must reduce the ET/DT and thus increase the 

throughput of the process of message cryptography. 

 Increase the level of security by using a complicated 

PK, which must increase the key space to resist any 

attacks. 

 It must be simple and easy to implement; changing 

the PK or/and the message must not require changing 

the algorithm. 

RELATED WORK 

Many methods for message cryptography were 
introduced; some of these methods were based on the 
standards DES, 3DES, AES, BF, RC2, and RSA [1]; these 
methods shared some features such as fixed data block 
size, fixed length PK, and fixed number of rounds, many 
research investigates these methods. In [14], the authors 
provided a comparison between the performances 
provided by these methods; the results of the comparisons 
are shown in Table-1. 
 

Table-1. Comparisons between standard methods of 
message cryptography. 

 

Ref. [12] DES 3DES AES BF 

Throughput 
(K bytes per 

second) 
7.8008 2.6006 5.1953 9.9287 

 
In [15], the authors introduced an enhanced 

methods base on the standard method; the throughput was 
enhanced as shown in Table-2: 
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Table-2. Enhanced standard methods of message cryptography. 
 

 
 

Many other methods and techniques have been 
introduced for dealing with data of large sizes, such as 
digital images and digital letters. Some methods were 
based on chaos theory and used various chaotic map 
models to generate the key required to decrypt the cipher. 

In [2], the authors made a performance 
comparison between the chaotic and non-chaotic methods 
of data encryption, the chaotic methods of speech coding 
improved the performance of the cipher, and it was found 
that the average throughput of the non-chaotic, chaotic, 
and excessive random methods was 170.3, 141.2 and 
636.3 kbps, respectively, which is better than the standard 
methods. 

Other researchers introduced some techniques to 
improve the data encoding speed by increasing the TP of 
the data encryption process; in [8], the researchers 
introduced a method, the throughput was improved to 
169.1 kbps, while in [9], the introduced method boosted 
the throughput to 710 kilobytes per second. 

Faster data encryption methods were introduced 
later; these methods were used to reduce ET-DT and 
increase data encoding speed. In [3], the researchers 
introduced a robust and fast image encoding scheme based 
on mixing technology. These methods are designed to 
encode digital images and can be adapted to encode digital 
speech files. In [4], researchers introduce a chaotic system 
based on cosine transform for image coding. In contrast, in 
[5], researchers present a new image coding algorithm 
based on a polynomial combination of chaotic maps and 
dynamic function generation. In [6], researchers 
introduced a multi-image coding algorithm based on DNA 
coding and chaotic order, while in [7], researchers 
produced multi-image ciphers with bit-level 
decomposition and chaotic maps; these methods provided 
good quality at different speeds, as shown in Table-3. 
 
 
 
 

Table-3. Performance comparisons of method mentioned 
in [3.7]. 

 

 
 

Image coding requires additional processing due 
to its size and a large number of blocks; this will 
negatively affect the performance of the methods, so using 
speech files in the previous methods will drop the TP for 
encryption. 

A recently invented method for encrypting color 
image files has shown that using chaotic maps to create 
speech coding algorithms leads to high levels of security. 
In [8], the researchers proposed an encryption method 
using confusion and diffusion based on a chaotic multi-
coil system. In [9], the authors evaluated Lorenz and 
Rosslea's chaotic speech signal coding system. In [10], the 
researchers presented a more valuable paper, where the 
Bernoulli chaotic map to create the encryption algorithm. 
In [11], the researchers presented another method similar 
to the random audio coding algorithm. Important research 
in [12] has shown that using a single chaotic map is not 
always a guarantee of the highest levels of cryptographic 
security. The paper gives an overview of how 
cryptographic algorithms can be compromised using the 
Arnold Kat, Becker or 2D Logistic Chaos Map. This is 
one of the reasons why we use a combination of two 
messy maps to expand the key space (all possible values 
for secret keys) for additional cryptographic security. In 
[13], the author introduced a new audio coding algorithm 
with permutation substitution geometry, various analyses 
were carried out, including velocity analysis, and Table-4 
shows what was obtained in the results of this research: 
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Given the previous experience in this field of data 
encryption, we have built a new algorithm for digital color 
image encryption - decryption using a complex PK; this 
key will have a complex structure to increase the security 
level and maintain the optimum encryption speed and less 
than the speed provided by the newly used methods of 
image cryptography. 
 
Proposed Method PK 

The PK used in the proposed method is a 
complicated key with a complex structure. The structure of 
the PK is shown in Figure-2. The PK has 10 components, 
each with a double data type. Furthermore, each 
component value is to be represented by 64 bits. This will 
provide the key with a huge key space that can resist any 
kind of hacking attack. 

The PK contains information needed to run one 
CTMM and four CLMMs; these chaotic models based on 
the selected chaotic parameters are needed to generate 5 
chaotic keys, one CTK, and 4 CLKs. The four CLKs are to 
be combined in one key. The length of each generated 
chaotic key must equal 256 to cover the ASCII characters 
range (0 to 255). The generated two chaotic keys are 
converted to indices keys, which will be used as lockup 
tables in the encryption and decryption phases. The 
encryption/decryption will be performed in two rounds. 
Each round will use one IK, the number of rounds may be 
expanded, and here we have to expand the structure of the 
PK by adding the necessary information to generate the 
required keys. 

 

 
 

Figure-2. PK structure. 
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It is very easy to generate the required keys. For 
example, the following code can be easily used to generate 
the required keys based on the information included in the 
PK: 
 

 
 

Figure-3 shows an example of the generated key 
(key length=16), while Figure-4 shows the contents of 
these keys: 
 

 
 

Figure-3. Plots of the generated keys (example). 
 

 
 

Figure-4. Keys contents. 
 

The generated keys are very sensitive to any 
minor changes in the PK components values, and any 
change will lead to a change in the keys, as shown in 
figures 5 and 6 (Using updated PK): 
PK: 
u=1.999; x (1) =0.278; 
r1=3.99; x1=0.325; 
r2=3.6; x2=0.025; 
r3=3.85; x3=0.165; 
r4=3.79; x4=0.25; 
 

 
 

Figure-5. Keys plots after changing PK. 
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Figure-6. Keys values after changing PK. 
 

The chaotic keys will be fixed and remain 
without changes when fixing the chaotic parameters; they 
differ from random keys, which require saving because 
they will change from time (run) to time, as shown in 
Figure-7. 
 

 
 

Figure-7. Chaotic keys vs. random keys. 
 

PK contains chaotic parameters required to run 
one CTMM and four CLMMs; each generated key is very 
sensitive to any changes in the associated chaotic 
parameter. Changing one or two keys will change the 
results of the IKs, and thus will change the results of the 
encryption/decryption phases, so the same PK must be 
used in both the encryption and decryption phases. Figures 
8 and 9 show how CLK is sensitive to any changes in the 
chaotic parameters: 

 

 
 

Figure-8. Various parameters values generate various CLK. 
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Figure-9. Various CLKs plots. 
 
The Proposed Method 

The proposed method uses the data in the PK to 
generate the required IKs. First, the chaotic tent 
parameters are used to generate a CTK key with 256 
elements. Next, this key is to be converted to an indices 
key using the sort function; this key will be used in the 
first round of encryption as a lockup table to apply 
encryption. 

The rest components of the PK are chaotic 
logistic parameters, and they are used to generate 4 CLKs; 
each CLK will have a length of 16, the four obtained 
CLKs will be combined to get on CLK, and this key then 

will be converted to IK to get the second key which will 
be used in the second round of encryption. 

The generated IK will be used as a look-up table. 
In the encryption phase, the value from the image will be 
replaced by the index of the IK, where the value is stored 
to get the encrypted value. 

In the decryption phase, the value from the 
encrypted message will search to find in what index the 
value is stored, and then the encrypted value will be 
replaced by the index. 

Table-5 illustrates a worked example of how to 
apply encryption decryption using generated IKs:  

 
Table-5. Worked example. 

 

CK 

0.0973 0.3503 0.9081 0.3330 0.8862 0.4024 0.9595 0.1552 0.5231 0.9954 

IK 

Index 

0 1 2 3 4 5 6 7 8 9 

IK contents 

0 7 3 1 5 8 4 2 6 9 

Message 

4 3 3 2 7 

Encrypted: replace with index content 

5 1 1 3 2 

Decrypted: find the index content 

4 3 3 2 7 
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The encryption phase, as shown in Figure-10, can 
be implanted by applying the following algorithm: 
 

 
 

Figure-10. Encryption phase diagram. 
 
Inputs 

Message to be encrypted, PK 
 
Output 
Encrypted message 
 
Process 

1. Get the message. 

2. Get the message length 

3. Convert the message to decimal 

4. Get the PK 

5. Run CTMM to get CTK 

6. Convert CTK to IK1 

7. Run the CLMMs to generate 4 CLKs 

8. Combine the CLKs into one CLK 

9. Convert CLK to IK2 

10. Apply round 1 using  IK1  

11. For each character value in the message do 

12. Replace the character value by its index in the 

associated IK1 

13. Apply round 2 using IK2 

14. For each character value in the message encrypted in 

round 1 do 

15. Replace the character value by its index in the 

associated IK1 

16. Convert the encrypted message back to characters 

The decryption phase can be implemented. 
Similarly, Figure-11 shows the decryption phase diagram, 
and this phase can be implemented by applying the 
following algorithm: 
 

 
 

Figure-11. Decryption phase diagram. 
 
Inputs 

Encrypted message, PK 
 
Output 

Decrypted message 
 
Process 

1. Get the message. 

2. Get the message length 

3. Convert the message to decimal 

4. Get the PK 

5. Run CTMM to get CTK 

6. Convert CTK to IK1 

7. Run the CLMMs to generate 4 CLKs 

8. Combine the CLKs into one CLK 

9. Convert CLK to IK2 

10. Apply round 1 using  IK2 

11. For each character value in the message do 

12. Replace the character value by its index in the 

associated IK2 

13. Apply round 2 using IK1 
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14. For each character value in the message decrypted in 

round 1 do 

15. Replace the character value by its index in the 

associated IK1 

16. Convert the decrypted message back to characters 

Implementation and Results Analysis 
The proposed method was implemented using 

various sizes of messages, and the obtained results were 
analyzed; several analysis types were performed to prove 
the enhancements provided by the proposed method. 
Below we will explain each of the analysis methods. 
 
Quality Analysis 

Here in this analysis, we will use the statistical 
parameters MSE, PSNR, CC, and NSCR, these parameters 
can be measured between two messages, and the values of 
these parameters will be used as indicators to verify the 
quality. The quality of the message in the encryption phase 
must be low, and the message must be destroyed, while in 
the decryption phase, the message must be recovered, and 
the quality must be high. Table 6 shows the requirement of 
good quality provided by a good method of message 
cryptography: 
 

Table-6. Quality requirements. 
 

Parameter 

Between source 

and encrypted 

images 

Between source 

and decrypted 

images 

MSE Very high 0 

PSNR Very low Infinite 

CCr Very low 1 

CCg Very low 1 

CCb Very low 1 

NSCR Closed to 100% 0 

 
MSE and PSNR can measure the quality of two 

messages, the high value of MSE and low value of PSNR 
points to low quality, while low MSE and high PSNR 
point to high quality. A good method of message 
cryptography must provide a low quality in the encryption 
phase and a high quality in the decryption phase. 

MSE and PSNR can be calculated using 
equations 1 and 2: 
 

 
 

 
 

Where: MAX is the maximum possible value of 
message stream (In our case, the maximum value is 255), 
N is the total number of samples, xi and yi are the 

corresponding sample values of the plain and encrypted 
files. 
 
 Measuring the correlation coefficient between two 

messages expresses the dependency between their 

corresponding ASCII values. This is another 

statistical evaluation for testing the quality of 

encryption algorithms. Calculating the correlation 

coefficient determines the level of correlation between 

two messages, and the correlation coefficient is 

always in the range [-1, 1]. Therefore, values between 

|1–0.7| are considered a strong correlation (samples 

from the source files are similar to samples from the 

encrypted file), the correlation between |0.7-0.3| is 

considered a medium correlation and values between 

|0.3-0| is considered as weak correlation. 

The correlation coefficient can be calculated 
using equation 3: 

N is the total number of ASCII 
values, xi and yi are the sample values of the plain and 
encrypted messages, x¯  and y¯  are the mean values of 
ASCII values, and cov (x, y) is the covariance between 
both messages. 
 

 
 

The number of sample change rates (NSCR) is a 
robustness test for establishing the quality of encryption 
algorithms. The purpose of the test is to compare the 
corresponding sample values of the original and encrypted 
messages and to show the percent difference. NSCR can 
be calculated using equation 4: 
 

 
 

The selected messages were processed using the 
proposed method, MSE and PSNR were calculated, and 
table7 shows the obtained results. 
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Table-7. MSE and PSNR results. 
 

Message Length (byte) 

Between source and encrypted 

messages 

Between source and decrypted 

messages 

MSE PSNR MSE PSNR 

1 10 12636 15.3357 0 Infinite 

2 100 11069 17.5487 0 Infinite 

3 200 12038 16.8668 0 Infinite 

4 500 11559 17.2730 0 Infinite 

5 750 12245 16.6963 0 Infinite 

6 1000 12186 16.7451 0 Infinite 

7 2000 11198 17.5901 0 Infinite 

8 4000 11133 17.6482 0 Infinite 

9 8000 11539 17.2904 0 Infinite 

10 16000 11586 17.2497 0 Infinite 

11 32000 11595 17.2418 0 Infinite 

12 64000 11649 17.1956 0 Infinite 

 
The CCs and NSCRs were also calculated, and Table-8 shows the obtained results: 

 
Table-8. CC and NSCR results. 

 

Message Length (byte) 

Between source and encrypted 

messages 

Between source and decrypted 

messages 

CC NSCR % CC NSCR % 

1 10 -0.1579 100 1 0 

2 100 -0.0768 100 1 0 

3 200 -0.1007 100 1 0 

4 500 -0.0409 100 1 0 

5 750 -0.0788 100 1 0 

6 1000 -0.0944 100 1 0 

7 2000 -0.0278 100 1 0 

8 4000 -0.0428 100 1 0 

9 8000 -0.0740 100 1 0 

10 16000 -0.0585 100 1 0 

11 32000 -0.0649 100 1 0 

12 64000 -0.0685 100 1 0 

 
From Tables 7 and 8 and refereeing to the 

requirements shown in Table-6, the obtained results prove 
that the proposed method satisfies the requirement of good 
message cryptography. 
 
Sensitivity Test Analysis 

The generated chaotic keys used in message 
cryptography are very sensitive to the chaotic parameters 
included in the PK. Any changes in these parameters will 
change the generated CTK and CLKs; thus, IK1 and IK2 
will change, and thus the process of cryptography will be 

affected. Figures (12 and 13) show the generated keys 
using different contents of the PK. Here we have to notice 
that changing one key will affect encryption and 
decryption results. 
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Figure-12. Generated keys using PK. 

 
 

Figure-13. Changing PK changes the generated keys. 
 

The Encryption and decryption phases must use 
the same PK; any changes in the PK during the decryption 
phase will be considered a hacking attempt by producing a 
damaged, corrupted decrypted message. The following 
example will illustrate this fact. Table-9 shows some 
selected various PKs. These keys were used in the 
encryption and decryption phases, and Table-10 shows the 
results of using these keys in the encryption and 
decryption phases using the source message 'Ziad Alqadi': 

 
Table-9. Selected PKs (example). 

 

PK1 PK2 PK3 

u=1.999; x(1)=0.078; 
r1=3.9; x1=0.325;r2=3.8; 

x2=0.125;r3=3.85; x3=0.065; 
r4=3.79; x4=0.097; 

u=1.899; x(1)=0.078; 
r1=3.88; x1=0.325;r2=3.8; 

x2=0.125;r3=3.85; x3=0.065; 
r4=3.79; x4=0.097; 

u=1.999;x(1)=0.378; 
r1=3.72; x1=0.325;r2=3.8; 

x2=0.125;r3=3.85; x3=0.065; 
r4=3.79; x4=0.097; 

PK4 PK5 PK6 

u=1.799;x(1)=0.098; 
r1=3.9; x1=0.725;r2=3.8; 

x2=0.125;r3=3.85; x3=0.065; 
r4=3.79; x4=0.097; 

u=1.999;x(1)=0.078; 
r1=3.9; x1=0.725;r2=3.8; 

x2=0.125;r3=3.85; x3=0.165; 
r4=3.79; x4=0.097; 

u=1.999;x(1)=0.078; 
r1=3.9; x1=0.725;r2=3.8; 

x2=0.125;r3=3.85; 
x3=0.065;r4=3.79; x4=0.197; 

 
Table-10. Results of using Message='Ziad Alqadi'. 

 

Encryption key Decryption key Encrypted message Decrypted message 

PK1 PK1 
 

Ziad Alqadi 

PK1 PK2 
  

PK1 PK3 
  

PK1 PK4 
  

PK1 PK5 
  

PK1 PK6 
  

 
Table-10 results show that using different PKs in 

the decryption phase will produce a damaged message. 
Finally, the results of damaging the message are measured 

using MSE and PSNR, as shown in Table-11; here, the 
MSE between the source message and the decrypted one is 
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high ( instead of being zero). At the same time, the PSNR is low (instead of being infinite). 
 

Table-11. MSE and PSNR for the example. 
 

Encryption 

key 

Decryption 

key 

Between source and encrypted Between source and decrypted 

MSE PSNR MSE PSNR 

PK1 PK1 8997.2 17.7149 0 Infinite 

PK1 PK2 8997.2 17.7149 6238.1 21.2901 

PK1 PK3 8997.2 17.7149 2144.4 27.4837 

PK1 PK4 8997.2 17.7149 6193.5 22.9561 

PK1 PK5 8997.2 17.7149 7819.5 20.8652 

PK1 PK6   6881.3 17.2985 

 
Speed Test Analysis 

The selected messages were treated using the 
proposed method, the ET and DT were measured, and the 
TPs were calculated; Table-12 shows the obtained results: 
 

Table-12. Speed results. 
 

Message 
Length 

(byte) 

ET/DT 

(second) 

TP(k bytes 

per second) 

1 10 0.0010 9.7656 

2 100 0.0015 65.1042 

3 200 0.0019 102.7961 

4 500 0.0021 232.5149 

5 750 0.0022 332.9190 

6 1000 0.0025 390.6250 

7 2000 0.0032 610.3516 

8 4000 0.0040 976.5625 

9 8000 0.0045 1736.1 

10 16000 0.0060 2604.2 

11 32000 0.0065 4807.7 

12 64000 0.0080 7812.5 

13 128000 0.0100 12500 

14 256000 0.0150 16667 

15 512000 0.0250 20000 

16 1024000 0.0420 23810 

Average 128035 0.0085 5791.1 

 
From Table-12, we can see that the proposed 

method is efficient by providing a high throughput with 
average equals to 5791.1 K bytes per second, the 
encryption time will slowly increase when increasing the 
message size, and the throughput will grow faster when 
increasing the message size as shown in Figure-14. 

 

 
 

Figure-14. ET and TP VS message size. 
 

For comparison purposes, the messages used in 
[14] (see Table-2) were encrypted-decrypted using the 
proposed method. The speed results are shown in Table-
13; here, the average TP equals 23.0349 M bytes per 
second, which means that the proposed method enhanced 
the performance of the message cryptography and that the 
proposed method has a significant speedup compared with 
other existing methods. 
 
Table-13. Results for comparisons with results in Table-2. 
 

Message size ET(second) 
TP (M byte per 

second) 

915 KB 0.0410 21.7939 

5.384 MB 0.2260 23.8232 

11.804 MB 0.5480 21.5400 

35.350 MB 1.4150 24.9824 

Average 0.5575 23.0349 

 
Security Analysis 

The PK key contains ten components, and each of 
these components has a double data type; the value of each 
component is to be represented by 64 bits, so the number 
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of combinations to guess this value equals 2 raised to the 
power of 64. So taking the ten values together, the total 
combinations will equal 2 raised to the power 640. This 
will provide a huge space that can resist any kind of 
attack. Also, if we take the IK with 256 values (from 0 to 
255), the number of combinations to guess the IK equals 
the factorial of 256, which is also very huge and provides 
a huge key space. 
 
Simplicity and Flexibility Analysis 

The proposed method is very simple and easy to 
implement; changing the message or/and changing the PK 
does not require any changes in the method algorithm. 

The proposed method is flexible; it can be used 
for gray and color image cryptography [17-24]. The pixel 
values are ASCII values and within the range of 0 to 255. 
Therefore, the generated IKs can also suit the gray and 
color images; the image to be encrypted/decrypted must be 
reshaped to a one-row matrix (it will like the message). 
This row matrix can be encrypted/decrypted using the 
same algorithm. After encryption/decryption, the produced 
image must be reshaped back for one row to a 2D matrix if 
the image is gray or to a 3D matrix if the image is a color, 
Figure-15 shows the results of encryption-decrypting a 
gray image, while Figure-16 shows the results of 
encrypting-decrypting color image [13-16]. 
 

 
 

Figure-15. Gray image encryption-decryption. 
 

 
 

Figure-16. Color image encryption-decryption. 
 
CONCLUSIONS 

A simple and easy-to-implement method of 
message cryptography was presented. The method can be 
easily used to encrypt-decrypt any message with any 
length. Changing the message or/and changing the PK 
does not require any changes in the algorithm. Moreover, 
the proposed method is flexible can be used to encrypt-
decrypt gray and color images without changing the 
algorithm. Two rounds of message cryptography were 
used; the number of rounds may be expanded depending 
on the user's wishes. The proposed method used a 
complicated PK that provides a huge key space that can 
resist attacks. The private key was used to generate chaotic 
keys very sensitive to the selected values of chaotic 
parameters; the chaotic keys were converted to indices 
keys, which were used as lockup tables to simplify the 
encryption and decryption processes. 

The proposed method was implemented, several 
types of results analysis was performed and proved that 
the proposed method satisfied the quality requirements of 
good cryptography during the encryption and decryption 
phases. 

The speed analysis proved that the proposed 
method is very efficient. The proposed method decreased 
ET and DT and increased the speed of message 
cryptography by maximizing the throughput. The 
proposed method has a significant speedup compared with 
other existing methods of message cryptography. 
 
Appendix 

For researchers who want to reproduce the 
outputs of the proposed method, the following Matlab 
codes may be useful: 
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