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ABSTRACT

Protecting speech files from being hacked is a vital issue. In this paper's research, a new and simple method of
speech files cryptography will be introduced. The method will simplify the encryption and decryption functions by using a
simple replacement operation. The method will provide a high level of security based on using two secret private keys: the
image_key and the image position, these two keys will be used to generate an indices key, which will be used to apply
speech sample replacements in the encryption and decryption phases. The introduced method will be efficiently used to
encrypt-decrypt mono and stereo speeches. The method will be very flexible; the changes of the private keys will be an
easy process, without the need to make any changes in the method algorithm. The proposed meth will be tested and
implemented using various speech files, the obtained results will be used to prove the sensitivity quality, and efficiency of

the proposed method.
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1. INTRODUCTION

Verbal communication is closely related to daily
life, such as education, commerce, politics, the military, e-
learning, telephone banking, and news broadcasting. With
the advancement of modern communication and
multimedia technologies, a huge amount of sensitive
speech data travels in daily routines on open and shared
networks. To maintain security, sensitive data must be
protected before it is sent or distributed. To protect speech
when it is transmitted over any unsecured channel, certain
coding techniques are required to convert the clear form of
speech into sound before transmission (encoding) [10-20].

The speech signal is a set of double values
representing the amplitudes taken in periodic intervals of
times, these values are usually within the range -1 to +1,
The digital speech values are organized in a column matrix
(mono speech) and two column matrix (stereo speech) as
shown in Figures 1 and 2 [5-9].
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Figure-1. Mono speech signal wave.
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Figure-2. Stereo speech signal wave.

Digital color images can be used as a good source
of data to generate a key to be used in data cryptography
for the following reasons [21-25]:

= [t is very easy to process the image because it is
represented as shown in Figure 3 by a 3D matrix (one
2D matrix for each color: red, green, and blue) [26-
31].

= The image has a huge size, which can be deployed for
any application.

= Jtis easy to get and store the image because a lot of
resources are freely available and it is very easy to
generate the image because a lot of equipment is
available [32-40].

= [tis very easy to get apart from the image to be used
to implement a selected application [41-45].
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Figure-3. Digital color image matrices.

One of the most popular methods of speech file =
protection is speech cryptography, which means
encrypting the speech file before sending it and converting
it into a damaged file, and decrypting the speech file after
receiving it by converting the damaged speech file into a
speech identical to the source speech. Usually, encryption
and decryption processes are implemented using one or
more private keys, these keys must be kept secret between
the sender and receiver [53-60].

This paper research aims to present a method of speech .
cryptography, which must provide the following
advantages:
=  Simplicity, The method will simplify the encryption
and decryption function by minimizing the required
number of operations and using a simple replacement
operation to apply encryption and decryption.
=  The method will be used to process any speech file
with any size and type, and it will be used to encrypt-
decrypt mono and stereo speech files.

Low quality of the encrypted speech file, the quality
parameters (mean square error (MSE), peak signal to
noise ratio (PSNR), correlation coefficient (CC) and
number of samples change ratio (NSCR)) must satisfy
the quality requirements listed in table 1 [46-54].

High quality of the encrypted speech file, the quality
parameters of the decrypted speech file must satisfy
the quality requirements listed in Table-1.

High speed of encryption and decryption, the method
will provide a high throughput of encryption and
decryption.

High security level, the method will increase the
degree of speech file protection by using two private
keys, the color image as an image_key and the
starting location in the image where to start getting
the required part of the image.

Table-1. Quality requirements of speech cryptography [4-10].

Quality parameters MSE PSNR CC NVCR(%)
Measured between source . .

and encrypted speeches High Low Low High
Measured between source -

and decrypted speeches 0 Infinite ! 0

Many methods [1-4] were produced for data .
cryptography, most of them were based on standard
methods of data cryptography, these methods provided -
good quality but they have the following disadvantages:

= They are good at processing data with small sizes.

= [t is difficult to use them for speech cryptography.

= They use a fixed-length private key.

=  The use to divide the data to be encrypted into equal
blocks.

Encryption and decryption processes are implemented
in a fixed number of rounds.

A lot of time is required to generate the required keys.
Some of these methods are not enough secure.

The speeds of these methods are very low; Table-2
shows the speed results of some of the standard
methods of data cryptography.

Table-2. Standard methods speed.

Speech Encryption time (second)
size(sample) DES 3DES AES RC2 RCé6 BF
321536 29.54 34.34 28.38 41.41 16.47 4.57

1509



VOL. 18, NO. 13, JULY 2023 ISSN 1819-6608

ARPN Journal of Engineering and Applied Sciences i»a

©2006-2023 Asian Research Publishing Network (ARPN). All rights reserved.

www.arpnjournals.com

200704 17.01 19.78 16.34 23.85 9.49 2.63
133120 11.24 13.06 10.79 15.75 6.26 1.74
47315 7.83 9.10 7.52 10.98 4.37 1.21
172030 14.59 16.96 14.02 20.46 8.14 2.26
Average
174941 16.0420 18.6480 15.4100 22.4900 8.9460 2.4820
Average
Elll(r(;zﬁll;ﬁz; 10.6496 9.1613 11.0864 7.5963 19.0969 68.8319
per second)

2. PROPOSED METHOD

The proposed method is very secure; it uses two
private keys to apply encryption-decryption. The first key
is an image_key, which must be kept secret between the
sender and receiver, the second private key is a starting
position, where to start getting apart from the image.

The two keys are easily used, and they can be
replaced at any time without affecting the encryption and
decryption algorithms.

1 2 3 4 5 6 7 8

0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025
Encryption @ Store according to index

The image_key and the starting position are used
to get a part from the image_key with a length equal to the
speech file length, this part is to be converted to an indices
key, which will be used to apply the requirement
replacements in the encryption and decryption processes.
The conversion of the image part to the indices key is very
simple to implement, and we can use the mat lab sort
function with the image part. Figure-4 shows an example
of encrypting-decrypting 10 samples of a speech file:

io ey s i g @ _A"ay

70 88 92 113 158 103 116 129 140 115
@ Index key

1 2 3 6 410 7 8 9 5

0.0053 0.0035 0.0035 0.0010 0.0035 -0.0025 -0.0007 -0.0007 -0.0007 0.0010

Decryption @ Retrieve according to index

0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025

Figure-4. Encryption-decryption example.

The encryption process is implemented by
putting the character in a position pointed by the index
key, while the decryption is implemented by retrieving the
characters according to the indexes in the index key.

Encryption and decryption functions must use the
same private keys, changing the image key or/and the

starting position will lead to producing a damaged
decrypted speech file and these changes will be considered
as a hacking attempt, Figures 5 and 6 show how the index
key will change, and how the decrypted speech samples
are differing from the source samples when changing the
image_key:

1510



VOL. 18, NO. 13, JULY 2023

ISSN 1819-6608

©2006-2023 Asian Research Publishing Network (ARPN). All rights reserved.

ARPN Journal of Engineering and Applied Sciences @

www.arpnjournals.com

1 2 3 4 5 6 7 8 9
0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007

Encryption @ Store according to index

10 G Array
~0.0025 189 189 189 189 188 188 187 187 186 186
Index key

9 10 7 8 5 6 1 2 3 4

-0.0007 -0.0025 -0.0007 -0.0007 0.0010 0.0010 0.0053 0.0035 0.0035 0.0035

Decryption @ Retrieve according to index

0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025

Figure-5. Changing image_key changes the index key.
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"4 Encryption

i Array
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0.0053 0.0035 0.0035 0.0035 0.0010 0.0010 -0.0007 -0.0007 -0.0007 -0.0025

Encryption @ Store according to index

0.0053 0.0035 0.0035 0.0010 0.0035 -0.0025 -0.0007 -0.0007 -0.0007 0.0010
Decryption @ Retrieve according to index

_0.0007 0.0010 -0.0007 -0.0007 0.0035 -0.0025 0.0053 0.0035 0.0035 0.0010
Damaged file

Index key
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| Decryption

I Array

g
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n
Y/ Index key
9 307 B S 661 23 4

Figure-6. Using another image_key in the decryption produces a damaged speech file.

The encryption phase of the proposed method can
be implemented by applying the following steps:

Step 1:

Speech file preparation: get the speech file,
retrieve the speech file size, and reshape the speech file
into the one-row matrix, this step can be implemented
using the following sequence of mat lab operations:

[al fs]=wavread('C:\Users\Dr.Tayseer\Desktop\voices\all.wav') ;
[nl n2]=size(al);

aZ2=reshape (al, [1,n1*n2]) ;

s=nl*n2;

Step 2:

Key generation: get the image_key, get the
position, retrieve the image size, reshape the image into a
one-row matrix, calculate the starting location, retrieve a
part from the image with a size equal to speech file size,
sort the part to get the index key, this step can be
implemented using the following sequence of mat lab
operations:

ikey=imread{'C:\Users\Dr.Tayseer\Desktop\drziad\MAVAV\al2.jpg') ;
[nnl nn2 nn3]=size (ikey) ;

ikeyl=reshape (ikey,1l,nnl*nn2*nn3) ;

kk=ikeyl(1l,1:s);

[dd keyl=sort(kk) ;

Step 3:

Encryption: for each sample in the speech file,
store the sample in the position pointed by the index key,
this step can be implemented using the following sequence
of mat lab operations:

for i=1:s

ff=key (i) ;
a2 (i)=al (f£f) ;

end

The decryption process can be implemented using
the same steps but step 3 must perform the decryption by
retrieving the samples using the indexes in the index key,
and applying the following sequence of mat lab
operations:
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for i=l1:s

end

3. IMPLEMENTATION AND RESULTS

DISCUSSIONS

Several speech files were selected and processed
using the proposed method, and the results showed that the
proposed method satisfied the quality requirements,

www.arpnjournals.com

05

ff=find (key==i) ;
ad(i)=a2 (ff) ;

LI -

Figure-7 shows sample outputs, and from this figure, it is
shown that the encrypted speech was damaged, and the
decrypted speech was identical to the source speech file.

Source

Encrypted

Decrypted

The proposed method
requirements listed in Table-1 and the results shown in

Figure-7. Sample outputs.

satisfied the quality

Table-3 prove the quality of the proposed method:

Table-3. Quality parameters of the encrypted speeches.

Speech signal MSE PSNR CC NSCR
1 0.0048 36.1394 -0.00086194 79.7704
2 0.0117 26.4477 0.0047 79.4398
3 0.0072 35.6637 -0.0055 74.4837
4 0.0097 35.8873 0.0094 91.1075
5 0.0021 35.4564 0.0021 99.5553
6 0.0013 38.2164 0.0012 98.4679
7 0.0015 36.6604 0.0015 98.3720
8 0.0131 34.0167 0.0026 97.8881
9 0.0066 33.0669 0.0021 99.1783
10 0.0055 26.5240 -0.0056 98.4464
Remarks High Low Low High

The decrypted speeches are very sensitive to the
selected private keys, any changes in them in the
decryption phase will produce a damaged decrypted
speech signal. Figure-8 shows a sample image_keys, while
Figures 9 and 10 show the obtained outputs when using

each of these private keys:

200
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600 P
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1000
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1000
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1500

Figure-8. Selected image_keys.
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Source Encrypted Decrypted

Encryption using image 1:decryption using image 1

Figure-9. Sample outputs using the same image_key.

Source Encrypted Decrypted

Encrypted using image 1: decrvpted using image 2

Figure-10. Sample outputs using different image_keys.

The speed of the proposed method was tested, the
selected speech files were implemented and the encryption
time was measured for each speech file, the throughput
was calculated, Table-4 shows the obtained results:

Table-4. Speed results of the proposed method.

Specchsignal | Sise ample) | 0T | (K samples per second)
1 98015 0.0049 19559
2 94819 0.0042 21805
3 84691 0.0036 22939
4 157413 0.0064 24153
5 321536 0.0140 22491
6 200704 0.0097 20307
7 227328 0.0097 22859
8 134144 0.0057 22896
9 160768 0.0068 23124
10 145408 0.0059 23877

Average
162480 0.0071 22401

From Table-8 we can see that the speed results
are better than the results provided by the standard
methods (shown in Table-2), the proposed method
enhanced the speed of data cryptography by significantly
decreasing the encryption time and increasing the
throughput of data cryptography.

4. CONCLUSIONS

A simple method of speech cryptography was
introduced, it simplified the encryption and decryption
function by replacing the encryption and decryption

processes with a simple replacement operation. The
proposed method can be efficiently used to encrypt-
decrypt mono and stereo speeches.

The proposed method provided a high level of
security and speech protection based on using two secret
keys: the image_key and the position, these keys cannot be
hacked because they are kept secret. The two private keys
were used to generate the index key, which was used to
apply character replacements in the encryption and
decryption phases.
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The proposed method was implemented using
various speech files and the obtained results proved the
sensitivity, quality, and efficiency of the proposed method.
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