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ABSTRACT 

Protecting digital speech files is an important issue. In this paper's research, a simplified method of speech file 

cryptography will be provided, and the encryption and decryption functions will require a reduced number of operations. 

The encryption function will perform a put_operation to reorder the speech sample to get the encrypted file, while the 

decryption function will perform a get_operation to reorder the encrypted samples to get the decrypted speech file; these 

operations will be implemented based on the generated secret indices key. The Put and get operations will affect the speech 

file by recording the samples keeping the histograms of the speech files (source, encrypted, and decrypted) the same and 

without any changes. The secret key generation phase will be analyzed for efficiency purposes, and two methods will be 

presented: The first one will use the chaotic logistic map model to generate the secret indices key, while the second method 

will use a selected secret image to generate the secret indices key, both methods will be tested and examined to give some 

recommendations for the users. Each of the introduced methods will provide a high level of security, the private keys will 

provide a huge key space and they will be very sensitive to resist any hacking attacks. The quality, sensitivity, security, and 

speed of the proposed methods will be examined, the method will be tested and implemented, and the obtained results will 

be analyzed to prove the achievements provided by the proposed method. 
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1. INTRODUCTION  

A digital speech file [28] is a set of samples 

(representing the amplitude values) taken over some time, 

each sample has a double data type and usually falls 

within the range -1 to 1, the size of the speech file depends 

on the recording time and the sampling frequency (FS), 

and it is calculated by multiplying the recording time by 

FS, figure 1 show a sample of a speech file waveform [43-

45].  

 

 

 
 

Figure-1. Speech file wave example. 

 

Digital speech files are very important data types, 

that are used in various computer applications, they are 

circulated through different communication Media, and 

they may contain secret or private information, so 

protecting them from being hacked is a vital issue [46-47]. 

Speech cryptography [20-27] is one of the easiest and 

most efficient techniques used to protect speech files. The 
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sender must encrypt the speech before sending, while the 

receiver must decrypt the encrypted speech after receiving 

it. The sender part of the crypto system as shown in 

Figure-2 contains a source speech file, private key (PK), 

encrypted speech file, secret key generation function, and 

encryption function. The decryption part of the crypto 

system, as shown in Figure 3, contains Encrypted speech, 

PK, decrypted speech, secret key generation function, and 

decryption function [29-.35] 

The decryption function must destroy the source 

speech file, making it damaged and un understandable, 

here the encrypted speech must have low quality, and the 

quality parameters measured between the source and the 

encrypted speeches must be as follows: High MSE (mean 

square error, low PSNR (peak signal to noise ratio), low 

CC (correlation coefficient) and closed to 100% NSCR 

(number of samples changed rate). The decryption 

function must produce a decrypted speech identical to the 

source speech, the quality parameters measured between 

the source and the decrypted speeches must be as follows: 

0 MSE, infinite PSNR, 1 CC, and 0% NSCR [36-42].  

This paper research aims to introduce an efficient 

method of speech cryptography that will meet the 

cryptography requirements listed in table 1 [16-24]:  

 

 
 

Figure-2. Encryption process. 

 

 
 

Figure-3. Decryption process. 

 

Table-1. Speech files cryptography requirements. 
 

Requirement Description 

Low encrypted file quality High MSE, low PSNR, low CC, and high NSCR 

High decrypted file 

quality 
MSE=0, PSNR-infinite, CC=1 and NSCR=0%(No data loss) 

PK Complex with complicated structure 

Security 
Huge key space, High value of NSCR (for the encrypted speech), and PK 

sensitive 

Secret key 
Variable length secret key(length selected by the user as a part of the PK), 

small time of generation, sensitive to any changes in the PK. 

Speed 

High speed of cryptography: reduced time for key generation, reduced time 

for encryption-decryption. Provide blocking to minimize the encryption-

decryption time, block size is variable. 

Simplicity 
Reduced operations for the key generation function and the encryption-

decryption functions 

 

Many methods were introduced for speech 

cryptography; some of these methods were based on the 

standards of cryptography such as AES standard [1-10], 

and others were based on using a chaotic logistic map 

model (CLMM) to generate the secret key. These methods 

provide good quality, various levels of security, and 

various speeds of cryptography, and here we will select an 

AES based method [2], and a chaotic based method [1] to 

show how the proposed methods will speed up the process 

of speech cryptography. 

2. PROPOSED METHOD 

Using chaotic keys to generate secret indices keys 

(SIK) is a simple procedure [1-5], the PK parameters (r1 

and x1 with key length) can be used to run the chaotic 

logistic map model (CLMM) to get an array (chaotic key: 

CK), the CK can be sorted to get the SIK (6-17), the 

generated SIK is very sensitive to the selected PK, any 

minor changes in the PK will lead to change the SIK, 

figure 4 shows the sensitivity of the generated SIK using 

CLMM. 
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Figure-4. Generated SIK using CLMM sensitivity. 

 

For the first proposed method, the SIK generation 

(key generation phase) will use the CLMM parameters and 

the speech file block size, these parameters will be used in 

the executed CLMM to get the chaotic key, this key will 

changed to SIK by sorting the CK, this phase will be 

required in the encryption and decryption phases and will 

be applied implementing the following steps: 

Step1 

Get the chaotic parameters r1, x1, and block size. 

Step 2: 
Run CLMM to get the CK. 

Step 3: 

Convert the CK to SIK by sorting the CK. 

The SIK generation phase using CLMM can be 

implemented using the following sequence of matlab 

operations: 

  
Increasing the size of the CK will rapidly increase 

the key generation time, thus the encryption time will be 

increased, to avoid this disadvantage, we can use blocking 

operation by dividing the speech file into blocks with 

small lights, or use a color image[10-16] as an image_key, 

an array from this image can be extracted and sorted to 

generate SIK., this key generation method will be 

proposed for method 2 of speech cryptography, here the 

PK will contain the image key and a fractional parameter 

to be used to calculate the starting position in the 

image_key where to start extracting the array, the block 

size must be included in the PK. Here the generated SIK 

will be very sensitive to the selected PK, any changes in 

the PK will lead to a change in the generated SIK as 

shown in Figures 5 and 6. 

 

 
 

Figure-5. Changing the position fraction changes the SIK. 
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Figure-6. Changing the image_key changes the SIK. 

 

The key generation phase for method 2 can be 

implemented by applying the following steps: 

Step 1: 

Data preparation: Get the PK: image_key, P, and 

block size. 

Step 2: 

Generating SIK: retrieve the image_key size, 

reshape the image matrix into one row matrix, use P to 

calculate the starting point, extract the array with a length 

equal to BS, and sort the array to get SIK. 

This phase can be implemented by applying the following 

sequence of matlab operations: 

The proposed method 1 and 2 use the same 

encryption and decryption functions. 

The decryption function (Put_operation) will put 

the sample value in the index pointed by the SIK. While 

the decryption function (Get_operation) will retrieve the 

sample using its location in the SIK, Figures 7 and 8 show 

how to implement the Put_operation and the 

Get_operation for both methods. 

 

 
 

Figure-7. Encryption-decryption for method 2. 
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Figure-8. Encryption-decryption for method 1. 

 

The Put_operation (encryption phase) can be 

implemented by applying the following sequence of 

matlab instructions: 

 

 
 

The Get_operation (decryption phase) can be 

implemented by applying the following sequence of 

matlab instructions: 

 

 
 

3. IMPLEMENTATION AND RESULTS  

    DISCUSSION 
The proposed two methods (method1 (using 

CLMM to generate secret indices key), method2 (Using 

image_key to generate secret indices key)) were 

implemented using various selected speech files, the 

obtained results were analyzed, below the discussion of 

results analysis will be provided. 

 

a) Speed analysis 

The speed of speech cryptography is an important 

factor used to evaluate the efficiency of cryptography, the 

speed can be measured by the encryption-decryption time 

(ET-DT) or by the throughput (TP), which is equal to the 

number of samples processed in one second (speech size 

in samples divided by ET in seconds). 

Method1 or method2 ET includes key generation 

time and Put_operation (Get_operation) time. The 

Put_operation and the Get_operation for the two methods 

are fixed, but the indices keys used different procedures to 

generate the indices keys, so the indices key step will be 
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analyzed to raise some recommendations regarding 

method1 and method2. 

 Several indices keys were generated with various lengths, 

Table-1 shows the obtained results: 

 

Table-2. Indices key generation time. 
 

Key length (block length in 

samples) 

Indices key generation time 

using CLMM (second) 

Indices key generation time 

using image_key(second) 

100 0.001000 0.028000 

500 0.004000 0.029000 

1000 0.015000 0.029000 

5000 0.069000 0.031000 

10000 0.104000 0.031500 

25000 0.366000 0.032000 

50000 1.425000 0.033000 

75000 4.747000 0.036000 

100000 11.435000 0.040000 

120000 18.219000 0.041000 

165670 39.817000 0.047000 

315224 171.070000 0.071000 

 

As we can see from Table-2, the key generation 

time in method1 (using CK) will rapidly increase when 

increasing the SIK length (see Figure-9), and for speech 

files (usually, speech file size is big) using this method 

will be inefficient, here the key generation time will be 

high and the speed of speech cryptography will be low. 

 

 
 

Figure-9. SIK generation time vs key length. 

To overcome the problem of a long time of key 

generation using CLMM, the speech file can be divided 

into small blocks, and each block will be encrypted-

decrypted separately using smaller length SIK. The 

alternative solution to the previous problem is to switch to 

the method by using image_key to generate SIK, here 

even for speech files with big sizes the key generation 

time will be short (see red and green in Table-2, and see 

Figure-9). 

The Put_operation (encryption phase) and the 

Get_operation (decryption phase) require an execution w 

will increase when increasing the block size, so using 

blocks with small sizes will decrease the encryption-

decryption time (key generation time plus encryption-

decryption execution time). 

Tables 3 and 4 show how using blocking 

decreases the encryption time and increases the encryption 

throughput, as is shown in Tables 3 and 4 the speed 

parameters of method one are very close to the speed 

parameters of method 2 (see Figure-10), so selecting any 

of these methods will achieve a good choice. 
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Table-3. Method 1 speed parameters (BS=400 samples). 
 

Speech file 

size(Samples) 

Without blocking (method 2) 
With blocking(block size=400 

samples):method 1 

ET(second) 
TP(Samples per 

second) 
ET(second) 

TP(Samples 

per second) 

500 0.0060 83333 0.0060 83330 

1000 0.0140 71429 0.0100 100000 

5000 0.2670 18727 0.0360 138890 

10000 1.0220 9785 0.0700 142860 

25000 4.7450 5269 0.1620 154320 

50000 18.3520 2724 0.3210 155760 

75000 40.9380 1832 0.4730 158560 

100000 72.7780 1374 0.7470 133870 

120000 104.4460 1149 0.8540 140520 

165670 200.0310 828 1.0330 160380 

315224 750.5380 420 1.9460 161990 

Average 108.4670 17897 0.5144 139130 

 

Table-4. Speed parameters comparisons (method 1 with method 2:BS=400 samples). 
 

Speech file 

size(Samples) 

Using image_key (method 1) Using CLMK (method 2) 

ET(second) 
TP(Samples per 

second) 
ET(second) 

TP(Samples 

per second) 

500 0.0060 83330 0.0100 50000 

1000 0.0100 100000 0.0140 71430 

5000 0.0360 138890 0.0410 121950 

10000 0.0700 142860 0.0730 136990 

25000 0.1620 154320 0.1670 149700 

50000 0.3210 155760 0.3220 155280 

75000 0.4730 158560 0.4780 156900 

100000 0.7470 133870 0.6330 157980 

120000 0.8540 140520 0.7500 160000 

165670 1.0330 160380 1.0360 159910 

315224 1.9460 161990 1.9610 160750 

Average 0.5144 139130 0.4986 134630 
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Figure-10. Encryption time comparison. 

 

For both methods it is recommended to use a 

block with size between 10 and 200 samples, this range 

will give the best performance, to prove this fact a speech 

file with 315224 samples was processed by method 1 and 

method 2 varying the block size, Table-5 shows the 

obtained speed parameters, while Figure-11 shows how 

rapidly the encryption time will increase when increasing 

the block size. 

 

Table-5. Speed parameters when varying block size. 
 

 Method1:Using image_key Method2:Using CLMM 

Block size ET(second) 
ETP(samples per 

second) 
ET(second) 

ETP(samples per 

second) 

10 0.5180 608540 0.5410 582670 

50 0.5340 590310 0.5270 598150 

100 0.6710 469780 0.6470 487210 

200 0.8800 358210 0.9050 348310 

400 2.0470 153990 2.2210 141930 

1000 4.0350 78120 4.1010 76870 

2000 7.1260 44240 7.3810 42710 

5000 16.6580 18920 16.4310 19180 

10000 32.2620 9770 32.2690 9770 

20000 46.6120 6760 46.8540 6730 

40000 91.0470 3460 91.8040 3430 

50000 111.3320 2830 112.9030 2790 
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Figure-11. Encryption time VS block size. 

 

Several speech files were selected and processed using method1 and method2, table 6 shows the obtained speed parameters 

(BS=100: 

 

Table-6. Speed results for method 1 and method 2. 
 

Speech file 
Size 

(samples 

Method1 Method2 

ET(seconds) 
TPT(samples 

per second) 
ET(seconds) 

TPT(samples 

per second) 

file_example_WAV_1MG.wav 536474 0.6525 822150 0.6542 819990 

AMBForst_Forest (ID 

0100)_BSB.wav 
5218062 5.8454 892670 5.9708 873930 

ANMLDog_Barking dog 2 (ID 

2954)_BSB.wav 
890162 1.0002 889950 1.0307 863680 

cat_fight (1).wav 347858 0.4398 790900 0.4196 829040 

mix kit-animated-small-group-

applause-523.wav 
364452 0.4323 843010 0.4180 871800 

Average 1.6740 847736 1.6987 851688 

 

AS it is shown in Table-6 method1 and method2 

provide a good speed of speech file cryptography, the 

speed results of these methods were compared with other 

methods speed, and the results of comparisons show that 

the proposed methods provided a speedup by decreasing 

the encryption time, the results shown in Table-7 prove 

this fact. 
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Table-7. Speeds comparisons. 
 

Speech file size 

(samples) 

Lorenz 

Map [1] 

AES (256)  

[1-2] 

Method 2:Using 

CLMM(block 

size=100) 

Method 1:Using 

image_key (block 

size=100) 

218880 0.933 4.376 0.4560 0.6480 

217150 0.759 4.051 0.4470 0.4450 

192380 0.702 3.519 0.3940 0.3960 

205630 0.998 3.799 0.4300 0.4730 

203900 0.730 4.965 0.4140 0.4180 

Average 0.8244 4.1420 0.4282 0.4760 

Speed up of 

method 1 
1.9253 9.6730 1.0000 1.1116 

Speed up of 

method 2 
1.7319 8.7017 0.8996 1.0000 

Speed up of x equals encryption time of y divided by encryption time  of x 

 

b) Quality analysis 

Method 1 and method 2 satisfied the quality 

requirements by producing a damaged encrypted speech 

file and by producing a decrypted speech file identical to 

the source speech file. To prove the quality requirements 

of method 1 we can visually examine the source, 

encrypted and decrypted file, the speech file 

‘file_example_WAV_1MG.wav’ was encrypted-decrypted 

using method 1, Figure-12 shows the obtained speech files 

(blocks size =5000 samples): 

 

 
 

Figure-12. Sample outputs. 

 

As we can see from Figure-12, the wave of the 

encrypted speech signal was changed. The histograms of 

the three speech file must be the same, because the 

samples values do not change in the encryption and 

decryption files, they are reordered and remain the same, 

so the histograms will not change, this is shown in Figure-

13: 

 

 
 

Figure-13. Sample outputs histograms. 

 

The same results were obtained when using 

method2. The quality of the encrypted and decrypted 

speeches can be also examined by the calculated quality 

parameters, Tables 8 and 9 show the obtained encryption 

quality parameters using method1 and method 2 (BS=5000 

samples) (for decryption the quality parameters were 

always: PSNR=infinite, MSE=0, and CC=1): 
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Table-8. Obtained quality parameters (method 1). 
 

Speech file MSE CC PSNR 

file_example_WAV_1MG.wav 0.0448 -0.00081247 29.8563 

AMBForst_Forest (ID 

0100)_BSB.wav 
0.00037701 0.00042917 51.3686 

ANMLDog_Barking dog 2 (ID 

2954)_BSB.wav 
0.0066 0.0091 43.7216 

cat_fight (1).wav 0.1586 0.0010 18.2575 

mix kit-animated-small-group-

applause-523.wav 
0.0655 -0.0019 27.0189 

Remarks High Low Low 

 
Table-9. Obtained quality parameters (method 2). 

 

Speech file MSE CC PSNR 

file_example_WAV_1MG.wav 0.0448 -0.0013 29.8513 

AMBForst_Forest (ID 

0100)_BSB.wav 
0.00037741 -0.00064118 51.3579 

ANMLDog_Barking dog 2 (ID 

2954)_BSB.wav 
0.0067 43.5988 43.5988 

cat_fight (1).wav 0.1588 -0.00022961 18.2450 

mix kit-animated-small-group-

applause-523.wav 
0.0655 -0.0016 27.0220 

Remarks High Low Low 

 

c) Sensitivity analysis 
In both methods the encryption and decryption 

functions must use the same PK, any minor changes in the 

PK in the decryption phase is be considered as a hacking 

attempt by producing a damaged decrypted speech. To 

show this the speech file “cat_fight (1).wav” was 

encrypted using PK1, the encrypted speech was decrypted 

varying some components of the PK, Table-10 shows the 

obtained quality parameters of the decrypted speeches: 

 
 

Table-10. Method 1 sensitivity. 
 

Changed 

parameter 
Changes MSE CC PSNR Remarks 

No changes No changes 0 1 Infinite Correct 

Image_key 4.1.05.tiff 0.1563 0.0154 18.4028 Damaged 

P P=0.2203; 0.1510 0.0489 18.7486 Damaged 

BS BS=300 0.1506 0.0515 18.7758 Damaged 

 

For method 2 the following PK was used to 

encrypt the same speech file, the encrypted speech file was 

decrypted using the changes shown in Table-1, the 

obtained decrypted files were damaged when changing the 

PK. 
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Table-11. Method 2 sensitivity. 
 

Changed 

parameter 
Changes MSE CC PSNR Remarks 

No changes No changes 0 1 Infinite Correct 

r r=3.87 0.0663 -0.0140 26.8987 Damaged 

x x=0.19 0.0658 -0.0061 26.9775 Damaged 

BS 300 0.0668 -0.0206 26.8340 Damaged 

 

d) Security analysis 

The method of speech cryptography should be 

capable of resisting a differential attack. It is one of the 

most commonly and efficiently used methods by hackers 

to come across significant information between the plain 

source data and the cipher encrypted data. NSCR (number 

of samples changed rate) [1-6]is used to quantify the 

ability of an encryption method to test the effectiveness of 

being sensitive when the plain-text data is changed or 

modified during transmission or any stage by different 

hacking processes. NSCR determines the change rate in 

several data items between two data sets, the source data 

set and the encrypted data set, here NSCP must be closed 

to 100% [7-16].  This value of NSCR was achieved when 

dealing with all the tested data sets, results shown in table 

1 2, and 3 prove this fact. 

 

Table-12. Calculated NSCR. 
 

Speech file 

Calculated NSCR between 

source and encrypted 

speeches 

Calculated NSCR between 

source and encrypted 

speeches 

Method 1 Method 2 

file_example_WAV_1MG.wav 97.9814 97.9887 

AMBForst_Forest (ID 

0100)_BSB.wav 
96.8128 96.9117 

ANMLDog_Barking dog 2 (ID 

2954)_BSB.wav 
97.0753 97.1832 

cat_fight (1).wav 95.5407 95.5108 

mix kit-animated-small-group-

applause-523.wav 
97.7459 97.7739 

 

In addition to NSCR, the proposed method1 and 

method2 used a complicated PK, the image_key is to be 

kept in secret and it is impossible to guess or hack. Trying 

to hack SIK directly will be very difficult, SIK contains 

BS elements, each of them is an unsigned integer 8 value, 

and this key will provide a huge key space, which is equal 

to the factorial of BS. Method 2 PK contains 3 values of 

double data type and these values provide a key space 

equal to AES key space which is considered as a secure 

method of data cryptography. 

 

4. CONCLUSIONS 

Two simplified methods of speech cryptography 

were introduced, the SIK generation required a short 

sequence of operations, and the Put_operation and the Get 

operations reduced the number of instructions in the 

encryption and decryption functions. The generated SIK 

were very secure and very sensitive, changing the PK in 

each method changed the generated SIK, and the obtained 

output speeches were affected. 

The speed of the two methods was analyzed and 

it was recommended to divide the speech file to be 

encrypted-decrypted into blocks, the block size must be 

small to achieve a good performance. 

The two methods provided good speed values, 

the results of this two method were compared with other 

method speed results and it was shown that the two 

methods provided a speed up by decreasing the 

encryption-decryption time and increasing the throughput 

of speech cryptography. 

A sensitivity and quality analysis were performed 

and it was shown that the two methods were very sensitive 

and satisfied the quality requirements in the encryption 

and decryption phases. 
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