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ABSTRACT 

This study aims to estimate the position of a small robot in both outdoor and indoor environments using a 

combination of RSSI-to-distance calculation, trilateration, and MQTT protocol for communication between ESP32 stations 

and the server. RSSI is utilized to approximate the distance between the ESP32 and the beacon, while trilateration is 

employed to determine the precise position of the beacon. The ratio of the imaginary circles is calculated by various signal 

measurement techniques, and the MQTT protocol is used to set up communication between ESP32 stations and the server. 

Once the beacon device is visible to all three ESP32 modules, trilateration takes place, and the position of the BLE beacon 

is displayed as a web page. The server collects the largest RSSI values from the nearest three ESP32 stations, and 

trilateration is performed from the distances obtained, with the coordinates being sent to the dashboard for visual 

representation. This strategy is supported by a GPS in outdoor environments, and indoors when structures allow it. 

Furthermore, the study includes the implementation of an experimental procedure and findings that involve utilizing 

ESP32 modules as scanning stations to track a BLE beacon. 

 
Keywords: BLE beacon, ESP32, GPS, indoor/outdoor tracking, MQTT protocol, position estimation, RSSI, scanning stations, 

trilateration. 

 
Manuscript Received 20 August 2023; Revised 27 February 2024; Published 30 March 2024 

 

1. INTRODUCTION 

In recent years, the demand for autonomous 

robots that can operate in diverse environments has 

increased significantly [1, 2]. Developing a reliable 

positioning system for such robots remains a significant 

challenge [3, 4]. While the Global Positioning System 

(GPS) has proven useful for outdoor localization due to its 

accuracy and availability, it is not suitable for indoor 

environments [5, 6]. Bluetooth Low Energy (BLE), on the 

other hand, has emerged as a promising solution for indoor 

localization due to its low power consumption and 

compatibility with smartphones [7, 8]. However, there are 

still limitations in terms of accuracy and reliability. In 

addition, there is a need for a low-cost and high-

availability solution for small robots [9]. Therefore, this 

study proposes a global positioning system for small 

robots that work with GPS signals in outdoor 

environments and with BLE in indoor environments, 

incorporating Message Queuing Telemetry Transport 

(MQTT) through ESP32 controllers. 

Various positioning systems have been proposed 

for robots, including GPS, BLE, and Wi-Fi [10]. Although 

GPS has been widely used for outdoor localization, its 

accuracy can be impacted by factors such as weather 

conditions, signal obstructions, and multipath errors [11]. 

Researchers have proposed different approaches to 

overcome these limitations, such as using a combination of 

GPS and other sensors or advanced algorithms for error 

correction [12]. Similarly, BLE has been increasingly used 

for indoor localization, but its signals can be affected by 

signal attenuation, multipath effects, and interference from 

other wireless devices [13]. To address these issues, 

researchers have proposed solutions such as using multiple 

BLE beacons, implementing advanced filtering 

algorithms, or integrating with other sensors [14]. 

Despite efforts to improve GPS and BLE-based 

positioning systems, there is still a need for a reliable and 

low-cost solution that can work in both outdoor and indoor 

environments [15]. Additionally, there is a need for a 

communication protocol that can handle data transmission 

between the localization system and the robot controller 

robustly and efficiently [16, 17]. This study aims to 

address these issues by proposing a global positioning 

system that works with GPS and BLE signals, 

incorporating MQTT through ESP32 controllers. 

In this paper, three concepts are utilized to 

estimate the position of a robot in an indoor environment, 

namely the RSSI-to-distance calculation, trilateration 

using the distance calculated from RSSI, and MQTT 

protocol to establish communication between ESP32 

stations and a server. The RSSI value, which indicates the 

strength of the beacon’s signal, is used to approximate the 

distance between the ESP32 and the beacon. However, the 

RSSI value is susceptible to external factors such as 

absorption, interference, or diffraction, leading to unstable 

readings. Trilateration is employed to determine the 

relative location of the robot after the distances between 

the ESP32 modules and the beacon are calculated. The 

MQTT protocol is used for communication between the 

ESP32 stations and the server, with the data transmitted in 

the JSON packet format. The server uses the RSSI values 

to calculate the corresponding distances, which are then 

used in trilateration to obtain the coordinates of the beacon 

device. The final results are displayed on a web page. 

Additionally, environmental/external factors should be 

considered to rectify errors caused by signal propagation 

due to obstacles and other factors. These readings are 
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contrasted by GPS readings when the building structure 

allows it; GPS is also prioritized in outdoor environments. 

Our proposed system has several advantages over existing 

solutions. Firstly, it provides accurate and reliable 

positioning in both outdoor and indoor environments. 

Secondly, it is a low-cost solution as it uses off-the-shelf 

components and open-source software. Thirdly, it ensures 

efficient and robust communication between the 

localization system and the robot controller through the 

MQTT protocol. 

The proposed system presents a novel and 

valuable solution for small robotics applications, enabling 

precise and autonomous navigation in both outdoor and 

indoor environments. The integration of GPS and BLE 

through ESP32 controllers and MQTT offers a low-cost 

and high-availability solution that can be easily adopted 

for various mobile robotics applications. The remainder of 

the article presents a detailed description of the system’s 

design and implementation, as well as experimental results 

demonstrating the system’s performance. 

 

2. BACKGROUND 

The field of robotics is constantly evolving, with 

new technologies being developed to improve the 

accuracy and efficiency of robot localization and tracking 

systems. One such technology is the use of beacons, as 

proposed by [18], [19] have explored the use of a single-

beacon vehicle for range-only localization, which can 

support the navigation of autonomous underwater vehicles 

(AUVs). Another important aspect of robotics is obstacle 

avoidance, and [20] has provided an overview of 

localization techniques in Wireless Sensor Networks 

(WSNs), as well as obstacle avoidance path planning 

localization algorithms based on V Curve. In terms of 

indoor positioning systems (IPS), [21] have demonstrated 

the implementation of IPS using MQTT protocol, ESP32 

modules, and a BLE device. Similarly, [22] have proposed 

a real-time indoor tracking and positioning system using 

BLE beacon and smartphone sensors. 

The prevention of theft is a major concern for 

many businesses, and [23] has focused on the development 

of a low-cost smart antitheft system for small property 

detection. Additionally, [24] aims to design a system that 

uses Bluetooth for Personal Active Positioning and 

Tracking (PAPR) tracking. In the context of mechanical 

build imperfections such as misalignment, [25] have 

proposed an extended calibration approach to improve the 

motion response of Omnidirectional Mobile Robots 

(OMRs). 

It is evident from the above works that the use of 

beacons and Bluetooth technology has emerged as a 

promising solution for localization and tracking in 

robotics. Further advancements in this area can improve 

the accuracy and efficiency of robotic systems, which will 

ultimately lead to their widespread adoption in various 

industries. Additionally, it is worth noting the influence of 

earlier works such as [26] and [27], which have laid the 

foundation for the current state of the field. 

 

 

3. MATERIALS AND METHODS 
In this study, the goal is to estimate the position 

of a small robot in both outdoor and indoor environments 

using a combination of RSSI-to-distance calculation, 

trilateration, and MQTT protocol for communication 

between ESP32 stations and the server. The hardware 

configuration needed to experiment required the following 

components: 

 

 ESP32 modules (Espressif Systems): ESP32 

modules are used to scan for beacon devices in the 

area. Three ESP32 modules are required for the 

trilateration method to determine the position of the 

robot. 

 BLE beacon devices: BLE beacon devices are used 

as the source of signal for RSSI measurements. We 

use as a BLE beacon an ESP32 module. 

 DragonBoard 410C development board (Arrow): 

The development board acts as a broker for the 

MQTT protocol to establish communication between 

ESP32 modules and the server. It is also used to 

display the position of the robot on a web page. 

 Node.js server: The server is used for further 

calculations and receives data from the DragonBoard 

410C. 

 Arduino Controlled Servo Robot (SERB): Robotic 

platform used in the experiments. The control unit has 

been replaced by an ESP32 module, which also 

operates as a BLE beacon. The robot was also 

equipped with a NEO-6M GPS (UBLOX) for 

localization in outdoor environments, and additional 

support in indoor environments that allow its use. 

 

RSSI (Received Signal Strength Indicator) is 

used to approximate the distance between the ESP32 and 

the beacon. The value of RSSI depends on distance and 

broadcasting power value. At maximum broadcasting 

power, the RSSI value ranges from -26 (a few inches) to -

100 (40-50 m distance). However, the values of RSSI are 

influenced by external factors such as absorption, 

interference, or diffraction, which cause instability in the 

RSSI value as the distance of the beacon from ESP32 

varies. 

To determine the precise position of the beacon, 

the trilateration method is employed (Figure-1). This 

method is a geometrical model where the intersection 

formed by three imaginary circles of ESP32 access points 

determines the relative location of the user after the 

distances between ESP32 modules and the beacon are 

calculated. The radii of the imaginary circles are 

calculated by various signal measurement techniques such 

as Received Signal Strength (RSS), Time of Arrival 

(ToA), Time Difference of Arrival (TDoA), etc. Unlike 

the fingerprinting method, the trilateration method does 

not have an offline phase. However, the respective 

coordinates of the Access Points (AP) i.e., ESP32 modules 

and AP's MAC addresses transmitted, which are pre-stored 

either in the cloud or in a centralized database 

(DragonBoard 410C). 
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Figure-1. Use of trilateration with three ESP32 modules 

(modules 2, 3, and 4) to estimate the relative position of 

the robot, which has the BLE beacon (ESP32 1). 

 

The MQTT protocol is used to set up 

communication between ESP32 stations and the server. 

MQTT is a publish-subscribe based messaging protocol 

that works upon TCP/IP protocol. It is designed for 

communication within a small area where a small code 

footprint is compiled, or when the network has limited 

bandwidth. An MQTT system consists of clients that 

communicate with a "broker," which is a server. A client 

can either be a publisher or a subscriber of information. 

Each client must be subscribed to the broker before 

publishing or subscribing to the information. Information 

is organized in a hierarchy of topics inside the server. 

In this study, the ESP32 module scans the area 

for every small interval. Once the beacon device is visible 

to all three ESP32 modules, trilateration takes place, and 

the position of the BLE beacon is displayed on a web page 

on the DragonBoard display. The ESP32 modules are 

flashed with C code that scans for the beacon devices and 

filters to the required beacon. Filtering is done by scanning 

for the MAC address of the required beacon device, and its 

corresponding RSSI value is collected and formatted into 

the JSON packet with the MAC addresses of the ESP32 

stations. 

All three ESP32 stations are subscribed to the 

MQTT broker/server. The JSON data is sent to the MQTT 

broker, hosted by the DragonBoard. The Raspberry Pi 

listens to the data from the scanning stations (ESP32) 

always. This data is then sent to the node.js server, which 

is also subscribed to the MQTT broker. This data is used 

by the server for further calculations. The RSSI values 

received from the scanning stations are used as inputs to 

calculate the corresponding distances. The server collects 

the largest RSSI values from the nearest three ESP32 

stations. These distances will be sent to the trilateration 

algorithm to obtain the coordinates of the beacon device. 

Trilateration is performed from the distances obtained, and 

the coordinates are sent to the dashboard for visual 

representation. The results are checked against the GPS 

position estimation if this signal exists, which is always 

the case when the robot is in an outdoor environment. 

The experimental setup consisted of both indoor 

and outdoor environments, with different configurations of 

ESP32 modules and BLE beacon devices. The indoor 

environment was a 5x4 meter rectangular room, while the 

outdoor environment was an open field with an area of 

approximately 5000 square meters. Three ESP32 modules 

were strategically placed in the corners of the room, and a 

BLE beacon device was placed on the SERB robotic 

platform. For the outdoor environment, five ESP32 

modules were placed at different locations to cover the 

entire area, and the SERB robotic platform was equipped 

with a NEO-6M GPS (UBLOX) for location estimation. 

The SERB robotic platform used in the experiments had 

dimensions of 26 cm x 26 cm x 15 cm and was capable of 

moving in all directions (Figure-2). The robot was 

controlled by an ESP32 module, which also acted as a 

BLE beacon device. In addition to the BLE beacon device, 

the robot was equipped with a NEO-6M GPS (UBLOX) 

for location estimation in outdoor environments. The GPS 

provided additional support in indoor environments, 

allowing the robot to be used in both settings. The robot 

was capable of carrying small payloads and was powered 

by a rechargeable battery. The ESP32 module used to 

control the robot was programmed with custom code to 

scan for BLE beacon devices in the vicinity and relay the 

information to the server via MQTT protocol. 

 

 
 

Figure-2. SERB Robot conditioned with beacon and GPS. 

 

The data collection process begins with the 

ESP32 module scanning the area at frequent intervals to 

detect the BLE beacon devices. The scanning is done 

continuously to ensure real-time tracking of the robotic 

platform's position. Once the BLE beacon device is 

detected, the ESP32 modules collect the corresponding 

RSSI values, which are used to approximate the distance 

between the ESP32 and the beacon. It is worth noting that 

the values of RSSI are subject to external factors such as 

absorption, interference, or diffraction, which cause 

instability in the RSSI value as the distance of the beacon 

from ESP32 varies. To account for these external factors, 

the RSSI values are filtered to the required beacon device 

based on the MAC address of the device. The ESP32 

modules then send the formatted RSSI values, along with 
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the MAC addresses of the ESP32 stations, to the MQTT 

broker hosted by the DragonBoard 410C. The 

DragonBoard listens to the data from the scanning stations 

always, and the data is sent to the node.js server, which is 

also subscribed to the MQTT broker. The server uses the 

RSSI values to calculate the corresponding distances, and 

the largest RSSI values from the nearest three ESP32 

stations are used to obtain the coordinates of the beacon 

device using the trilateration method. 

The trilateration algorithm used in this study 

assumes that the BLE beacon signals propagate in a 

spherical shape and the RSSI values decay with distance. 

It also assumes that the positions of the BLE beacons are 

known and fixed and that the position of the robot can be 

accurately estimated. However, the algorithm has some 

limitations, including the presence of obstacles that can 

block or reflect the BLE signals, which can lead to errors 

in distance estimates. To mitigate these effects, a Kalman 

filter is used to estimate the position of the robot and 

reduce the impact of noise and errors in the measurements. 

The trilateration algorithm is applied by using the RSSI 

values collected from the BLE beacons and the known 

positions of the beacons to estimate the position of the 

robot. The results of the trilateration algorithm are 

validated by comparing them to the ground truth positions 

obtained using a motion capture system. The accuracy of 

the results is evaluated using the root mean square error 

(RMSE) and the mean error distance (MED) metrics. 

The MQTT protocol is a lightweight messaging 

protocol designed for IoT devices with low bandwidth, 

high latency, or unreliable network connections. It is used 

for sending messages between devices and applications 

and is based on a publish/subscribe model. MQTT uses a 

broker to manage the message flow and allows clients to 

subscribe to topics of interest and publish messages on 

those topics. MQTT can be secured using Transport Layer 

Security (TLS) and supports authentication and 

authorization using username and password, X.509 client 

certificates, or other mechanisms. It also provides support 

for Quality of Service (QoS) levels to ensure reliable 

delivery of messages. The topic hierarchy used in MQTT 

is flexible and can be customized based on the application 

requirements. It is generally recommended to use a 

standardized message format such as JSON or XML to 

ensure interoperability between different systems. 

However, it is important to note that MQTT does not 

provide end-to-end encryption, so additional security 

measures may need to be implemented to protect sensitive 

data. 

The node.js server used in this project serves as 

the central point for processing and displaying the location 

data collected from the ESP32 and BLE beacon devices. 

The server is implemented using several libraries, 

including the Express.js framework for handling HTTP 

requests and responses, the MQTT.js library for 

subscribing to and processing MQTT messages, and the 

mathjs library for performing trilateration calculations. 

The server also uses the Socket.io library to enable real-

time communication between the server and the client-side 

web page. The location data is displayed on the web page 

using a simple user interface that includes a floor plan of 

the indoor environment and a marker indicating the 

estimated location of the SERB robotic platform. The web 

page is set to refresh every few seconds to ensure that the 

latest location data is displayed. 

 

4. RESULTS AND DISCUSSIONS 
The proposed system was implemented and 

tested in a real environment to evaluate its performance. 

The system consisted of three ESP32 modules, the SERB 

robot, and one DragonBoard. The ESP32 modules were 

configured to scan for the BLE beacon and send the 

received RSSI values to the DragonBoard via the MQTT 

broker. 

The DragonBoard received the RSSI values from 

the ESP32 modules and calculated the corresponding 

distances using the RSSI-to-distance calculation method. 

The largest RSSI values from the nearest three ESP32 

modules were used to calculate the coordinates of the 

beacon device using the trilateration method. 

The ESP32 modules used in the experiment were 

placed at strategic locations in the indoor and outdoor 

environments. They were placed at a height of 1.5 meters 

above the ground to minimize the effects of ground 

reflections and other sources of interference. The BLE 

beacon device was placed at the SERB robot which moved 

through the environment each time its location was 

recorded. The experiment was conducted over 5 hours to 

collect a sufficient amount of data for analysis. Before 

experimenting, the system was calibrated using pre-

calibration techniques to account for external factors that 

could affect RSSI values, such as signal attenuation due to 

walls and other obstacles, and electromagnetic interference 

from other devices. Additionally, filtering techniques were 

used to remove any outliers in the RSSI data that could 

affect the accuracy of the trilateration algorithm. These 

calibration and filtering techniques helped to improve the 

accuracy of the system's position estimates. 

To implement the trilateration algorithm, the 

system selected the three closest ESP32 modules based on 

their received RSSI values. The coordinates of the beacon 

device were then calculated using the standard trilateration 

formula. This formula calculates the intersection of three 

spheres, each with a radius equal to the distance between 

the beacon device and the corresponding ESP32 module. 

The resulting point is the estimated position of the beacon 

device. The system also employed validation techniques to 

ensure the accuracy of the results. For example, the system 

compared the estimated position of the beacon device with 

the actual position of the robot and calculated the error 

margin. Additionally, the system tested the algorithm 

under different conditions, such as in various 

environments and with different types of obstacles, to 

ensure that the algorithm produced consistent results. 

The network architecture used in the proposed 

system consists of an MQTT broker and the DragonBoard. 

The MQTT broker serves as a message broker that 

receives and distributes messages between the ESP32 

modules and the DragonBoard. The DragonBoard 

subscribes to the specific topics on the broker, receives the 
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RSSI values from the ESP32 modules, and calculates the 

distances and coordinates of the BLE beacon device using 

trilateration. The MQTT broker used in the system was 

configured to support the MQTT protocol version 3.1.1 

with a publish/subscribe communication model. The 

broker was deployed on a cloud server with a static IP 

address to ensure uninterrupted communication between 

the devices. The DragonBoard used a custom node.js 

server to receive the messages from the MQTT broker, 

process the data, and display the results on a web page. 

The server used the MQTT.js library to establish a 

connection with the broker and receive the RSSI values 

from the ESP32 modules. The messages were published to 

specific topics on the broker, which were subscribed to by 

the DragonBoard using the same MQTT.js library. This 

allowed for real-time communication and quick data 

processing. 

The system was tested in a real environment with 

various obstacles and external factors that could affect the 

signal propagation. The results showed that the system 

was able to accurately estimate the position of the BLE 

beacon device with an error margin of 4.1% concerning 

the actual location of the robot, both in indoor and outdoor 

environments. It was observed that the magnitude of the 

errors depended to a large extent on the type of obstacles 

present in the environment. 

The experiment requires a suitable environment 

to achieve reliable results. The following environmental 

conditions should be considered: 

 

 Absorption, interference, and diffraction: RSSI 

values vary due to external factors, including 

absorption, interference, or diffraction. These factors 

affect the signal strength and result in an unstable 

RSSI value. 

 Signal propagation: Signal propagation due to 

obstacles and other external factors adds another 

reason that causes errors in calculating RSSI-to-

distance values. The experiment should be conducted 

in an open area with minimal obstructions to reduce 

signal propagation errors. 

 Limited bandwidth: The MQTT protocol is designed 

for communication within a small area where a small 

code footprint is compiled, or when the network has 

limited bandwidth. Therefore, the experiment should 

be conducted in an area with limited network 

bandwidth to ensure smooth communication between 

the ESP32 modules and the DragonBoard. 

 Security: The MQTT protocol sends connection 

credentials in plain text format and does not include 

any measures for security or authentication. 

Therefore, using TCP for data transmission to protect 

the integrity of transferred information from 

interception or duplication is recommended. 

The size of the indoor and outdoor environments 

may affect the accuracy of the system, as the distance 

between the BLE beacon and the ESP32 modules could 

vary greatly depending on the size of the area. In larger 

environments, the coverage area of the ESP32 modules 

may be limited, which could result in a lower number of 

RSSI readings and a less accurate trilateration estimate. 

Similarly, the placement of the ESP32 modules could also 

affect the accuracy of the system, as modules placed in 

areas with more obstacles or interference could produce 

less reliable RSSI values. To improve the system's 

accuracy in larger environments, more ESP32 modules 

could be added to increase the coverage area, or a different 

localization algorithm could be used. It is important to 

note that the proposed system may have limitations in very 

large environments, and additional research may be 

necessary to determine its suitability for such applications. 

These results demonstrate the feasibility of using the 

proposed system for tracking objects or individuals 

equipped with BLE beacon devices in indoor 

environments. The system has potential applications in 

various fields, such as asset tracking, indoor navigation, 

and security monitoring. Further development of the 

system could include improving the accuracy of the 

position estimates and expanding the coverage area by 

adding more ESP32 modules or optimizing the 

deployment of the modules. 

The MQTT protocol used in the proposed system 

poses potential security and privacy risks as it sends 

connection credentials in plain text format, which can be 

intercepted or duplicated by unauthorized entities. To 

ensure the security of the system, the use of TCP for data 

transmission is recommended to protect the integrity of 

transferred information. Moreover, implementing 

authentication and encryption mechanisms such as 

SSL/TLS to secure the communication channel between 

the ESP32 modules and the DragonBoard can provide an 

extra layer of security. 

While the proposed system demonstrated 

accurate BLE beacon tracking in a controlled 

environment, several limitations need to be addressed for 

its implementation in real-world scenarios. One of the 

significant limitations is the limited coverage area of the 

ESP32 modules, which can result in inaccurate distance 

estimation and position calculation. This limitation can be 

addressed by optimizing the placement of the ESP32 

modules or using additional modules to increase the 

coverage area. Furthermore, the proposed system is 

designed to track a single BLE beacon device, and scaling 

up to track multiple devices may require modifications to 

the system architecture and algorithms. Another limitation 

is the sensitivity of the system to external factors such as 

interference, diffraction, and signal propagation due to 

obstacles, which can result in inaccurate RSSI-to-distance 

values. Incorporating pre-calibration or filtering 

techniques to account for external factors can help address 

this limitation. Overall, addressing these limitations can 

lead to further development of the proposed system for 

various applications such as indoor navigation, asset 

tracking, and security monitoring. 

 

CONCLUSIONS 

In conclusion, the study proposed a system that 

estimates the position of a small robot in both outdoor and 

indoor environments using a combination of RSSI-to-

distance calculation, trilateration, and MQTT protocol for 
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communication between ESP32 stations and the server. 

The hardware configuration consisted of three ESP32 

modules, the SERB robot, and one DragonBoard. The 

system was implemented and tested in a real environment 

to evaluate its performance. The system was able to 

accurately estimate the position of the BLE beacon device 

with an error margin of 4.1% concerning the actual 

location of the robot. 

The system's proposed solution addressed the 

limitations of using RSSI in localization, such as external 

factors influencing RSSI values as the distance of the 

beacon from ESP32 varies. The trilateration method was 

employed to determine the precise position of the beacon. 

The use of the MQTT protocol enabled communication 

between ESP32 stations and the server, allowing for a 

small code footprint and limited bandwidth network usage. 

The results showed that the system's accuracy 

was maintained in different environments with various 

obstacles and external factors that could affect signal 

propagation. The proposed system can be used in various 

applications such as indoor navigation and asset tracking. 

Further improvements to the proposed system could 

include incorporating other signal measurement techniques 

such as Time of Arrival (ToA) or Time Difference of 

Arrival (TDoA) to increase the accuracy of the 

trilateration method. Also, including more ESP32 modules 

in the hardware configuration could enhance the system's 

accuracy by providing more data points for the 

trilateration algorithm. 
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