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ABSTRACT

The network's ability to recover from failures is a crucial factor to think about while building the network's
design. Service providers, operators, and manufacturers of networking hardware have all committed to meeting or
exceeding an availability objective of 99.9999% ("6 nine" availability), which means that a network can experience
interruption for no more than 360 seconds each year. Therefore, it is necessary to have two or more gateways connected in
a network so that the remaining gateways can take over in the event of a gateway failure. Availability is usually considered
the primary goal while constructing a network. Many researchers, however, are still trying to master and create more
resilient networks that can withstand significant failovers and high traffic loads. However, there are still many questions
that need to be resolved in terms of funding and actual implementation. Because of their central role in the network's
connectivity, routers are of paramount importance. If the gateway router goes down, the entire network is rendered
inaccessible. The current investigation looks into several aspects of redundancy protocols and proposes multiple perfect
solutions that are practical and realistic. The purpose of this research is to compare the effectiveness of the first-hop
redundancy protocol enabled Gateway Load Balancing Protocol (FHRP-GLBP) with that of the Hot Standby Router
Protocol (HSRP), the Virtual Router Redundancy Protocol (VRRP), and concerning the Quality of Service (QoS)

parameters (latency, packet loss, Roundtrip time).
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1. INTRODUCTION

The consequences of industrial network failure
could be disastrous. While data outages are concerning for
any firm, short gaps in connectivity may expose industrial
organizations to severe productivity loss or raise serious
safety concerns [1]. In practice, unplanned downtime costs
industrial organizations around the world $65 billion per
year, and with pandemic pressures continuing to disrupt
supply and demand chains, even little network
interruptions can have significant effects [2]. The result
requires substantial network redundancy is vital for
industrial enterprises to achieve long-term success.
However, not all redundancy strategies are made equal. It
is a matter of when, not if, networks will experience
unforeseen disruption [3]. Cyberattacks, power outages, or
weather occurrences that disrupt connectivity could all be
blamed. Companies have an uphill battle to get systems
back up and running and production back on track without
strong layer two redundancy [4-5].

Redundancy in the Network

To ensure that data continues to flow in the event
of an interruption, networks often employ redundancy or
the practice of setting up multiple traffic channels as
displayed in Figure 1. One interpretation is that adding
more redundancy boosts dependability. As a bonus, it may
be used to manage a network of sites from a single

interface. If a piece of hardware fails, another can take
over without disruption. Increasing the network's
complexity can make it more robust in the face of
disruptions. However, dependability can also be
jeopardized by complexity. Higher levels of complexity
increase the chance of human mistakes and the possibility
that a software defect will lead to a novel failure mode [6-
7]. As a result, network architects need to find a happy
medium between redundancy and complexity.

Redundancy in a network can be implemented in
one of two primary ways. The first is called fault
tolerance, which uses a technique called full hardware
redundancy, wherein a fully functional copy of the system
hardware always operates in parallel with the primary
system [8]. If one fails, the other will kick in at once, so
there will be no interruption in service. High availability is
the second form of network redundancy [9-10]. Instead of
duplicating every piece of hardware, a group of servers
works as a single unit with this design. Each server keeps
an eye on the others and has failover capabilities if one
goes down [11]. If one is wondering what sets one option
apart from another, it is necessary to consider this:

While fault-tolerant systems have nearly no
downtime, they are very costly to construct, and high-
availability infrastructure is less costly overall but may
have some minor effects on service during outages [12-
13].
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Figure-1. Typical Redundant Network.

The main contribution of the manuscript is
highlighted as follows:

= Implementation of first-hop redundancy protocol
(FHRP) for business networks;

= Comparison of Hot Standby Router Protocol (HSRP),
the Virtual Router Redundancy Protocol (VRRP), and
the Gateway Load Balancing Protocol (GLBP);

= Analysis of the packet loss of redundancy protocols
with an increasing number of nodes;

=  Examination of the trade-off between Roundtrip time,
Packet loss, and latency;

= Recommendation of appropriate protocol for
corporate networks based on the targeted performance
metric.

The remaining sections of this work will be
structured as follows. In section 2, we discuss the network
scenario. In Section 3, we provide the performance metric.
In Section 4, we provide our findings, and in Section 5, we
compare and discuss the obtained findings concluding the

paper.

2. NETWORK SCENARIO

Cisco Packet Tracer is a multi-platform graphical
simulator that replicates the behavior of contemporary
computer networks and allows users to design their
network topologies. The software provides a simulated
command line interface for virtually configuring Cisco
routers and switches [14]. Packet Tracer's user interface is
entirely drag-and-drop based, so users can freely rearrange
their virtual network nodes. Users of Packet Tracer can

mimic network topologies by rearranging virtual routers,
switches, and other nodes. A 'cable' item represents a real-
world wire that can be used to link two electronic gadgets
together. Packet Tracer provides fundamental routing with
RIP, OSPF, EIGRP, and BGP, as well as a wide variety of
simulated Application Layer protocols [15-27]. Border
Gateway Protocol support was added to Packet Tracer in
version 6. Packet Tracer can be used for more than just
simulating computer networks. With version 6.0, Packet
Tracer has added multi-user capability, allowing multiple
users to collaborate on a single network simulation
simultaneously using different topologies. Additionally,
Packet Tracer enables educators to design custom
assignments for their classes. According to Cisco Systems,
Packet Tracer is a valuable tool for testing new network
configurations.

During the planning phase, a random waypoint
model is used to build a model of the network:

= In the second stage, assigning logical addresses to the
public and private networks;

= The third step is to configure the FHRP-enabled
GLBP (FHRP-GLBP) protocol and run simulations of
potential network configurations.

= In the fourth place, we have a comparison of the
results of various assessments of the performance
metrics;

= The last stage is composed of the analysis and
interpretation of the results.

Considering the Constant Bit Rate (CBR) as a

deployment application, there are accessible existing
networks available [17-18]. The CBR applications are
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connected by 15 and 40 nodes, of which 7 are routers, 2
are switches, and 6 are wired nodes. For 40 nodes, 10 are
routers, 3 are switches, and 27 are wired nodes. Beyond
OSPF, the other considered routing protocols are FHRP,
VRRP, and GLBP. After finishing the test, the graphs in
the simulator were considered. The required performance
metrics are thus obtained, including Roundtrip time,
Packet loss, and latency. The proposed Network scenario
with private and public networks with multiple nodes is
shown in Figure-2 and Figure-3 for variable nodes and
routers. The increase in the number of nodes is displayed
in Figure-4.

For the sake of argument, let us say that the
administrator is entirely ignorant of the FHRP-GLBP.
Without FHRP-GLBP, the administrator can make use of
the following choices. It is recommended that any changes
are not performed to the present configuration of the host
and instead reconfigure all hosts to use the backup router
if the primary gateway router fails. Set up some hosts to
use the new gateway router by configuring them. If the
currently active gateway router crashes, it is necessary to
reconfigure the hosts to utilize the new gateway router
instead of the currently active gateway router. Similarly, if
the newly installed gateway router becomes inoperable, it
is necessary to change the configuration of the hosts so
that they utilize the previously installed gateway router
instead. Every one of the choices mentioned above
necessitates human intervention in the event of a power
failure. Power outages are challenging to foresee [19]. The
administrator must keep constant vigil over the network to
identify malfunctions. When there is a service disruption,
the administrator is responsible for configuring all hosts to
utilize the backup default gateway router. After the outage,
the administrator is responsible for resetting all hosts to
use the initial configuration. These choices can be helpful
in a local area network. However, some options will not
function properly in a vast network. For the sake of this

example, assume that a local subnet of a network with a
medium-sized footprint has 5555 hosts. The administrator
must configure and then reconfigure each of these hosts
whenever there is a service disruption. This complex and
time-consuming task is not something that any
administrator would enjoy doing. In addition, because the
adjustment is made on the host system, the user will not be
able to access the host system while the administrator
adjusts. This activity is made straightforward by an FHRP
protocol. The administrator must make the following
adjustments to configure an FHRP protocol.

= Establish a fictitious Internet Protocol (IP) address on
the primary gateway router;

=  Give the backup gateway router the same virtual IP
address delivered to the primary gateway. Make sure
an FHRP-GLBP protocol is set up on both routers so
that they can react to the virtual IP address;

=  Make sure that every host is set up to utilize the
virtual IP address as the IP address of the gateway
router. The administrator does not need to constantly
monitor the gateway router after configuring an
FHRP-GLBP protocol. This situation frees up the
administrator's time. The FHRP-GLBP protocol, once
set up, will automatically replace the gateway router
that is currently down with the gateway router that is
currently available. For instance, if the primary
gateway router becomes inoperable, the traffic will be
redirected to the backup router. The traffic will be
immediately redirected to the primary router if either
the backup router or the primary router goes down
and then comes back online again.
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Figure-4. Network Topology with FHRP-GLBP / HSRP / VRRP and increase in
number the private business interface

3. PERFORMANCE PARAMETERS

Latency: The latency of a network connection
describes how long it takes for a data packet to transit
between two points in the network.

As close to zero latency as possible is the ideal
situation. The amount of time it takes for a data packet to
go to its destination and back is the round-trip time (RTT),
which can be used to quantify network latency. Page
loads, media playback, and program functionality can all
be negatively impacted by excessive network latency. An
increase in latency, no matter how slight, can have a
devastating effect on user experience in some applications.
Geolocation issues are a significant contributor to latency
problems. Internet Protocol (IP) networks that span great
distances require more time for data to travel between
nodes, which might cause problems for some applications.
It makes sense to place the computer that is processing the
data as close to the source of the data as feasible, a notion
known as edge computing, in any case where the latency
between sensing and responding needs to be highly
minimal; for example, some actions in autonomous
driving.

It is not always possible to assess latency
between different applications. Latency can be assessed
with a stopwatch in some situations, but more advanced
tools or understanding of computer instructions and
programs are required in others. Traceroute, My traceroute
(MTR), and Ping are just a few tools available to network
administrators for this purpose. When a user is unsure
whether or not the host machine, they are trying to connect
to be active, they can use ping commands to find out.

Latency can be measured by having a network
administrator issue an Internet Control Message Protocol
(ICMP) echo request to a selected network interface and
then waiting for a response. A traceroute command can
also be used to determine how long a delay is between two
points. To record the delay between hosts along an IP
network, traceroute creates a graphical representation of
the path that packets traverse. MTR combines features of
Ping and Traceroute to determine the total transit time and
the delay between devices along the way.

Average Jitter: A Jitter in a network, also known
as packet delay variation (PDV), causes a stuttering-like
effect in the signal quality during data transmission.
Packets may arrive at their destination out of sequence or
not if the transmission is routed differently for each packet
(called packet loss). Packet jitter, like latency, is quantified
in milliseconds. Delays are inevitable even though
technology can fix the problem and reorder the packets.
To give an example of the impact, consider what happens
to a user's video or voice call when there is much jitter:
stuttering, choppy video or audio, or even dropped calls.

4. RESULTS AND DISCUSSIONS

Figure-2 shows the topology we created without
using HSRP, and Figure-5 displays the ping results. As
displayed in Figure-6 and Figure-7, when the default
gateway is disrupted in the system topology, the bundle
suffers more because it cannot automatically assign
another course. With reference to the network in Figure-3,
a topology is built using HSRP and Figure-8 shows the
result of doing a ping against an ISP.
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Ping statistics for 200.1.2.2:

Packets: Sent = 10, Received = 3, Lost = 1 (10% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 4ms, Average = 1lms

Figure-5. Transmission of data between public and private networks.

Ping statistics for 200.1.2.2:

Packets: Sent = 10, Received = 38, Lost = 1 (10% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 4ms, Average = 1lms
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Figure-6. Transmitted Packets are discarded in public and private networks.
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Figure-12. RTT of different Redundancy Protocols.

In the FHRP-GLBP protocol in Figure-4, R1 is
shown as a live switch, whereas R2 is shown as a backup.
The performance comparison of the various protocols in
terms of packet loss, latency, and RTT has been displayed
in Figure-10, Figure-11, and Figure-12, respectively. Here,
a single router (R1) will handle packet forwarding, while
another router (R2) will provide backup. Bundle tragedy is
avoided if R1 fails since R2 serves as a reinforcing switch.
Figure-4 further displays an FHRP-GLBP topology in

which Rl's gigabit Ethernet connection was severed.
Customers can now access their Internet service providers
(ISPs) over the R2 switch. One of our switches, R1, is
currently in standby mode, while another, R2, is a
dynamic switch. With FHRP-GLBP, the client can reroute
objects through R2 even if they were first entered through
the default entry. Table-1 compares the significance of the
FHRP-GLBP protocol as compared to the HSRP and
VRRP protocols.
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Table-1. Comparison of all routing protocols.

ISSN 1819-6608

Protocol Packetloss | Latency in msec | RTT in msec
HSRP 2 3 1.6
VRRP 1 3 1.4

FHRP-GLBP 1 2 1
Without FHRP 25 30 15

5. CONCLUSIONS

Following an in-depth examination of the
research, we have realized that the redundancy protocol
was responsible for the increased reliability and
redundancy of the topology. The failure of any device will
not affect the functioning of the network. The performance
of the FHRP-GLRP was analyzed, and the results led us to
the conclusion and knowledge that every procedure has
both positive and negative aspects. According to the
study's findings, VRRP and GLBP both have the same
amount of packet loss; however, HSRP has more delay
and packet loss than the other two protocols. On the other
hand, when there was a device failure, FHRP-GLRP acted
quickly, and the amount of time that FHRP-GLRP
required to complete its tasks in that scenario was almost
the same as that required by HSRP and VRRP.

Redundancy Protocols Abbreviations
First-Hop Redundancy Protocol (FHRP)

Hot Standby Router Protocol (HSRP)

Virtual Router Redundancy Protocol (VRRP)
Gateway Load Balancing Protocol (GLBP)
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