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ABSTRACT

E-Government refers to the use of information and communication technology by the government agencies to
electronically deliver their services to citizens. Despite the huge benefits and synergies it grants to governments and
societies, many obstacles and challenges arise in the successful implementation of e-Government, especially, in the
developing countries. Cloud computing is a promising technology that has been proposed to overcome the challenges to
implement e-Government. This paper systematically reviews factors that affect the adoption of cloud computing for
e-Government and public sectors. Salient factors based on their frequencies were identified. Related studies found in
different databases such as IEEE Xplore, Emerald, and Science Direct were identified for the review. On the whole,
fifty-nine factors were identified and the results show that the following seven factors appear most frequently:
compatibility, relative advantage, complexity, top management support, security, trust, and technology readiness. Most of
the influential factors are seen to be related to technology. This review will be useful to decision makers in governments
and public sectors who intend to leverage on cloud computing to overcome the challenges they face in implementing

e-Government successfully.
Keywords: e- Government, cloud computing, adoptions, TOE.

INTRODUCTION

Most, if not all, countries have embarked the
implementation of e-Government by utilizing modern
technology to deliver quality services to citizens. e-
Government can be defined as the use of modern ICT such
as information technology, network technology, and office
automation technology, particularly, web-based internet
applications to improve the quality of services and provide
convenient access to government information [1]. e-
Government provides services to different groups of
people and sectors, which can be classified into the
following four categories: Government to Government
(G2G), Government to Citizens (G2C), Government to
Business (G2B) and Government to Employees (G2E) [2].

The first category is G2G that allows
governments’ organizations and agencies to cooperate and
interact online based on mega databases including
exchange of information and commodities. The second
category is G2C. This refers to services provided to the
citizens online, in particular, through the electronic service
delivery for offering information and communications.
G2B, which falls into the third category, actively supports
e-transaction processes such as e-procurement and
developing electronic marketplace for government
purchases. In addition, it carries out governmental
procurement tenders via electronic means in order to
strengthen the transparency and provide fair opportunities
for all stakeholders. G2E, falling into the final category,
embarks on initiatives that will facilitate the management
of the civil service and internal communication with
governmental employees in order to make e-career
applications and processing system paperless in e-office.

Levels and quality of services provided to the
citizens differ from country to country and it is apparent
that they are low in developing countries due to the
challenges which are manifold. In a recent study on
e-Government challenges in Pakistan, the lack of
government information infrastructure, low
telecommunication infrastructure, low human capital
index and lack of online availability to citizens and/or
business services were found to be the main barriers faced
to implement e-Government [3]. Challenges faced in the
e-Government implementation in Iraqg have been
addressed and it was found that infrastructure instability
and political influence, corruption and poor resource
management were among the contributing factors towards
the main challenges faced [4]. In a similar context,
investigation of e-Government challenges in less
developed countries taking Cambodia as a case study
found that lack of proper facilities such as infrastructure
development, law and ICT policy, management, equity
issues, privacy and security and the digital divide are
among the challenges that hinder e-Government
development in Cambodia [2].

Based on the review of previous studies on
e-Government implementation, it might be safe to
conclude that most e-Government challenges are related
either to financial issues, low infrastructure, legal issues or
low IT knowledge. The findings from numerous studies
suggest adopting cloud computing might well help to
overcome such challenges and have also studied the
affecting factors that influence the adoption of cloud
computing to address the aforementioned issues
[5, 6, 7, 8]. Adoption can be define as as “the process
through which an individual or other decision making
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association passes from first knowledge of innovation, to
forming an attitude towards innovation, to a decision to
adopt or reject, to implementation of new idea, and to
confirmation of this decision” [9]. In this study, the
adoption refers to the development the e-Government
using cloud computing resources, function, feature,
models, and capabilities.

Cloud computing then might well be a model for
enabling holistic, convenient, on-request network access to
a shared pool of computing resources that can be rapidly
provisioned and released with minimal management effort
or service provider interaction [10]. The most widely and
used definition of cloud computing is the one given by the
National Institute of Standards and Technology (NIST)
which defined it as a paradigm for providing universal,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
controlled with minimal management effort or service
provider interaction [11]. Researchers have classified
cloud computing services into four types mainly: public,
private, hybrid, and community cloud computing (see
Table 1). It is important for decision makers to obtain a
comprehensive view of the types of cloud computing. This
information will enable them to select the most
appropriate architecture that matches the criteria and
requirements of their environments [12].

There are essentially four types of e-Government
deficiencies [5]:
= Failure in meeting requirements of public services.
= Difficulties of business collaboration.
= High budget in IT and low utilization rate in resources.
= Poor control of security and high costs of operation

and maintenance.

Cloud computing has some unique key
characteristics that attracts the attention of decision makers
to leverage on this technology in addressing their concerns
over e-Government implementation. Stated below are
some of these key characteristics of cloud computing [5]:

» High performance: Super computing power, large
capacity of data storage, and powerful data analysis
capability.

= Flexibility and dynamic scalability: IT resources could
be distributed or re-distributed automatically with the
increase or decrease of business volume.

= Low-cost: Costs are lowered and resource utilization
rate is increased owing to centralized allocation,
management and maintenance of IT physical and
software resources.

= Ubiquitous: Users can access systems through the
network, regardless of users’ location or the kind of
device they are using (e.g. PC, mobile phone, or PDA).

= Reliability and easy maintenance: Cloud computing
has professional teams in place for better security and
maintenance.

Therefore, characteristics of cloud computing
mentioned above can help to overcome technical
challenges such as government information infrastructure,
low telecommunication infrastructure, and lack of online
availability to citizens and/or business services by
providing instant, low cost, flexible, and on demand
technological services. In addition, cloud computing
adoption can resolve social and political challenges by

Table-1. Cloud computing types.

Type Description
Services provided by organizations and
customers pay for what they actually use. In
Public terms of being cost effective, public cloud is
considered superior over the others. On the
cloud B :
other hand, it raises other issues such as
security, privacy and levels of controls [10,
13].
Services provided to and managed by the
organization’s staff themselves or any third
Private party vendors. This cloud service is not
cloud provided to the general public. Private cloud
could be implemented locally or remotely
[10, 13].
Type of cloud provided to a specific target
Communit group _of people. The services are shareq
y cloud exclusively-amongst the members of this
group only [10, 13].
Hybrid Combination of two or more clouds-the
cloud Private Cloud, Public Cloud and the
Community [10, 13].

speeding up e-Government implementation and replace all
legacy paper-based systems which in turn can increase the
efficiency, citizens’ comfortability, processes’
transparency to eliminate the bribery. Moreover, cloud
computing adoption help in manage the resources wisely.
Namely, low cost data storage instead of warehouses of
paper files as well as speed storing and retrieving of
records [4].

Many factors influence the adoption of cloud
computing in public sectors. While most studies have
identified the same factors such as perceived ease of use,
usefulness, trust, top management support, compatibility,
complexity, compliance with regulations, competitive
pressure, trading partner pressure, physical location, effort
expectation, social influence, trust in e-Government and
perceived risk as influencing positively towards the
adoption of cloud computing, the results from these
studies were seen to differ in terms of the levels of
importance assigned to these identified factors. For
instance, it was found that data security, perceived
technical competence, cost, top manager support and
complexity were the most important factors [5]. While the
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factors relative advantage, top management support, firm
size, competitive pressure and trading partner pressure
characteristics have more significant effects on the
adoption of cloud computing [7]. In addition, the results of
some studies also differed in terms of ordering of the
factors based on their classification. For example, among
the four dimensions, the most important factor was
technological followed by human, organizational and
environmental factors in that order [5]. On the contrast,
most of the factors that affect the adoption of cloud
computing were related to the environmental context [14].

The objectives of this study then are to conduct,
firstly, a systematic literature review (SLR) of the factors
affecting the adoption of cloud computing for e-
Government implementation, secondly, to determine the
most important factors and finally to categorize them as
being either technological or organizational in nature.

This paper is organized as follows. The following
section describes the methodology employed in
conducting the SLR. The subsequent section presents a
review of the selected 12 studies. The section next deals
with reports and discussion of the results of the review.
This section also presents the salient common factors that
were found to affect the adoption of cloud computing. The
conclusion section contains both the summary and
possible future work.

METHODOLOGY
Academic studies were reviewed by using search
engines in the following databases: IEEE Xplore, Emerald,

and Science Direct. Keywords such as ‘cloud computing
adoption factors’, ‘cloud computing in public sectors’,
‘cloud computing in e-Government’, ‘e-Government
implementation by using cloud computing’ and a
combination of these keywords have been used to identify
the related studies that carried out investigation on the
factors influencing cloud computing adoption in e-
Government development.

Inclusion criteria that governed the search were:
(1) behavioral studies that included conceptual models and
hypothesis, (2) studies investigating e-Government
implementation and (3) cloud computing adoption in
public sectors. The exclusion criteria were: (1) all
technical studies, (2) studies not related to e-Government
or public sectors and (3) studies that did not investigate
cloud computing adoption factors in the English language.
In total, 203 studies were selected by looking at the title:
78 from IEEE Xplore, 64 from ScienceDirect and 61 from
Emerald. From these 203 studies, seven duplicated studies
were elected to be omitted. After having read the abstract
exhaustively, 137 studies that were related to technical
issues were excluded. A further 46 studies were also
excluded as they were beyond scope, i.e. focusing on
universities and small and medium enterprises SME. A
study was also removed as it was written in the Chinese
language. In the end, there remained 12 studies that
matched the set inclusion criteria for the review. Figure-1
summarizes the flow diagram of the SLR.

IEEE Xplore
(78) (64)

Science Direct

Emerald
(61)

\4

Total number of studies = 203

\4

- -

Excluding duplicated studies = 7

Unfrequented studies = 196

Excluding technical studies = 137

i_.

Behavioral studies = 59

\4

--p

Excluding different scope = 46

Matched scope = 13

A 4

--»

Excluding non-English studies = 1

Articles that met inclusion criteria = 12

Figure-1. SLR flow diagram.
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Literature review

After selecting studies that met the inclusion
criteria, the articles were reviewed individually. Table-2

address the challenges of e-Government implementation.
The table shows the authors and years their findings were
published, independent variables (IV), the dependent

presents the 12 selected articles that carried out

investigations into the adoption of cloud computing to

variable (DV), methodology used and results obtained.

Table-2. Factors affecting the adoption of cloud computing for e-Government.

Author v DV Methodology Results
Technology
- Data Security
- Complexity
- Compatibility
- Costs The findings of the study indicated
Human that data security, perceived
- CIO innovativeness technical competence, cost, top
- Perceived technical Cloud Survey of 60 manager  support and complexity
competence . o were the most important factors.
[5] . computing hospital in -
Environment . . Among them, the most important
. adoption Taiwan
- Government policy factor was found to be technology
- Perceived industry followed by human, organizational
pressure and environmental factors in that
Organization order.
- Relative advantage
- Top manager support
- Adequate resources
- Benefits
The findings showed that the
primary concerns of IT managers
Interview and software engineers were on the
with 19 IT | compatibility of the cloud
- Relative advantage professionald computi.ng’ _a(_ioptionl' _ with
- Compatibility oud (Business an gompl)anles existing po icies, IT
- Complexity Cou_ ) IT _ evg opment envwonmgnt,
[6] s computing engineering) | business needs and relative
- Trialability - - : .
- Observability adoption to flqd their | advantages. The findings al_so
attitude suggested that most IT companies
toward Cloud | in Taiwan would not adopt cloud
adoption in | computing until the uncertainties
Taiwan associated with cloud computing,
e.g. security and standardization
were significantly reduced.
Technology
- Relative advantage
- Complexity The findings revealed that relative
- Compatibility Questionnaire | advantage, top  management
Organization Cloud conducted on | support, firm size, competitive
[7] - Top management support computing 111 large pressure, and trading partner
- Firmsize adoption companies in | pressure characteristics had a
- Technology readiness Taiwan significant impact on the adoption
Environment of cloud computing.
- Competitive pressure
- Trading partner pressure
- Relative advantage Cloud Survey of The findings indicated that relative
[8] - Compatibility computing 280 advantage, compatibility,
- Complexity adoption respondents | complexity, organizational
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- Organizational readiness in India competency, top management
- Training and education commitment, training  and
- Top management support education were the important
- Perceived usefulness variables for affecting cloud
- Perceived ease of use computing adoption.
- Trading partner support
- Competitive pressure
The findings of the interview
Technological showed that from the technological
- Relative agvanta o perspective, relative advantage
- Compatibilit g compatibility and complexity are
) Con? lexit Y important factors.
Oor anifationy From  the organizational
) Int%ro erabilit perspective, desire for
) Focugon ke y Interview interoperability, reduction of IT
BUSIness procezses with 21 management overheads, need for
- More organization Cloud participants meeting security and
: o . environmental policies, and
- Meet security adoption in in UK, .
[14] Standards the public Greece transparency of processes desire
. P ' were identified as to be positively
- Meet environmental sector Germany, inl ina th .
Standards Italy and influencing the adoption. From
- Transparency of Poland Environmental angle, bureaucracy,
Processgs stan)élar ds political matters and legal issues
Environment seemed to be influencing cloud
- Bureaucrac adoption in the public sector.
- Ppolitical matt)(;rs Most of the factors that were
- Lecal issues identified as hindrances to the
g cloud computing adoption were
seen to be related to the
environmental context.
The finding was a proposed model
that included Technological Factor
(Availability, Reliability, Security,
This was a literature review _Prlvacy_, Trust? _D|ffu5|on of
study done to identify the innovation (Relative advantqge,
; . . Compatibility, Complexity)
factors that may influence an | Intention to Literature .

[15] o ) . ; Organizational Factor  (Top
organization’s intention to adopt cloud review N
move towards adopting the management support, Organization

cloud size, Technology readiness),
' Environmental Factor (Compliance
with  regulations, Competitive
pressure, Trading partner pressure,

Physical location).
The findings indicated that the
Technological adoption of cloud computing in the
- Privacy healthcare sector was affected by
- Security the technological context, which
- Reliability Interview includes privacy, security, and

Organizational Cloud with five IT | reliability.

[16] - Top management support comoutin experts in the | From the organizational

- Technology readiness a doptiong healthcare perspective, the factors included
Environmental P sector in top management support and
- Government policy Jordan technology readiness.

- Legal environment
- Competition

Lastly, from the environmental
context, the factors included
government policy, legal
environment and competition.
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Survey of The findings indicated that relative
respondents | advantage, compatibility,
in complexity, trialability,
_ Cloud Netherle_mds, 0bservqb_i|ity, collab_ora_ti_on,
[17] This was an exploratory study computing Austria, traceability, trust and auditability,
using case study - Portugal, convincing IT manager, security
adoption : ! !
Spain, and legal issues, perception of the
Norway and | term cloud and risk were the most
Belgium important  factors for  cloud
adoption.
Technology context
- Relative advantage
- Technology complexity Survey
- Technology compatibility carried out on
Organizational context Cloud 699 IT Results  indicated that the
[18] - Firmsize computing experts from technology and _ organizat?on
- Top management support adontion USA, context impacted implementation
- IT expertise of business P Germany, decisions.
users Austria and
Environment context Italy
- Competition intensity
- Regulatory environment
Technology
) L%Ck ggm,ts;?ffégb"'ty Findings showed that convenience,
- Compatibility pompatl_blllty, organlzatloqal
Organizational innovativeness, ent_repreneu_rlal
- Organizational Use of cl_oud Survey was | orientation and trust in suppliers
[19] innovativeness computing | carried outon | had significant influence on _the
-~ IT know how and 137 Eyropean use of_ cloud ~computing.
- Entrepreneurial orientation performance. | organizations Orgamzaponal_ mobility mediated
Environment the relatlonshlp between use of
- Trustin supplier cloud computing and performance.
- Competitive pressure
- Organizational Mobility
The results indicated that effort
- Performance expectation expectation, social influence, trust
- Effort expectation in e-Government and perceived
- Social influence Cloud Survey of _rlsk h_ad S|gn|f|canff effe(;ts o_n_the
. - 251 intentions to adopting e-invoicing.
[20] - Trust in e-Government computing . -
. . - respondents | Additionally, trust in e-
- Perceived risk adoption - - . .
- Facilitating conditions in Taiwan Govgrnment and . perc_elved risk
- Security concerns medlaj[ed the rela}tlonshlp betwe_en
behavioral intentions and security
concerns regarding e-Government.
Organizational readiness
- IT infrastructure Saas
- Top mana_gement §upp0rt Readiness
'I'_ecfy;?{ig\;ga;drszgéggezs - Attitude Survey of AII the variables r_]ad strong
[21] - Simplicity toward 173 influence on th_e adoption of_ SaaS
- Compatibility Saa_S re_spond_ents and the intentions and attitudes
- Experienceability - Intention in China toward SaaS.
Environmental readiness to use
SaaS

- Competitor pressure

- Partner pressure
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FINDINGS AND DISCUSSIONS

Identification of factors affecting the adoption of
cloud computing is essential as it will enable decision
makers to overcome the pending challenges of e-
Government implementation. Based on the literature
review that helped identify 12 models pertaining to the
adoption of cloud computing. The choice of 12 models is
based on the fact that studies of cloud computing related to
public sectors are few [14]. The result of analyzing the
models was given in Table-2. It can be seen as indicated in
Table 2, that there are many factors that have been used
repeatedly to predict the adoption behavior of cloud
technology. All in all, 59 factors were identified.

Although some factors give the same meaning of
other factors E.g. ease of use is perceived as simplicity.
However, factors have been counted based on their
constant names without any judgment of the meaning
because some researchers have used similar terms
differently. For example, relative advantage and perceived
usefulness have been used in the same study [8]. A
frequency analysis was conducted to identify the extent to
which these factors were repeated.

The findings showed that factors of the diffusion
of innovation (DOI) were highly frequent. Researchers
claimed that DOI is part of TOE [8]. Many researchers
have criticized the TOE framework, the model was
described as taxonomy for categorizing variables and it
does not represent an integrated conceptual framework or
a well-developed theory [22]. Hence, there is a
requirement of a more robust framework to study
organizational adoption.  Similarly, another study
highlighted that TOE framework has no major constructs
in each context [7]. TOE framework is limited in its
explanatory power of technology adoption [23] and has
unclear major constructs and the variables of TOE
framework may vary with the context of the study [24].
TOE was adapted by many researchers and they alter the
model to include variety of technological factors. These
include the factors of DOI such as compatibility and
complexity [5, 14, and 25] and other factors such as
security [5, 15, and 16] and trust [15]. This was probably
attributed to the fact that the previous studies mostly used
the technology-organization-technology (TOE) framework
which contained the factors of DOI as technological
factors.

Table-3 is a presentation of the most frequent
factors affecting the adoption of cloud computing from the
reviewed models. Compatibility topped the list with a
frequency of nine followed by relative advantage with a
frequency of eight and complexity with a frequency of
seven. These were seen as the most frequent factors
among the previous studies. Other frequent factors include
top management support with a frequency of six followed
by security, technology readiness and trust with a
frequency of four for each. Based on the classification of
the previous studies, the factors were sorted into
technological and organizational types. Compatibility and

complexity were considered by all previous studies as a
technological factor. In terms of relative advantage, some
considered it an organizational factor while others
believed it to be a technological factor. Factors such as
trust and security were considered as technological factors
too whilst technology readiness and top management
support were considered as being organizational factors.
Table 3 shows the various factors, their frequencies, and
their type or orientation.

Table-3. Most frequented factors in selected studies.

Factor Frequency Type
Compatibility 9 Technological
Relative advantage 8 Organizational
Complexity 7 Technological
Top management 6 Organizational
support
Security 4 Technological
Techr_10|ogy 4 Organizational
readiness
Trust 4 Technological

The findings of the study showed that the
researchers had used intensively a quantitative approach to
explain the variation in the cloud computing adoption.
Among the reviewed models, 75% had used a
questionnaire to be used as an instrument to extract data.
The qualitative approach received less attention-only a
percentage of 17 of the reviewed models had used an
interview approach to collect the necessary data. A total of
8% of the reviewed studies were from established
literature review. This means that there is a lack in the
areas of qualitative approach and review studies especially
with regards to SLR in terms of cloud computing adoption
factors.

In comparison, TOE was the most deployed
framework for explaining the variation in cloud computing
adoption. A total of 83% of the reviewed studies had used
TOE. The framework was merged with Technology
acceptance model (TAM) in one of the reviewed studies.
Unified theory of acceptance and use of technology
(UTUAT) were used in a different study. Despite the fact
that DOI is an integral part of TOE, the model was used
purely in one of the reviewed studies.

Among factors that exhibited low frequencies
were IT knowledge, IT infrastructure, cost, culture and
legal issues. However, it would be worthwhile to conduct
further studies at a more in depth level due to its specialty
in developing countries and the vast influence in adopting
cloud computing to develop e-Government and provide
electronic services to people who might still not have
sufficient means and readiness to accept technology such
as this. Figure 2 below illustrates the proposed model of
the most influential factors that might affect cloud

17830




VOL. 10, NO. 23, DECEMBER 2015

ISSN 1819-6608

ARPN Journal of Engineering and Applied Sciences

o
©2006-2015 Asian Research Publishing Network (ARPN). All rights reserved. w

www.arpnjournals.com

computing adoption to implement e-Government in

Technological

Compatibility

Complexity

Security

Trust

Cloud
Computing
Adoption

developing countries.

Organizational

Top management support

Technology readiness

Relative advantage

Figure-2. The proposed model of cloud computing adoption to develop e-Government.

CONCLUSION AND FUTURE WORK

This study reviewed factors that influence cloud
computing adoption to develop e-Government in order to
overcome challenges such as information infrastructure,
low Telecommunication Infrastructure, Low Human
Capital Index, lack of online availability to citizens or
business services, professional workforce, resistance
handling, collaboration and top leadership commitment.

Many factors were found to be important in terms
of influencing decision makers’ opinion to adopt cloud
computing to build systems to provide services to different
stakeholders.

However, based on reviewed studies, only seven
out of the total fifty nine factors displayed a frequency of
four to nine times while the other factors showed a
frequency of once or twice only.

There is insufficient past studies related to the
adoption of cloud computing to develop e-Government.
Therefore, the present study aims to further enrich the
literature of such studies. In addition, this study can be
used by decision makers as a guide to assist them if and
when they might want to consider utilizing cloud
computing in public sectors and they would like to know
the kind of factors that might impact their intentions in
cloud computing adoption.

Finally, it is recommended that further studies are
conducted regarding factors that might affect cloud
computing adoption as well as expanding in the studying
of other theoretical models such as UTAUT, TAM, and
DOI. In addition, conducting more quantitative and
qualitative studies to test factors more exhaustively and
come out with the most influencing factors that might
affect cloud computing adoption in e-Government
development and public sectors will be a step in the right
direction. It is noteworthy to mention that this is an
ongoing research. Therefore, in future work, the proposed
model here may well be more empirically validated to
come out with a better tested framework.
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